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What we will do today

• Exploring the potential harms of technology
• Questions from your prep work
• Ethics, data and design
• Some further resources for ethics, data and design
• Prep work for next week



Exploring potential harms…



Let’s jump straight 
into Miro!

https://miro.com/app/board/uXjVNf4cdr8=/?share_link_id=347025420570 

https://miro.com/app/board/uXjVNf4cdr8=/?share_link_id=347025420570


In the Miro …

… we will work through the sub-activities ….

- thinking about technologies that may cause harms
- reflecting on what these harms are

- exploring how we might mitigate these harms

Activity 1!: 20 minutes



Questions for this week

85% submission (a bit down…)

Approx. 5000 words (the same!)



Should designers bear 
responsibility for the long-term 

(mis)uses of the products, services 
and applications they create?

Student question!



How can platforms that depend 
on making money from peoples 

engagement and attention, 
encourage interaction in more 

ethical ways?

Student question!



How can designers and developers 
influence management and decision 

makers to be more ethical?

Student question!



Take a break!
Back at 16:05



Ethics, data and design



What are the things we need to 
consider when looking at the ethics of 
new technologies, beyond just data 

ethics?

Student question!



A basic framework for ethics, data and design

Design process
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Data gathering & use

Model development & use

Openness & transparency

Choices & decisions
Social Environmental Legal

Implications
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Back to the Miro
https://miro.com/app/board/uXjVNf4cdr8=/?share_link_id=347025420570 

https://miro.com/app/board/uXjVNf4cdr8=/?share_link_id=347025420570


In the Miro …

… what are the qualities and factors of a “ethical” or “responsible” 
design approach or process?

… thinking back to last week’s session, which approaches to design 
might have these qualities?

Activity 2A!: 5 minutes



A basic framework for ethics, data and design

Design process

Interface design

Data gathering & use

Model development & use

Openness & transparency

Choices & decisions
Social Environmental Legal

Implications



What is the role of interaction 
design when it comes to data 

ethics and the “FATE” principles?

Student question!



Interface design / choices and decisions

“instances where designers use their knowledge of 
human behavior (e.g., psychology) and the desires 
of end users to implement deceptive functionality 
that is not in the user’s best interest.”

- UXP2 Lab

https://darkpatterns.uxp2.com/ 

Corell, Ethical and Deceptive Visualization
https://courses.cs.washington.edu/courses/cse412/2
1sp/lectures/CSE412-EthicalDeceptive-
MichaelCorrell.pdf   

https://darkpatterns.uxp2.com/
https://courses.cs.washington.edu/courses/cse412/21sp/lectures/CSE412-EthicalDeceptive-MichaelCorrell.pdf
https://courses.cs.washington.edu/courses/cse412/21sp/lectures/CSE412-EthicalDeceptive-MichaelCorrell.pdf
https://courses.cs.washington.edu/courses/cse412/21sp/lectures/CSE412-EthicalDeceptive-MichaelCorrell.pdf
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Data gathering and use / choices and decisions

Selinger, Hartzog. 2015. Facebook’s emotional 
contagion study and the ethical problem of co-
opted identity in mediated environments where 
users lack control. Research ethics. 
https://doi.org/10.1177/1747016115579531 

https://doi.org/10.1177/1747016115579531
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Model development and use / choices and decisions

Wolf, Miller, Grodinsky. 2017. Why we should have seen 
that coming: comments on Microsoft's tay "experiment," 
and wider implications. ACM SIGCAS Computers and 
Society. https://doi.org/10.1145/3144592.3144598

https://doi.org/10.1145/3144592.3144598
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Openness and transparency / choices and decisions

sharing of data for research
transparent modelling for social feed
public content moderation policies

verified user protocol

no data access or sharing
closed (blackbox) social feed
unclear moderation policies

premium (pay for) verified user protocol
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Social implications – example of IoT for elder care

Design process decisions creating social harms for end-users

Vines et al. 2013. Making Family Care Work: Dependence, 
privacy and remote home monitoring telecare systems. 
Ubicomp 2013. https://doi.org/10.1145/2493432.2493469

https://doi.org/10.1145/2493432.2493469
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Environmental implications – example of ChatGPT

Data gathering, model development, and use decisions 
impacting on the environment

Li, Yang, Islam, Ren. 2023. Making AI Less “Thirsty”: 
Uncovering and addressing the secret water 
footprint of AI models. Unpublished: 
https://doi.org/10.48550/arXiv.2304.03271

https://doi.org/10.48550/arXiv.2304.03271
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Legal implications – dark patterns and the law

Interface design decisions impacting on legal requirements

[Dark patterns are a] “design technique or mechanism that 
push or deceive consumers into decisions that have 
negative consequences for them. These manipulative 
techniques can be used to persuade users, particularly 
vulnerable consumers, to engage in unwanted behaviours, 
and to deceive users by nudging them into decisions on 
data disclosure transactions or to unreasonably bias the 
decision-making of the users of the service, in a way that 
subverts and impairs their autonomy, decision-making and 
choice.”

EU Data Act (under development)



Miro one last time…
https://miro.com/app/board/uXjVNf4cdr8=/?share_link_id=347025420570 

https://miro.com/app/board/uXjVNf4cdr8=/?share_link_id=347025420570


In the Miro …

Let’s consider the generative AI software Midjourney.

If you do not know what Midjourney is – take a few minutes to research 
it …..

https://www.midjourney.com/
https://en.wikipedia.org/wiki/Midjourney 

Let’s spend 20 minutes exploring the potential social, environmental 
and legal implications of this software.

Activity 2B!: 20 minutes

https://www.midjourney.com/
https://en.wikipedia.org/wiki/Midjourney


Some further resources



How can we think about creating 
technologies that avoid harms to 
people, at the start of a project?

Student question!



Design justice

https://designjustice.org/ 

https://designjustice.org/


AREA framework for responsible innovation

https://tas.ac.uk/responsible-research-
innovation/using-cards-in-rri/ 

https://www.sciencedirect.com/science/article/
pii/S0048733313000930 

https://tas.ac.uk/responsible-research-innovation/using-cards-in-rri/
https://tas.ac.uk/responsible-research-innovation/using-cards-in-rri/
https://www.sciencedirect.com/science/article/pii/S0048733313000930
https://www.sciencedirect.com/science/article/pii/S0048733313000930


Where do we start if we’re looking 
to design new technologies for 

social good rather than those that 
create harms?

Student question!



Sustainable development goals (SDGs)

https://sdgs.un.org/goals

”a blueprint to 
achieve a better and 
more sustainable
future for all"

https://sdgs.un.org/goals
https://en.wikipedia.org/wiki/Sustainability


Sustainable development goals (SDGs)

https://www.un.org/en/global-issues/big-data-for-sustainable-development 
https://blogs.worldbank.org/digital-development/sustainable-development-goals-and-open-data 

https://www.un.org/en/global-issues/big-data-for-sustainable-development
https://blogs.worldbank.org/digital-development/sustainable-development-goals-and-open-data


Sustainable development goals (SDGs)

Eriksson et al. 2016. HCI and UN's 
Sustainable Development Goals: 
Responsibilities, Barriers and 
Opportunities. NordiCHI 2016. 
https://doi.org/10.1145/2971485.298
7679 

Hansson, Pargman, Pargman. 2021. A 
Decade of Sustainable HCI: 
Connecting SHCI to the Sustainable 
Development Goals. CHI 2021. 
https://doi.org/10.1145/3411764.344
5069 

https://doi.org/10.1145/2971485.2987679
https://doi.org/10.1145/2971485.2987679
https://doi.org/10.1145/3411764.3445069
https://doi.org/10.1145/3411764.3445069


Prep work for next week



Tasks for the next 7 days:

1. Your prep work for next week’s lecture
i. Read the Little Book of Sustainability for the Internet of Things - pages 6 through 25 (and beyond 

if interested!): 
https://eprints.lancs.ac.uk/id/eprint/131084/1/Stead_Coulton_Lindley_Coulton._2019._The_Little_
Book_of_Sustainability_for_the_Internet_of_Things.pdf 

ii. Read the paper “Three principles of sustainable interaction design, revisited. Digital Technology 
and Sustainability: Embracing the Paradox” – a PDF of this will be made available on the CDI1 
LEARN website (as we cannot link to it openly online).

2. Complete your Class Notebook submission in MS Teams:
i. Write 3 reflections from last week’s prep work and today’s lecture – what did you learn (go beyond 

what you wrote last week)? 
ii. Write 2 questions you have based on the prep work for us (John and Susan) to consider for our 

lecture next week.
iii. Write 1 comment – something you have learned, are intrigued by, something related to your 

background and interests – prompted by the prep work.

https://eprints.lancs.ac.uk/id/eprint/131084/1/Stead_Coulton_Lindley_Coulton._2019._The_Little_Book_of_Sustainability_for_the_Internet_of_Things.pdf
https://eprints.lancs.ac.uk/id/eprint/131084/1/Stead_Coulton_Lindley_Coulton._2019._The_Little_Book_of_Sustainability_for_the_Internet_of_Things.pdf


If you have any questions about this week’s lecture, contact me at : 
john.vines@ed.ac.uk 

Any questions?

If you have any questions about next week (prep work and lecture), contact 
Susan at : susan.lechelt@ed.ac.uk 

mailto:john.vines@ed.ac.uk
mailto:susan.lechelt@ed.ac.uk

