
Phishing
INFR11158/11230 Usable Security and Privacy

Dr. Jingjie Li

16/02/2024

1



Overview

• Warm up and reminder

• Phishing: overview, elements, and countermeasures

• Take-home
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Overview

https://www.youtube.com/watch?v=3tI_4QzyhE8
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Phishing: when criminals attempt to trick people in 
doing  “the wrong thing” 
(https://www.ncsc.gov.uk/files/Phishing-attacks-dealing-
suspicious-emails-infographic.pdf)





HMG Department for Digital, Culture, Media & Sport. Cyber Security 
Breaches Survey 2019. July 2019. 

Phishing is very 
common and 
very disruptive 
to UK 
businesses 



Commonalities 
among 
breaches in 
2018.
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Verizon. 2019 Data Breach Investigation Report. p5



8 Proofpoint. State of the Phish 2019 Report. http://proofpoint.com/security-awareness



Email phishing



What on this 
email can be 
trusted when 
judging if it is 
legitimate or 
not?



What on this 
email can be 
trusted when 
judging if it is 
legitimate or 
not?



I asked my 
Computer 
Security class 
what info they 
were using to 
decide phishing 
or not phishing



Lots of 
interesting bits 
in this email

Email from 
“office.com” my 
email is through 

Office365

Appeal to authority by 
using a well known anti-
virus name and claiming 

it has already been 
checked for viruses

Clearly explains what 
it wants the user to 
do. “Explained” and 
“Actionable” from 

SPRUCE

Uses my email address 
as a way of saying that it 

knows who I am and 
therefore can be trusted



Common phishing elements

• Automated – Typically directed against many people. 

• Impersonation – Communication claims to be from someone 
trusted or that they are not. For example, from a bank. 

• Direction to a website – Links that look like they go somewhere 
legitimate but in fact go somewhere controlled by the attacker. 

• Contain an attachment – Attachment asks for information to be 
sent back or contains malicious code. 

• Authentication info requested – The communication aims to get 
authentication information. 
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Verizon. 2019 Data Breach 
Investigation Report. p16

59%
Of end-user reported 
emails were classified 
as potential phishing 

emails.

Proofpoint. State of the Phish 2019 
Report. 

APWG. Phishing Activity Trends Report, 2nd Quarter 2019.
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Who are the adversaries?
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https://edition.cnn.com/2023/12/19/china/myanmar-conflict-china-

scam-centers-analysis-intl-hnk/index.html



19

https://www.theregister.com/2023/12/06/fancy_bear_
phishing_microsoft/



Solving phishing



End User

Phisher

Email 
Server

List of known 
phishing 

sites

Bank

Potential 
phishing 

sites

Voluntee
rs

Web browser

Fake 
Login

Help 
Desk

Trash

Web 
Servers

More potential 
victims

The Phishing 

Local Rules Universit
y

ISP



Main “solutions”

• Automatically block attacks using filters
• Stop email from even arriving in inboxes 
• Block people from visiting known bad websites 

• Train users
• Provide users with training on how to identify phishing attacks 

• Support users
• Show UI indicators to help users tell the difference between real and fake sites 

• Also known as “passive indicators”, like the lock icon 

• Provide feedback when phishing is reported or blocked

• Improve protection of authentication credentials
• Make it harder to impossible for a user to give away credentials
• Limit the damage of credential sharing to one transaction



Automation 
• Automatically scan all 

incoming emails for features 
• Attachments for malware

• URLs for links to phishing pages 

• Spoofed from addresses from 
highly targeted companies 
(Paypal)

• Low tolerance for errors 

• Low delay also important 
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Features for phishing URL detection
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Kholoud Althobaiti, Ghaidaa Rummani, and Kami Vaniea. A Review of Human- and Computer-Facing URL 
Phishing Features. In the European Workshop on Usable Security (EuroUSEC), June 2019. 



Automation + Encryption
• “Going dark” due to encryption isn’t 

just a problem for law enforcement. 

• Encryption also makes scanning 
for phishing more challenging. 

• Do users know that their more 
private WhatsApp chats may have 
more dangerous content than in 
web browsers or emails?
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Main “solutions”

• Automatically block attacks using filters
• Stop email from even arriving in inboxes 
• Block people from visiting known bad websites 

• Train users
• Provide users with training on how to identify phishing attacks 

• Support users
• Show UI indicators to help users tell the difference between real and fake sites 

• Also known as “passive indicators”, like the lock icon 

• Provide feedback when phishing is reported or blocked

• Improve protection of authentication credentials
• Make it harder to impossible for a user to give away credentials
• Limit the damage of credential sharing to one transaction



The older 
generation is 
surprisingly 
aware of 
phishing as 
compared to 
younger people. 

The difference 
is likely due to 
life experience 
with fraud. 

27Proofpoint. State of the Phish 2019 Report. http://proofpoint.com/security-
awareness



Training users
• Up-front training

• Games 
• Advice web pages 
• Training videos 

• Embedded training 
• Information provided in websites
• Feedback given by help desk to 

phishing reports

• Evaluate impact of training
• Send out fake phishing emails to test 

staff
• Measure reporting behaviors 

Anti-Phishing Phil Game

NoPhish anti-
phishing training 
app



Who want to/is responsible to train users?
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Proofpoint. State of the Phish 2019 Report. http://proofpoint.com/security-awareness



Managing phishing
• Block people from visiting sites

• Browser blocks sites automatically

• ISPs take down sites

• Provide indicators to help people 
differentiate between intended and 
malicious websites
• Lock icon

• Plugins with feedback

• Show only the URL domain to reduce 
confusion

• Stating what email server sent an email

Active Warning

Passive Warnings



A well 
designed
phishing site 
fools 90% of 
people. 
Security cues 
in the browser 
are not seen, 
ignored, or 
not 
understood.





Developers and 
admins are 
users too. 

Provide help for 
those who are 
trying to 
counter 
phishing at their 
organizations.

35http://phish-education.apwg.org/r/how_to.h



Common phishing elements

• Automated – Typically directed against many people. 

• Impersonation – Communication claims to be from someone 
trusted or that they are not. For example, from a bank. 

• Direction to a website – Links that look like they go somewhere 
legitimate but in fact go somewhere controlled by the attacker. 

• Contain an attachment – Attachment asks for information to be 
sent back or contains malicious code. 

• Authentication info requested – The communication aims to get 
authentication information. 
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Lots of 
interesting bits 
in this email

Email from 
“office.com” my 
email is through 

Office365

Appeal to authority by 
using a well known anti-
virus name and claiming 

it has already been 
checked for viruses

Clearly explains what 
it wants the user to 
do. “Explained” and 
“Actionable” from 

SPRUCE

Uses my email 
address as a way of 
saying that it knows 

who I am and 
therefore can be 

trusted



Questions



Take-home

• (Blog) Althobaiti, K., Meng, N. and Vaniea, K., 2021, May. I don’t 
need an expert! Making URL phishing features human 
comprehensible. In Proceedings of the 2021 CHI Conference on 
Human Factors in Computing Systems (pp. 1-17).

• (Blog) CNBC - Generative AI financial scammers are getting 
very good at duping work email
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https://dl.acm.org/doi/abs/10.1145/3411764.3445574?casa_token=zwjgErVxxhoAAAAA:Q0JVVxNjOIQv6dGP7regaLDmOouNhOw5essHqJ3CmByI9JV9r6bYNSWbSqmHCrqIZ6wSmi6JblacSw
https://dl.acm.org/doi/abs/10.1145/3411764.3445574?casa_token=zwjgErVxxhoAAAAA:Q0JVVxNjOIQv6dGP7regaLDmOouNhOw5essHqJ3CmByI9JV9r6bYNSWbSqmHCrqIZ6wSmi6JblacSw
https://dl.acm.org/doi/abs/10.1145/3411764.3445574?casa_token=zwjgErVxxhoAAAAA:Q0JVVxNjOIQv6dGP7regaLDmOouNhOw5essHqJ3CmByI9JV9r6bYNSWbSqmHCrqIZ6wSmi6JblacSw
https://www.cnbc.com/2024/02/14/gen-ai-financial-scams-are-getting-very-good-at-duping-work-email.html
https://www.cnbc.com/2024/02/14/gen-ai-financial-scams-are-getting-very-good-at-duping-work-email.html

	Phishing
	Overview
	Overview
	Phishing: when criminals attempt to trick people in doing  “the wrong thing” (https://www.ncsc.gov.uk/files/Phishing-attacks-dealing-suspicious-emails-infographic.pdf)
	Slide Number 5
	Phishing is very common and very disruptive to UK businesses 
	Commonalities among breaches in 2018.
	Slide Number 8
	Email phishing
	What on this email can be trusted when judging if it is legitimate or not?
	What on this email can be trusted when judging if it is legitimate or not?
	I asked my Computer Security class what info they were using to decide phishing or not phishing
	Lots of interesting bits in this email
	Common phishing elements
	Slide Number 15
	Slide Number 16
	Who are the adversaries?
	Slide Number 18
	Slide Number 19
	Solving phishing
	Slide Number 21
	Main “solutions”
	Automation 
	Features for phishing URL detection
	Automation + Encryption
	Main “solutions”
	The older generation is surprisingly aware of phishing as compared to younger people. ��The difference is likely due to life experience with fraud. 
	Training users
	Who want to/is responsible to train users?
	Slide Number 30
	Slide Number 31
	Managing phishing
	A well designed phishing site fools 90% of people. Security cues in the browser are not seen, ignored, or not understood.
	Slide Number 34
	Developers and admins are users too. ��Provide help for those who are trying to counter phishing at their organizations.
	Common phishing elements
	Lots of interesting bits in this email
	Questions
	Take-home

