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Overview

• Recap - consent

• IoT 

• Take-home

2



3



Consent



Consent in General Data Protection Regulation

The basic requirements for the effectiveness of a valid legal 

consent are defined in Article 7 and specified further in recital 32 

of the GDPR. Consent must be freely given, specific, informed and 

unambiguous. In order to obtain freely given consent, it must be 

given on a voluntary basis. The element “free” implies a real 

choice by the data subject….

5



Right to be informed

There is a need for transparency regarding the gathering and use of 

data in order to allow EU citizens to exercise their right to the 

protection of personal data. Therefore, the General Data Protection 

Regulation (GDPR) gives individuals a right to be informed about the 

collection and use of their personal data, which leads to a variety of 

information obligations by the controller.
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Informed consent in real life and in research



An advertisement should:

• Be short and easy to read or decide to ignore

• Explain the main content of what participants will be asked to 

do

• Explain what the costs, benefits, and risks of participating are 

• State who to contact about the research in case of concern

• State if the research has been through ethical review
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A consent form should:

• Who you are

• What the study involves, what they will be asked t do

• What kind of data will be collected and how it will be used 

• What rights the participant has 

• Compensation, if any
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We are students in the Human-Computer Interaction course. For our first coursework 
we are studying how students at the University of Edinburgh use calendaring systems 
such as paper calendars, Google Calendar, and Office 365 Calendar.

In this survey we are investigating how people use their online calendars so that we 
can better understand their calendar-related needs and choices. We will ask you for 
some information about yourself, about the way in which you use computers and the 
internet, about the tools you use to manage your timetable and other events. 

Completing the survey will take about 10 minutes. You can interrupt the survey at any 
time and return to finish it later. All the data that you provide will be stored on 
SurveyMonkey and user-level access will be restricted to our group. Questions marked 
with a red star are mandatory - you will need to answer them in order to complete the 
survey. Data you provide will be deleted two months after the last day of this school 
term.

This project has undergone ethical screening in accordance with the University of 
Edinburgh School of Informatics ethics process (RT1432).

Do you agree to take part in this study, and do you agree that I can use your data for 
my HCI student project?
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Social media has been a great resource for people to 
do a wide range research; But people are becoming 
more and more careful nowadays. What are the 
ethical considerations in using social media data for 
research?
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Some ethical practices

• Follow the terms of use

• Obtain informed consent when possible

• Check our ethics guidelines for more! 

https://resource.ppls.ed.ac.uk/lelethics/index.php/frequently-

asked-questions/research-with-social-media-data/
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Case studies in Ethics and Security
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EXPERIMENTAL EVIDENCE OF 
MASSIVE-SCALE EMOTIONAL 
CONTAGION THROUGH SOCIAL 
NETWORKS 

by Adam D. I. Kramer, Jamie E. Guillory, and Jeffrey T. Hancock
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Aka Facebook emotion contagion 
study

“We show, via a massive (N = 689,003) 
experiment on Facebook, that emotional states 
can be transferred to others via emotional 
contagion, leading people to experience the same 
emotions without their awareness. We provide 
experimental evidence that emotional contagion 
occurs without direct interaction between people 
(exposure to a friend expressing an emotion is 
sufficient), and in the complete absence of 
nonverbal cues.”
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http://www.pnas.org/content/111/24/8788.full



The study

• All Facebook users who spoke English qualified

• Two groups: positive and negative emotions

• Positive/negative posts where then suppressed from the news 
feed

• 689,003 participants randomly selected by user id

• Saw an impact
• When positive posts withheld the participant’s posts got more negative

• When negative posts withheld the participants posts got more positive

• Withdrawal effect: people who saw less emotion posts less likely to express 
themselves for several days 
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Think-pair-share

• Does the Facebook Emotion Contagion study fit the 

requirements of the Belmont Report?
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The Belmont Report (1974)

• Respect for persons
• protecting the autonomy of all people and treating them with courtesy and 

respect and allowing for informed consent. Researchers must be truthful and 
conduct no deception

• Beneficence
• The philosophy of "Do no harm" while maximizing benefits for the research 

project and minimizing risks to the research subjects

• Justice
• ensuring reasonable, non-exploitative, and well-considered procedures are 

administered fairly — the fair distribution of costs and benefits to potential 
research participants — and equally.
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http://www.hhs.gov/ohrp/regulations-and-policy/belmont-
report/index.html



Mapping the Internet: Someone made the most 
detailed map of the internet ever by hacking into just 
under half a million computers
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http://motherboard.vice.com/blog/this-is-most-detailed-picture-internet-
ever
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Is it ethical to use this data to do good things?
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THE EMPEROR'S NEW SECURITY 
INDICATORS: 
AN EVALUATION OF WEBSITE 
AUTHENTICATION AND THE 
EFFECT OF ROLE PLAYING ON 
USABILITY STUDIES

Stuart E. Schechter, Rachna Dhamija, Andy Ozment, and Ian Fischer

http://www.usablesecurity.org//emperor/emperor.pdf



Will bank customers enter their passwords even if 
their browsers’ [security UI element] is missing?
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Study design

• Participants recruited using on-campus flyers

• Flyers said the participant could “earn $25 and make online 

baking better”

• No mention of security or privacy in any advertising materials 

or consent form (deception study) 

• Participants came to the lab and used a lab computer 

• Computer was pre-setup to attack the connection between 

the bank and the user 



To handle ethics the researchers:

• Notified participants that their actions would be recorded

• System did not record passcodes or other private data

• Care was taken with the technical design to make sure the 

participant’s bank credentials remained safe

• Participant was debriefed after the study 

• Participant was told how to protect themselves in the future
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BROWN UNIVERSITY 
P2P 

Andy Pavlo 

https://hardware.slashdot.org/story/09/04/13/0120226/grad-

student-project-uses-wikis-to-stash-data-miffs-admins



"Two graduate students at the Ivy League's Brown 
University built a P2P system to use abandoned wiki 
sites to store data. The students were stealing 
bandwidth from open MediaWiki sites to send data 
between users as an alternative to BitTorrent. There 
was immediate backlash as site operators quickly 
complained to the University. The project appears to 
be shutdown, but many of the pages still remain on 
the web. The project homepage was also taken down 
and the students posted an apology this afternoon.”

https://hardware.slashdot.org/story/09/04/13/0120226/grad-student-project-
uses-wikis-to-stash-data-miffs-admins



Internet of Things
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“Internet of Things”

• Previously known as:

• Ubiquitous computing 

• Ambient computing 

• Idea is that the computers are embedded into the world around people, 
effectively pushing computation into the surrounding infrastructure, rather than 
in devices we carry around. 

• Large issues: 

• Privacy

• Security 

• Trust 

• Battery 

• Computational power
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I wanted to buy [household 
appliance] and I found a really 
great one that was highly rated and 
had [a feature I really wanted]. 
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Then I discovered that it was internet 
enabled. So I went and found a different 
“dumb” one and bought that because it 
was safer. 



Users are loosing trust in the safety and privacy of 
the IoT and this is a big problem… partially because 
they are correct.
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Why don’t people protect themselves? 

1. People are not aware of the risks or protection 
mechanisms. 

2.People cannot use the available protection 
mechanisms. 

3.People do not care about security and privacy.
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Security and privacy in IoT 
is currently a lemon 
market. 

People with purchasing 
power cannot differentiate 
between a “good” device 
and a “bad” one

Lemon markets



What about 
this iKettle? 
Is it “safe”? 
What about 
“private”? 

Larger 
concern is 
that you 
can’t tell 
from looking 
at it.
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How fast can you decide that these items are 
“good” purchases? 
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The Internet

Belkin

Other 

Servers



Belkin

Other 

Servers

The Internet









Setup instructions 
that came with 
WeMoSame thing seen two 

ways

WeMo 
switch

Laptop used to control and 
monitor status of recordings 
including the live video from 
camera positioned over the 
phone (top left), traffic visible 
to the router (right) and list of 
devices connected to the 
router (bottom left). 

Router (located in another 
room) captures all network 
communications between 
devices and between 
devices and the internet. 
Pictured communication is 
the phone app asking the 
switch to turn on (red) and 
the switch reporting that it 
has turned on (blue).  

Phone 
records 
continuous 
screen 
capture for 
high-
resolution 
view Camera taped to lamp records user’s 

interactions wit the screen including 
hovering over buttons and any 
images that might be blocked from 
screen capture by phone security 
software

Autographer around 
researcher’s neck records 
their perspective and any out-
of-camera events like 
needing to reset the router. 

Autographer near 
the “thing” 
records the 
thing’s 
perspective 
visually and 
provides another 
view of the 
researcher. 

Light 
showing if 
WeMo 
switch is on 
or off



Human, phone, and router perspectives
RouterPhoneHuman





Sends some data (encrypted)
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Reports a bug (encrypted)

Talks to phone (local)



14 IoT devices + 
apps 

105 sites 
contacted

64% 
connections 
unsecured

37% could be 
secure if the 
developer made 
one change
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Take-home

• (Blog)  Lau, J., Zimmerman, B. and Schaub, F., 2018. Alexa, are 

you listening? Privacy perceptions, concerns and privacy-

seeking behaviors with smart speakers. Proceedings of the ACM 

on human-computer interaction, 2(CSCW), pp.1-31. 

(Blog) Mozilla – Privacy not included – smart home
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https://dl.acm.org/doi/pdf/10.1145/3274371?casa_token=aaUd6AGRpYsAAAAA:DAtNnR3FpOQxI2raBih7SvJpMIvJQXs6HGi1HR2H-h4_l5C8Wbn2xcYEOa7aPcFxTtOmCeuYViLiGw
https://dl.acm.org/doi/pdf/10.1145/3274371?casa_token=aaUd6AGRpYsAAAAA:DAtNnR3FpOQxI2raBih7SvJpMIvJQXs6HGi1HR2H-h4_l5C8Wbn2xcYEOa7aPcFxTtOmCeuYViLiGw
https://dl.acm.org/doi/pdf/10.1145/3274371?casa_token=aaUd6AGRpYsAAAAA:DAtNnR3FpOQxI2raBih7SvJpMIvJQXs6HGi1HR2H-h4_l5C8Wbn2xcYEOa7aPcFxTtOmCeuYViLiGw
https://foundation.mozilla.org/en/privacynotincluded/categories/smart-home/
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