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How to Read these Notes

Students of Blockchains and Distributed Ledgers should assume that, by default, every section of these notes
is included in the exam. Exceptions are marked by appending the symbol * or ** to the section title. A
single asterisk * denotes optional material for motivated and curious students. A double asterisk ** indicates
preliminary material that is not the main focus of the course; students are nevertheless expected to have
some basic familiarity with these concepts from courses they have previously taken.

Students are expected to have an informal understanding of all the definitions and theorems in these
notes, i.e., to know what they state and why they matter. However, students are not expected to know all
the details of the proofs, nor to understand them completely. Students are nevertheless encouraged to read
the proofs, as they often provide important insights into why the definitions and the constructions are the
way they are.
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Chapter 1

Basic Mathematical and
Cryptographic Notions**

In this first chapter, we introduce the basic mathematical and cryptographic tools on which the security of
blockchains and distributed ledgers is based. These will be the Swiss Army knife of this course.

1.1 Notation

For any positive integer n, we use [n] to denote the set {1, . . . , n} and Zn to denote the set {0, 1, . . . , n− 1}.
For any set X , we use X ∗ to denote

⋃∞
i=0 X i. In other words, X ∗ is the set of all finite-length vectors with

entries in X . We are particularly interested in two cases: X = {0, 1} and X = Zn.

1.2 A Basic Recap of Probability Theory**

In this section, we recall some basic notions and results of probability theory. We start by recalling that
discrete random variables are random variables that can take only a finite number of values.

Definition 1 (Support of a random variable). Let X be a set. A random variable X has support X if

Pr[X ∈ X ] = 1.

We say that X is discrete if it has a finite support. Otherwise, we say that X is continuous.

For a discrete random variable X, its distribution is often identified with the list {Pr[X = x]}x of the
probabilities of the elements in its support. For continuous random variables, this is not possible (typically,
Pr[X = x] = 0 for every x). Their distribution is instead identified by their density function.

Definition 2 (Density function). A random variable X over the (measurable) domain X has density function
f : X → R if, for every (measurable) subset A ⊆ X ,

Pr[X ∈ A] =
∫
A

f(x) dx.

We also recall the definition of independent random variables.

Definition 3 (Independent random variables). Let X1, . . . , Xn be random variables. We say that X1, . . . , Xn

are independent if, for all sets A1, . . . , An, we have

Pr[X1 ∈ A1, . . . , Xn ∈ An] = Pr[X1 ∈ A1] · . . . · Pr[Xn ∈ An].
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Next, we recall the notion of average.

Definition 4 (Average). Let X be a discrete random variable over R. The average (or mean, or expected
value) of X is

E[X] =
∑
x∈R

x · Pr[X = x].

If X is instead a continuous random variable over R with density function f , the average (or mean) of
X is

E[X] =

∫ ∞

−∞
x · f(x) dx,

if this exists.

It turns out that the average of a sum of independent random variables is equal to the sum of their
averages. This is, however, not true when the variables are not independent.

Lemma 1. Let X1, . . . , Xn be n independent discrete random variables over R. Let S :=
∑n

i=1Xi. Then

E[S] =
n∑

i=1

E[Xi].

We also recall the union bound, which upper-bounds the probability that at least one among n events
occurs.

Lemma 2 (Union bound). Let E1, . . . , En be n (not necessarily independent) events. Then

Pr[at least one Ei occurs] ≤
n∑

i=1

Pr[Ei].

Finally, we recall the following fundamental result, which states that the sum of n independent random
variables is unlikely to take values far from its average.

Theorem 1 (Chernoff Bound). Let X1, . . . , Xn be independent random variables with support {0, 1}, let
S :=

∑n
i=1Xi and let µ := E[S]. Then, for every δ ∈ [0, 1], we have

Pr[S ≤ (1− δ)µ] ≤ exp(−δ2µ/2),
Pr[S ≥ (1 + δ)µ] ≤ exp(−δ2µ/3).

We also recall the following bound.

Lemma 3. For every x ≥ 0, it holds that

1 ≥ exp(−x) ≥ 1− x.

1.2.1 Some Fundamental Distributions**

We start by recalling the simplest distribution: the Bernoulli distribution. This is a discrete distribution
with support {0, 1}, which can be used, for instance, to model a coin toss.

Definition 5 (Bernoulli distribution). We say that a random variable X is distributed according to a
Bernoulli distribution with parameter p ∈ [0, 1] if

Pr[X = 1] = p, Pr[X = 0] = 1− p.

In particular, the mean of X is p.
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Next, we recall the binomial distribution. This is again a discrete distribution, but its support consists
of all integers between 0 and some parameter n.

Definition 6 (Binomial distribution). We say that a random variable X is distributed according to a binomial
distribution with n trials and success probability p ∈ [0, 1] if, for every k ∈ {0, 1, . . . , n}, we have

Pr[X = k] =

(
n

k

)
pk(1− p)n−k.

In particular, the mean of X is np.

The binomial distribution is linked to the Bernoulli distribution by the following lemma.

Lemma 4. Let p ∈ [0, 1] be a parameter and suppose that X1, . . . , Xn are independent random variables,
all distributed according to a Bernoulli distribution with parameter p. Then, S :=

∑n
i=1Xi is distributed

according to a binomial distribution with n trials and success probability p.

We recall another distribution that is strongly linked to the Bernoulli distribution.

Definition 7 (Geometric distribution). We say that a random variable X is distributed according to a
geometric distribution with parameter p ∈ [0, 1] if, for every k ∈ N \ {0}, we have

Pr[X = k] = (1− p)k−1 · p.

In particular, the mean of X is 1/p.

The following lemma states that the geometric distribution describes how many times we need to sample
from a Bernoulli distribution until we obtain the first success.

Lemma 5. Let p ∈ [0, 1] be a parameter and suppose that (Xi)i∈N\{0} are independent random variables, all
distributed according to a Bernoulli distribution with parameter p. Define S := min{i : Xi = 1}. Then, S is
distributed according to a geometric distribution with parameter p.

We recall another fundamental discrete distribution, called the Poisson distribution. For instance, this
can be used to model the number of customers that enter a shop in a time interval of length ∆ (assuming
that the probability that a new customer arrives is the same at every instant of the day and is independent
of the number of previous and current customers). In this case, the parameter λ of the Poisson distribution
is λ0 ·∆, where λ0 is the expected number of customers per unit of time.

Definition 8 (Poisson distribution). We say that a random variable X is distributed according to a Poisson
distribution with parameter λ > 0 if, for every k ∈ N, we have

Pr[X = k] =
λk exp(−λ)

k!
.

In particular, the mean of X is λ.

We conclude with the only continuous probability distribution we will use in this course: the exponential
distribution. This can be used, for instance, to model the waiting time between one customer and the next,
where the parameter λ is the expected number of new customers per unit of time.

Definition 9 (Exponential distribution). We say that a random variable X is distributed according to an
exponential distribution with parameter λ > 0 if its probability density function is

f(x) =

{
λ · exp(−λx) x ≥ 0,

0 x < 0.

In particular, the mean of X is λ−1 and

Pr[X ≤ x] =

{
1− exp(−λx) x ≥ 0,

0 x < 0.
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1.3 Turing Machines**

In this section, we formalise some basic notions of computability and complexity theory. These are needed
to fully understand the formal definitions of the cryptographic primitives used in this course. Practitioners
who are not interested in the mathematical aspects of distributed ledgers are welcome to skip this section.

We start by recalling the notion of a Turing machine, which we sometimes (improperly) call an algorithm.
Looking ahead, the reason we are interested in this definition is the Church–Turing thesis, which conjectures
that every computable function can be computed by a Turing machine.

Definition 10 (Turing machine). A (uniform) Turing machine M consists of a function

F :
(
{0, 1} ∪ {⊥}

)
×Q −→ {0, 1} ×

(
Q ∪ {qhalt}

)
× {L,R},

where Q is a finite non-empty set containing the special state qinit. We call F the transition function.

Essentially, Q is a set of states. The execution of a Turing machine is described by a head and a state.
Initially, the head points to the first bit of the input x, and the state is set to qinit. At each step, the machine
reads the bit b under the head and uses the transition function F to update both this bit and the state.
Then, the head moves by one position in the direction (L or R) indicated by F . Notice that the head does
not always need to point to entries of x: by repeatedly moving to the right, it can move past the end of x;
by moving to the left, it can move before its beginning. In the first case, the character read will be ⊥; in
the second case, it will be a random bit. Either way, this value is immediately overwritten with the output
of the transition function F . The execution terminates when the updated state is qhalt. The output is the
updated binary string.

Definition 11 (Execution of a Turing machine). Let x ∈ {0, 1}∗ be a binary string. We define M(x) as the
output of the following procedure.

1. For every i ∈ {0, . . . , |x| − 1}, set t[i]← x[i].

2. Set s← 0, b← x[0], q ← qinit, T ← 0.

3. Compute (b′, q′, d)← F (b, q) and update the state of the machine: q ← q′, t[s]← b′, T ← T +1. Then,
set s ← s − 1 if d = L, and s ← s + 1 otherwise. If t[s] is not yet defined, set t[s] ← ⊥ when s ≥ 0,

and t[s]
$←− {0, 1} when s < 0. Finally, update b← t[s]. Repeat this step until q = qhalt.

4. Output t.

We call the final value of T the running time of M on input x. The vector t is often called the tape.

How many steps does a Turing machine need to produce its output? In general, no algorithm can tell.
Some Turing machines terminate after a number of steps that is independent of the input length |x|, some
require time that grows like a power of |x| (e.g., |x|3), some require exponential time (e.g., 2|x|), and some
never stop! In blockchains and distributed ledgers, we focus on machines whose running time is upper-
bounded by a power of the input length. We informally call these machines efficient. Of course, it is
debatable whether an algorithm that runs in time |x|100 is actually efficient; however, when |x| becomes
large, it will be significantly faster than any algorithm that runs in time 2|x|, or even |x|log|x|.

Definition 12 (Polynomial-time Turing machine). We say that a Turing machine M runs in polynomial
time if there exists a polynomial p such that, for every input x ∈ {0, 1}∗, the running time of M on input x
is at most p(|x|).

There are many ways to define Turing machines. In fact, the definition above will most likely differ
from those in any other resource you may compare these notes with. What matters, however, is that all
definitions of polynomial-time machines are equivalent: if an algorithm runs in polynomial time according
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to the definition in these notes, it also runs in polynomial time according to any other valid definition of
Turing machine (and vice versa).

Next, we define deterministic Turing machines. Essentially, these are the machines that never read any
position to the left of the input.

Definition 13 (Deterministic Turing machine). We say that a Turing machine M is deterministic if, for
every input x ∈ {0, 1}∗, the execution of M on x never sets the position s of the head to a negative value. If
a Turing machine is not deterministic, we say that it is probabilistic.

We call the random bits read by a probabilistic machine the random coins of the execution.

1.4 Hash Functions**

Informally speaking, a hash function is a (deterministic) function Hash : X → Y for which it is hard to
find collisions, i.e., pairs of distinct elements x0, x1 ∈ X such that Hash(x0) = Hash(x1). Without further
requirements, obtaining a function with this property is straightforward. For instance, if X = Y, we can
consider the identity function id : x 7→ x. Finding collisions for this function is simply impossible, because
there are none!

That is why we additionally require hash functions to be compressing, i.e., |X | > |Y|. For any such
function, collisions always exist, but we want finding any of them to require either a disproportionate amount
of computation or a disproportionate amount of luck.

A formal definition. We now give a formal mathematical definition of a hash function.

Definition 14 (Hash Function). Let X and Y be finite sets such that |X | > |Y|. Let T ∈ N and ϵ ∈ [0, 1]. A
(T, ϵ)-secure (keyless) hash function with domain X and range Y is a deterministic polynomial-time algorithm
Hash such that, for every (uniform) probabilistic algorithm A that runs in time at most T , it holds that

Pr

[
x0 ̸= x1

Hash(x0) = Hash(x1)

∣∣∣∣∣(x0, x1) $←− A

]
≤ ϵ.

The above probability is taken over the randomness of the algorithm A.

To understand the above definition, we should view the algorithm A as an adversary whose goal is to
find a collision for the hash function: if A runs in time at most T , its probability of success is at most ϵ.
The higher the value of T and the lower the value of ϵ, the more secure the hash function. Typically, we are
interested in hash functions where T and ϵ guarantee that, even if we took the most powerful computer on
Earth and ran it for a billion times the age of the universe, the probability of finding a collision would be as
low as the probability that a meteorite hits you in the next second: essentially, it is (almost) impossible!

Theoretical attacks. To understand what a secure hash function looks like, let us try to break one! Take
any hash function Hash : X → Y, where |X | ≥ |Y|. For simplicity, suppose that X is finite (for many hash
functions, e.g., SHA2 or SHA3, this is not the case; however, the attacks we are going to discuss still apply, as

we can always restrict the domain to a finite subset). The most straightforward attack is to sample x0
$←− X

and x1
$←− X , hoping that Hash(x0) = Hash(x1). Regardless of how Hash is constructed, it is not too hard to

prove that this attack succeeds with probability p ≥ |Y|−1 − |X |−1. When |X | ≫ |Y|, this is roughly |Y|−1.
Of course, in case of failure, we can expect the attacker to try again. This leads to the following

generalisation: the adversary samples N random values x1, . . . , xN from X and checks whether any pair
gives a collision. By the union bound, the probability of success is at most

Pr

[
∃i, j :

xi ̸= xj

Hash(xi) = Hash(xj)

]
≤

∑
i,j∈[N ]

Pr

[
xi ̸= xj

Hash(xi) = Hash(xj)

]
≤ N2 · p.
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This bound turns out to be tight: it can be proven that, if N ≤
√

2/p, then

Pr

[
∃i, j :

xi ̸= xj

Hash(xi) = Hash(xj)

]
≥ N(N − 1)

4
· p.

Summary. From our analysis, we learn an important lesson:

in order to be secure, a hash function needs to have a large range Y!

For example, the hash functions in use today, such as SHA2 or SHA3, have range Y = {0, 1}256. The
probability that two random inputs have the same digest is conjectured to be extremely small, namely
p ≈ 1/2256. To have a good chance of finding a collision, an attacker would need to sample N ≈ 2128 inputs
(this is why we say that the standard versions of SHA2 and SHA3 provide 128 bits of security). Since the
attacker would need to evaluate Hash on each of these values, this is an astronomical amount of computation
and memory, far beyond what today’s best computers could ever achieve! Even with enormous luck (say,
winning the lottery twice in a row), the computation would require several geological eras.

1.4.1 Random Oracles**

The outputs of many hash functions look random and unpredictable. Such constructions are often used as
random oracles. It is important to keep in mind that there is nothing random in a hash function: its outputs
are just the result of a deterministic computation. However, for good random oracle instantiations, if we
compute any “interesting” statistic (e.g., average, variance, etc.) on any arbitrarily chosen set of outputs of
the hash function, the results are essentially the same as if we computed it on uniformly random strings.

Unfortunately, there is no formal definition of what a good random oracle is beyond this hand-wavy
description (which is why random oracles are a somewhat contentious topic in cryptography). Nevertheless,
the concept has been extremely influential in practice and today lies at the foundation of Internet security.
Although not all hash functions are suitable for use as random oracles, the most popular ones, such as SHA2
and SHA3, behave sufficiently well for this purpose.

1.5 Digital Signatures**

Digital signatures are a fundamental tool for message authentication. In a nutshell, a signature is a tag s
that links a message m to the signer, who is identified by a public key pk: anybody holding m, s and pk
can verify that s is indeed consistent with m and pk. Deriving such a tag s is, in general, extremely hard
without knowing a secret key sk, which the signer generates together with pk. To summarise, a signature
scheme guarantees that, if we receive a valid signature s on a message m under the public key pk, then s
was generated by somebody who knows the secret counterpart sk of pk. In other words, as long as the signer
keeps their secret key sk private, nobody other than the signer can issue signatures that verify under pk.

This suggests the following use case. Imagine that a group of users P1, . . . , Pn want to communicate over
the Internet. They start by locally generating signature key pairs: each party Pi generates a random key
pair (pki, ski), discloses pki to everybody else and (crucially) keeps ski secret. From then on, every time Pi

wants to send a message m to somebody, they append a signature s on m generated using ski. In this way,
s proves to any recipient that m was indeed sent by Pi, and not by somebody else trying to impersonate
them. For example, this prevents the following attacks:

Change the message: Imagine that the attacker controls the router closest to Pi. As soon as Pi sends
(m, s) to everybody else, the attacker intercepts it and sends (m′, s) to the other parties, wherem′ ̸= m.

Change the sender: Imagine again that the attacker controls the router closest to Pi. As soon as Pi sends
(m, s) to everybody else, the attacker intercepts it and sends (m, s) to the other parties, claiming that
it was sent by another party Pj .
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In both attacks, the recipients will notice that s is not consistent with the claimed message and sender.
Consequently, they will reject the communication.

A formal definition. We are now ready to formally define this primitive. We start by defining its syntax
and the correctness property.

Definition 15 (Digital Signature). A digital signature scheme consists of a triple of polynomial-time algo-
rithms (KeyGen,Sign,Verify) with the following syntax:

KeyGen: This algorithm is probabilistic and takes no input. It outputs a key pair (pk, sk).

Sign: This algorithm is often probabilistic, and takes as input the secret key sk and a message m. It outputs
a signature s.

Verify: This algorithm is deterministic, and takes as input a public key pk, a message m and a signature s.
It outputs a bit: 0 stands for “ reject”, 1 stands for “ accept”.

We additionally require that, for every message m,

Pr

Verify(pk,m, s) = 1

∣∣∣∣∣∣(pk, sk)
$←− KeyGen

s
$←− Sign(sk,m)

 = 1.

Essentially, the above property (correctness) states that the verification algorithm Verify always accepts
the signatures that Sign produces using the secret key corresponding to pk.

Notice that we have not yet discussed the security requirements, namely, that without knowing the secret
key, generating valid signatures that verify under a given public key pk requires either an extreme amount
of computation or an extreme amount of luck. Moreover, we want this to hold even if the attacker receives
signatures generated by the honest signer. Indeed, while the attacker tries to forge, the honest signer will
keep issuing valid signatures to authenticate their communication, and we should expect some of these (if
not all) to become known to the attacker. These must not make the attacker’s task any easier: forging new
signatures must remain intractable! We formalise these properties as follows.

Definition 16 (Unforgeability). Let T ∈ N and ϵ ∈ [0, 1]. A signature scheme (KeyGen,Sign,Verify) is
(T, ϵ)-unforgeable if, for every probabilistic algorithm A that runs in time at most T , it holds that

Pr

Verify(pk,m, s) = 1

m ̸∈ Q

∣∣∣∣∣∣(pk, sk)
$←− KeyGen

(m, s)
$←− ASign(sk,·)(pk)

 ≤ ϵ.
Above, ASign(sk,·) means that A has unrestricted access to the oracle that, on input any message m′, responds

with a signature s′
$←− Sign(sk,m′). In other words, A can query the oracle for signatures on messages of its

choice.1 This can be done as many times as the adversary wants. We denote the set of queried messages by
Q.

Observe that the adversary A knows valid signatures for all the messages in Q: they were provided by
the oracle! This is why the above definition only requires the probability that A outputs a valid signature
on a message not in Q to be at most ϵ.

1We assume that the Turing machine describing A has a special state qquery. When this state is reached, the queried message
is expected to be encoded on the tape, starting from position 0. We provide the response to A by “manually” writing it on
the tape, starting from the first empty position on the right. At that point, we resume the execution of A from the moment it
reached state qquery. The operations performed by the oracle and the writing of the response do not count towards the running
time of A.
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Theoretical attacks. As for hash functions, to understand what a secure signature scheme looks like, it
is a good idea to try to attack one. There are two straightforward attacks one could try:

Guess the secret key: The attacker samples a random secret key from the key space K, hoping to be
lucky enough to obtain the secret counterpart of pk. This would allow them to efficiently generate
as many forgeries as they want. The success probability is |K|−1. For instance, if K = {0, 1}128,
the probability of finding the correct secret key at the first attempt is 2−128, which is extremely low.
Of course, we should expect the attacker to repeat this attack many times. However, to make the
success probability even remotely high (say, 1/2), the attacker would need ≈ 2128 attempts. This is
an astronomical amount of computation! Observe that, if the attacker guessed the key correctly, they
could easily check it: they just need to use the candidate secret key to sign a fixed message m and see
whether the signature verifies under pk.

Guess a signature: The other straightforward attack is to directly guess a signature for a specific message
m. Specifically, the attacker samples a random s from the signature space S and checks whether
Verify(pk,m, s) = 1. Notice that there may exist multiple valid signatures for the same message m.
Suppose that there are N of them. Then, the probability of guessing one of them is N · |S|−1. To
protect ourselves against this attack, S must be much larger than N , for instance, |S| = 2128 ·N .

Many signature schemes used today choose parameters that are roughly double what we described. For
instance, elliptic-curve-based signatures such as ECDSA and EdDSA typically have random 256-bit secret
keys (there exist stronger variants with 512-bit keys). Moreover, there are N ≈ 2256 different signatures per
message, and the signature space contains |S| ≈ 2512 elements (in the stronger variants, N and |S| are larger
and satisfy N ≈ |K| and |S| ≈ N2).

Because of more sophisticated attacks, other signature schemes, such as RSA signatures and DSA, or the
recently introduced post-quantum constructions ML-DSA (Dilithium), SLH-DSA (SPHINCS+) and FN-DSA
(Falcon), require even larger secret keys and signature spaces.
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Chapter 2

The Consensus Problem

In 2026, most people’s understanding of the subject of this course begins and ends with the word “Bitcoin”
(and, perhaps, “Ethereum”). Even the few who have heard the word “blockchain” tend to reduce it to a
matter of money (and, unfortunately, of unrealistic promises of easy riches). By the end of the course, I
hope to have convinced you that a blockchain is much more than a financial instrument, and that it is best
thought of as a distributed ledger.

What do I mean by these two words? The best real-world analogy for a blockchain is a public book:
anybody can read it, and anybody can add a page to it without fear of censorship. In a sense, the book
represents a reality that everybody agrees on and that nobody can tamper with, however hard they try.

So far, blockchains have been deployed mainly for economic and financial purposes, which is why the
general public associates the word “crypto” with “cryptocurrency” rather than with the more appropriate
“cryptography”. In these applications, the public book simply records every transfer of money and goods,
making it possible to keep track of who owns what (and whether somebody can afford to buy something).
Because anybody can write in the book, nobody can be barred from taking part in the economy.

2.1 Byzantine Agreement and Secure Broadcast

Before talking about blockchains and all their fancy machinery, we need to introduce the basic problems
that they are trying to solve: Byzantine agreement and secure broadcast.

2.1.1 Byzantine Agreement

This problem is often introduced in textbooks through a story.

The army of Byzantium is besieging a city. Its command is split among several generals, who,
together with their divisions, have spread out to occupy the strategic points surrounding the city.
After months of siege, the generals face a decision: should they jointly attack the city from all
directions to bring the war to an early end, or should they hold their positions and wait for the
city to surrender peacefully? Whatever they choose, it is fundamental that they reach consensus.
If the generals do not coordinate and only some of them attack the city, they are more likely
to be defeated, weakening the army as a whole and risking losing the war. Unfortunately, the
generals cannot meet in person to take this decision, as they need to hold their positions, so they
communicate through messengers (these are the old days, before the Internet and telephones were
invented). How can they solve their problem?

Of course, a simple solution is to use the messengers to communicate each general’s preference and then
take a majority vote (in case of a tie, the generals decide not to attack). However, what if some of the
generals are actually traitors, secretly allied with the besieged city? In that case, we can assume that they
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will try to prevent agreement among the honest generals by sending inconsistent messages, so that only a
small subgroup of them attacks the city. The defending forces will then have an easier time defeating them.
If they succeed, they will have weakened the rival army and, perhaps, stripped it of the strength necessary
to control all the strategic points surrounding the city.

Notice that, if we try to run an economy on a blockchain (as Bitcoin, Ethereum and many others are
trying to do), we need to solve a problem very similar to that of the generals: if the ledger stores a list of all
movements of money and goods, it is important that all honest users agree on the content of this list at all
times, even if a subset of participants misbehaves and potentially colludes to perform an attack. To further
motivate this, imagine that an attacker, Eve, bought a holiday house from Alice for 1000000ℵ, but at the
same time managed to convince Bob that this transaction never occurred. Then, Eve has the opportunity
to double spend her money and buy a villa from Bob for 1000000ℵ. In Alice’s world, everything is fine: her
version of the ledger has registered the transaction, she now owns the 1000000ℵ, and no transaction between
Eve and Bob ever occurred. In Bob’s world, instead, Alice’s house was never sold to Eve, and his version
of the ledger says that the 1000000ℵ were paid to him. As long as Alice and Bob are not aware of the
inconsistency between their realities, Eve can enjoy both the villa and the holiday house.

This problem is called the consensus problem or, after the army in the story, the Byzantine agreement
problem.

A formal definition. Next, we give a proper mathematical definition. Below (and in the rest of these
notes), we use the term protocol to denote a set of instructions that the participants are expected to follow.
A typical instruction looks like this:

When you receive a message of a certain form from a certain party, update your state using some algorithm
and send some other message to a set of other users.

We will see plenty of examples during the course.

Definition 17 (Byzantine agreement protocol). A Byzantine agreement protocol is an interactive protocol
among n participants P1, . . . , Pn. The input of each party Pi is their preference xi ∈ {0, 1}∗; the output of
Pi is a value yi ∈ {0, 1}∗ ∪ {⊥}. We use the special symbol ⊥ to denote failure, for instance because, from
Pi’s perspective, the protocol never terminates.

It is useful to think of the protocol participants as stateful, probabilistic polynomial-time Turing machines
connected by point-to-point channels, whose exact behaviour is uniquely specified by the protocol. In
particular, each party Pi is a machine with 2n + 1 tapes: a work tape, an input tape, an output tape and,
for every other party Pj , two message tapes (one for incoming messages and one for outgoing messages).
These machines are dormant most of the time, but they activate when a message is written on one of their
incoming-message tapes or on their input tape. When this happens, the machine performs some computation
on its work tape based on the content of its tapes, and ends its activation by writing some messages on its
outgoing-message tapes or on its output tape. Each outgoing message is then sent over the appropriate
point-to-point channel and copied onto the incoming-message tape of the intended recipient. The content
of the work tape is never erased and is updated from one activation to the next. At the beginning of the
protocol, the input tape of each honest party contains its input, while all other tapes are empty. The outputs
consist of the content of the output tapes at the end of the protocol.

We say that a party is honest if its machine is exactly the one specified by the protocol. We call the other
parties corrupted. We denote the set of honest parties by H and the set of corrupted parties by C. Notice
that we cannot assume that the honest parties know who else is honest. On the contrary, we can assume
that the corrupted parties do: in fact, the corrupted parties may be colluding against everybody else.

In the definition of a Byzantine agreement protocol, we have not specified which security and correctness
properties the protocol needs to satisfy. We list them below. However, as we will explain soon, we can
guarantee these properties only when the corrupted parties are not too many.

The first property requires that the honest parties eventually reach a conclusion, even if a subset of
corrupted players tries to prevent it.
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Definition 18 (Termination). We say that a Byzantine agreement protocol satisfies ϵ-termination against
t corruptions if, for every protocol execution where |C| ≤ t, every honest party eventually writes a value on
their output tape, except with probability at most ϵ.

The second property guarantees that the honest parties (almost) always agree on the output. Notice that
we cannot prevent corrupted parties from disagreeing, as they may behave arbitrarily.

Definition 19 (Agreement). We say that a Byzantine agreement protocol satisfies ϵ-agreement against t
corruptions if, for every protocol execution where |C| ≤ t, we have yi = yj for every i, j ∈ H, except with
probability at most ϵ.

The last property requires that, if all honest parties have the same preference, then the final output
coincides with it. Essentially, this means that, if the honest parties already agree on something, no attacker
can convince them of the opposite.

Definition 20 (Validity). We say that a Byzantine agreement protocol satisfies ϵ-validity against t corrup-
tions if, for every protocol execution where |C| ≤ t and where there exists x such that xi = x for every i ∈ H,
we have yi = x for every i ∈ H, except with probability at most ϵ.

We say that a Byzantine agreement protocol is ϵ-secure against t corruptions if it satisfies ϵ-termination,
ϵ-agreement and ϵ-validity against t corruptions. Since ϵ represents the probability that the protocol fails
to ensure security and correctness, we would like ϵ to be as small as possible. The best case is ϵ = 0, in
which case we say that the protocol is perfectly secure. Sometimes, we are content with very small values of
ϵ, for instance ϵ ≈ 2−128. Large values, such as ϵ = 1/4 or even ϵ = 1/100000, are instead unacceptable in
applications.

Exercise 1. There exists a stronger form of validity, called strong validity: we say that a Byzantine agree-
ment protocol satisfies ϵ-strong validity against t corruptions if, for every protocol execution where |C| ≤ t,
we have that, for every honest party Pi, there exists an honest party Pj (possibly Pi itself) such that yi = xj,
except with probability at most ϵ. Prove that an ϵ-strongly valid Byzantine agreement protocol is also ϵ-valid.

Some broken attempts. To better understand Byzantine agreement protocols, let us try to build some
insecure examples and examine where they fail. Perhaps the most straightforward attempt is to ask all
participants to reveal their preference to everybody else, and then take a majority vote.

A first issue with this approach is that it is unclear what happens if some participant does not send their
preference to somebody else. We cannot ask the recipient to wait indefinitely; otherwise, the protocol will
never terminate.

Another issue is validity. Suppose that more than half of the participants are corrupted. Then, even if
all honest parties have the same preference (say, 0), the corrupted parties can force the output to be 1 by
choosing 1 as their preference.

Finally, even agreement does not hold. Suppose that the honest parties are split: half of them prefer 0
and the other half prefers 1. Then, a single corrupted party, Eve, can create disagreement by announcing 0
as her preference to half of the group and 1 to everybody else. One can, of course, try to prevent this issue
by asking the honest parties to compare what they received, so as to detect and discard any inconsistent
communication from the corrupted parties. However, this is complicated by the fact that the honest parties
do not know who else is honest, which gives the corrupted parties an opportunity to disrupt the detection
attempt by sending further inconsistent messages. For example, suppose that Bob told you that his preference
is 1. Later, however, Alice claims that Bob told her that he prefers 0, while Bob denies it. Who is right?
Without further information, there is no way to tell: it could be that Alice is right and Bob is lying, or vice
versa.

Secure Byzantine agreement against n/2 corruptions is impossible. Before trying to build a Byzan-
tine agreement protocol, we start with some bad news: as anticipated, if the number of corrupted parties
is too high, Byzantine agreement protocols are inherently insecure. In particular, a protocol can be secure
only if strictly fewer than half of the participants are corrupted. This is formalised in the following theorem.
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Theorem 2 (Secure Byzantine agreement needs an honest majority). Suppose that ϵ < 1/3. Then, there
exists no ϵ-secure n-party Byzantine agreement protocol that withstands t ≥ n/2 corruptions.

Proof. We prove this by contradiction. Suppose that the theorem is false, i.e., that there exists a Byzantine
agreement protocol that achieves ϵ-termination, ϵ-agreement and ϵ-validity for some t ≥ n/2.

Now, partition the n parties into two arbitrary subgroups S0 and S1 such that |S0|, |S1| ≤ t (this is
possible because t ≥ n/2). We consider the following protocol executions:

Execution 1: There are no corrupted parties, but all parties in S0 have input 0 and all parties in S1 have
input 1. By ϵ-agreement, we know that all parties output the same value v (except with probability
at most ϵ).

Execution 2: The parties in S0 are honest and those in S1 are corrupted. All parties in S0 have input 0.
The corrupted parties in S1 behave as honest parties with input 1 (yes, corrupted parties can behave
as they please, so they can also behave honestly). By ϵ-validity, all parties in S0 must output 0 (except
with probability at most ϵ).

Execution 3: This is the mirror image of Execution 2: the parties in S1 are honest and those in S0 are
corrupted. All parties in S1 have input 1. The corrupted parties in S0 behave as honest parties with
input 0. By ϵ-validity, all parties in S1 must output 1 (except with probability at most ϵ).

To conclude the proof, we observe that the three executions contradict each other. This is because they are
actually all the same! In all three executions, the Turing machines of the parties perform exactly the same
operations. By validity in Execution 2, the probability that the parties in S0 do not output 0 is at most ϵ. By
validity in Execution 3, the probability that the parties in S1 do not output 1 is at most ϵ. So, by the union
bound, the probability that the parties in S0 output 0 and the parties in S1 output 1 is at least 1− 2ϵ > ϵ.
However, this contradicts ϵ-agreement in Execution 1 (because S0 and S1 output different values).

In conclusion, something does not work. What? It must be that we started from a wrong premise: there
is no ϵ-secure Byzantine agreement protocol that withstands t ≥ n/2 corruptions!

Exercise 2. Design a Byzantine agreement protocol that satisfies perfect termination and perfect agreement
against any number of corrupted parties, but not validity.

Exercise 3. Design a Byzantine agreement protocol that satisfies perfect termination and perfect (strong)
validity against any number of corrupted parties, but not agreement.

2.1.2 Secure Broadcast

Our first example of secure Byzantine agreement will be based on the related notion of secure broadcast. This
is a protocol in which one party (called the sender) delivers the same message m to all other participants
(called the receivers). As in Byzantine agreement, we want termination and agreement: even if the sender
and some of the receivers are corrupted, the honest participants should eventually output the same message.
Moreover, we want that, if the sender is honest, the honest receivers output exactly the message chosen by
the sender.

A broken attempt. As usual, let us try to build a secure broadcast protocol and see what goes wrong.
The trivial approach is the protocol in which the sender sends the message m to all receivers, who directly
output it. While this satisfies validity, it does not satisfy agreement when the sender is corrupted. Indeed,
nothing prevents a corrupted sender from delivering m to a subset of the receivers and another message m′

to everybody else. One attempt to solve this issue is to make the receivers compare what they have received;
however, we quickly run into the same kind of issue as in Byzantine agreement: the corrupted receivers may
disrupt this operation by sending inconsistent information to the honest participants.
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A formal definition. Next, we provide a formal mathematical definition of secure broadcast. This follows
a blueprint similar to that of secure Byzantine agreement.

Definition 21 (Broadcast protocol). A broadcast protocol is an interactive protocol between a sender P1

and n−1 receivers P2, . . . , Pn. The input of the sender is a message m ∈ {0, 1}∗, while all other parties have
the constant 0 as input. Every party Pi outputs a message mi ∈ {0, 1}∗ ∪ {⊥}. We use the special symbol ⊥
to denote failure, for instance because Pi never terminates its execution.

The above definition says nothing about the security and correctness requirements of such a protocol.
We define them below. As for Byzantine agreement, they are called termination, agreement and validity,
although their exact meaning is slightly different, given the different goal of the protocol.

Definition 22 (Termination). We say that a broadcast protocol satisfies ϵ-termination against t corruptions
if, for every protocol execution where |C| ≤ t (potentially including the sender), every honest party eventually
writes a value on their output tape, except with probability at most ϵ.

Definition 23 (Agreement). We say that a broadcast protocol satisfies ϵ-agreement against t corruptions
if, for every protocol execution where |C| ≤ t (potentially including the sender), we have mi = mj for every
i, j ∈ H, except with probability at most ϵ.

Definition 24 (Validity). We say that a broadcast protocol satisfies ϵ-validity against t corruptions if, for
every protocol execution where |C| ≤ t and where the sender is honest, we have mi = m for every i ∈ H,
except with probability at most ϵ.

We say that a broadcast protocol is ϵ-secure against t corruptions if it satisfies ϵ-termination, ϵ-agreement
and ϵ-validity against t corruptions. Since ϵ represents the probability that the protocol fails to ensure security
and correctness, we would like ϵ to be as small as possible. The best case is ϵ = 0, in which case we say
that the protocol is perfectly secure. Sometimes, we are content with very small values of ϵ, for instance
ϵ ≈ 2−128. Large values, such as ϵ = 1/4 or even ϵ = 1/100000, are instead unacceptable in applications.

The connection between secure broadcast and secure Byzantine agreement. Secure broadcast
is closely connected to secure Byzantine agreement. Indeed, we can easily build one from the other:

From Byzantine Agreement to Broadcast: Suppose we have a secure Byzantine agreement protocol.
We can build a secure broadcast protocol as follows: the sender delivers their messagem to all receivers.
After some time, all receivers run the Byzantine agreement protocol using the received message as input,
and output the result (any receiver that does not receive a message from the sender in time for the
Byzantine agreement protocol uses 0 as input). This ensures agreement. Moreover, if the sender is
honest, all honest receivers run the Byzantine agreement protocol on the same input, so the validity
of the Byzantine agreement protocol guarantees the validity of the broadcast.

From Broadcast to Byzantine Agreement: Suppose we have a secure broadcast protocol. We can build
a secure Byzantine agreement protocol against t < n/2 corruptions as follows: for every i, the par-
ticipants run an instance of the secure broadcast protocol in which Pi acts as the sender and delivers
their preference to everybody else. After these n executions, the parties output the most popular
preference (if two or more preferences are equally popular, they output the first one in lexicographic
order). Agreement follows from the fact that all honest players agree on the message broadcast by
each participant, so they all compute the output in the same way. Validity holds because, for every
honest party Pi, the other honest parties learn Pi’s preference. If the honest parties all have the same
preference, this must be the most popular one (recall that the honest parties are in the majority).

Exercise 4. Formally prove that, if we start from an ϵ-secure Byzantine agreement protocol, the first con-
struction we described gives an ϵ-secure broadcast protocol. Easier case: prove this for ϵ = 0.

Exercise 5. Consider the variant of the construction of secure broadcast from secure Byzantine agreement
in which the receivers start running the Byzantine agreement protocol only after they have received a message
from the sender. Why would this protocol not be secure?
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Exercise 6. Formally prove that, if we start from an ϵ-secure broadcast protocol, the second construction
we described gives an (n · ϵ)-secure Byzantine agreement protocol. Easier case: prove this for ϵ = 0.

Exercise 7. Consider the construction of secure Byzantine agreement from secure broadcast. Suppose that
the broadcast protocol is secure against t ≥ n/2 corruptions. Why is the resulting Byzantine agreement
protocol still not secure against t ≥ n/2 corruptions? Specifically, which of termination, agreement and
validity is violated? (This makes sense, given that we have proven that no Byzantine agreement protocol can
be secure against t ≥ n/2 corruptions.)

2.1.3 The Dolev–Strong Broadcast Protocol

We present the first example of a secure broadcast protocol, which withstands any number t of corruptions.
It is due to Dolev and Strong. Together with the observation in the previous section, it gives a secure
Byzantine agreement protocol.

This construction relies on a public-key infrastructure (PKI). This is a technical way of saying that the
protocol works in a scenario in which each participant Pi holds a signature key pair (pki, ski), where pki is
already known to everybody, while ski is secret.

The protocol proceeds in t + 2 rounds, each of fixed duration. We assume that all participants have
synchronised clocks, which they use to move to the next round in a timely manner.

� In round 0, every receiver Pj initialises a set Sj = ∅. The sender P1 generates a signature on their
message m using their secret key,

s1
$←− Sign(sk1,m),

and sends (m, (1, s1)) to all receivers.

� In each round r ∈ {1, . . . , t + 1}, each party Pj receives tuples of the form (m̂, (i1, ŝ1), . . . , (iℓ, ŝℓ)),
which were sent in the previous round. Party Pj sanitises each of them, that is:

– Pj removes every (ih, ŝh) such that Verify(pkih , m̂, ŝh) = 0.

– After that, for every h < k such that ih = ik, party Pj removes (ik, ŝk).

If at least r signatures are left, one of them is from the sender (i.e., ih = 1 for some h), none of them
is from Pj themselves, and m̂ is not already in Sj , then party Pj adds m̂ to Sj . In this case, if r ≤ t,
party Pj also computes

sj
$←− Sign(skj , m̂),

appends (j, sj) to the sanitised list and sends it to all other participants. At the end of the final round
r = t+ 1, if Sj contains a single element, party Pj outputs it; otherwise, they output 0.

Theorem 3. Suppose that (KeyGen,Sign,Verify) is a (T, ϵ)-unforgeable signature scheme. If the sum of
the running times of all parties (honest and corrupted) is smaller than T , the Dolev–Strong protocol is an
(n · ϵ)-secure broadcast protocol against t corruptions.

Proof. We show that the protocol satisfies all three properties of a secure broadcast protocol.

Claim 1. The Dolev–Strong protocol satisfies perfect termination.

Proof. This is easy to see: all honest parties move from one round to the next in a timely way, relying on
their clocks, and they always end the last round by outputting some value.

Claim 2. The Dolev–Strong protocol satisfies ϵ-validity.
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Proof. Suppose that the sender is honest and their input is m. In round 1, each honest receiver Pj receives
(m, (1, s1)) from the honest sender. Since the signature s1 always verifies, each honest receiver Pj adds m
to the set Sj . Notice that no element is ever removed from Sj , so in round t+ 1 the set Sj still contains m.
Moreover, m is its only element: indeed, P1 never signs any message other than m, and an honest receiver Pj

adds a message to Sj only if it is signed by P1. In other words, to prevent an honest receiver from outputting
m, the corrupted parties would need to forge P1’s signature. By the security of the signature scheme, this
occurs with probability at most ϵ.

Claim 3. Suppose that an honest receiver Pj adds the item m̂ to Sj in round r ≤ t. Then, at the end of
round r + 1, every other honest party Pi has m̂ in their set Si, except with probability at most ϵ.

Proof. Take any honest party Pi ̸= Pj and suppose that Si does not contain m̂ at the end of round r. After
adding m̂ to Sj , party Pj sends m̂ to Pi, together with a list of valid signatures on m̂ from at least r + 1
distinct parties. This list includes the sender P1 (otherwise, Pj would not have added m̂ to Sj) and Pj (who
appended their signature in round r). Notice that, when Pj received this list, their own signature was not
yet present (otherwise, they would not have forwarded m̂ to Pi). Notice also that Pi’s signature is not in
the list: an honest party Pi signs a message only after adding it to their set Si. Since m̂ ̸∈ Si at the end
of round r, the list received by Pj contains no signature from Pi (unless the corrupted parties managed to
forge one, which occurs with probability at most ϵ). Putting all these observations together, we conclude
that, in round r + 1, party Pi adds m̂ to Si.

Claim 4. The Dolev–Strong protocol satisfies (n · ϵ)-agreement.

Proof. We show that, if an honest party Pj has some message m̂ in their set Sj at the end of the protocol,
then every other honest party Pi also has m̂ in their set Si. To see why, suppose that Pj added m̂ to Sj in
round r ≤ t. Then, as we argued in Claim 3, party Pi added m̂ to Si in round r+1 (except with probability
at most ϵ). But what if Pj added m̂ to Sj only in the last round? In that case, in round t+1, Pj must have
received t+1 valid signatures on m̂ from t+1 different parties. Since there are at most t corrupted parties,
at least one of these t + 1 signers must be an honest party Pk. This means that, unless this signature was
forged (which occurs with probability at most ϵ), the honest party Pk added m̂ to their set Sk in some round
r ≤ t. Then, by Claim 3, party Pi added m̂ to their set Si in round r + 1 (except with probability at most
ϵ).

This proves that, at the end of the protocol, all honest parties have the same set, except with probability
at most 2n · ϵ (here, we use the union bound). Therefore, they all output the same value.

We have now proven that all three properties of a secure broadcast protocol hold. This concludes the
proof of Theorem 3.

Strengths and limitations of Dolev–Strong. Dolev–Strong has some important advantages. First of
all, it is a very elegant construction that is simple to describe. Secondly, unlike secure Byzantine agreement,
it can withstand any number of corruptions; on the downside, however, its number of rounds grows propor-
tionally with the number of corruptions. (It turns out that this is actually mathematically unavoidable for
protocols of this kind.) The good news is that, if all parties are honest, nobody speaks after the second round
(nevertheless, the parties must wait until the last round before they output the message they received).

There are also some less obvious disadvantages. The first is that Dolev–Strong relies on a PKI. This
raises the question of how the parties get to know (and agree on) the public keys of the other participants.
The simplest solution is to rely on a trusted authority that distributes the public keys to all participants
(this is more or less what the Internet does today: the entire system relies on a few authorities that issue
certificates binding the identities of clients and servers to their public keys; these certificates are signed
under the authority’s key, which everybody can verify). However, in some practical scenarios, it is difficult
for the parties to agree on whom to trust for this task. Moreover, this introduces a single point of failure in
the construction: if the trusted party misbehaves (and potentially colludes with the corrupted participants),
the protocol may no longer be secure. The PKI is also problematic because it assumes that the protocol
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participants already know who else is joining the protocol (or at least that they already know their public
keys). In large systems, this can be a problem: we cannot assume that we know the public keys of all other
participants (they would simply be too many), but we may nevertheless want to receive messages broadcast
by somebody we do not know yet or, vice versa, we may want our message to reach everybody, including
people we do not know. To motivate this, consider again the classical problem of running an economy on a
blockchain. To purchase something, I need to broadcast the information to the whole economy, so that it
can be added to the ledger. Moreover, all users should receive exactly the same message even if I misbehave;
otherwise, they may be vulnerable to double-spending attacks. In this scenario, the number of users is
extremely large and dynamic (there may be a continuous flow of new users joining the system), and it is
infeasible for me to keep an up-to-date list of all participants’ public keys at all times.

The second hidden disadvantage of Dolev–Strong is that it relies on clocks. This is why we say that
Dolev–Strong is a synchronous protocol. First of all, we cannot really assume that all clocks are perfectly
synchronised (unless all parties have atomic clocks): in reality, every clock has a (perhaps small) drift.
Secondly, the protocol assumes that the parties communicate over an ideal network: when a message is
sent, the receiver obtains it with no delay! This is an unrealistic assumption: we all know that Internet
communications can suffer unpredictably large delays. The corrupted parties may even try to perform an
attack by taking down the network! From the perspective of our protocol, any party that fails to deliver their
messages by the beginning of the next round is a corrupted party (regardless of their original intentions).
If there are too many such parties, the protocol is no longer secure. To summarise, if too many parties are
late, the honest parties may never reach agreement. This is why it is important to choose the duration of the
rounds so that we can be confident that all messages will be delivered in time. In other words, the longer we
wait, the more secure the protocol is. On the other hand, we do not want to wait forever, because efficiency
and usability are also important.

Exercise 8. Write an implementation of Dolev–Strong in any programming language of your choice. You
can have fun trying to attack the protocol.

Exercise 9. Show that, if in some execution of Dolev–Strong the corrupted parties manage to forge the
signature of some honest party with probability δ, then, given the code of the corrupted parties, we can design
an explicit algorithm A running in time at most T such that

Pr

Verify(pk,m, s) = 1

m ̸∈ Q

∣∣∣∣∣∣(pk, sk)
$←− KeyGen

(m, s)
$←− ASign(sk,·)(pk)

 ≥ δ/n,
where Q denotes the set of messages that A queries to the oracle Sign(sk, ·) (see Definition 16).

2.1.4 Bracha’s Asynchronous Secure Broadcast Protocol

Next, we present another secure broadcast protocol. Compared to Dolev–Strong, it has some important
advantages: it does not rely on a PKI, it does not need clocks, and it is secure even if the network suffers
from arbitrary delays. On the negative side, it only withstands t < n/3 corruptions.

The protocol also satisfies only a weaker form of termination, which we call asynchronous termination:
if one honest party terminates, then all other honest parties must terminate too. Unfortunately, this form of
termination is the best we can achieve in asynchronous broadcast protocols. Indeed, if the honest receivers
receive no message from the sender, how can they know whether they are dealing with a corrupted sender
that refuses to communicate, or with an honest sender suffering from an extremely bad network with a lot
of delay? To ensure validity in the second case, the honest participants would need to wait until the bad
network delivers the honest sender’s message; however, in the first case, they would end up waiting forever
and never terminate. In synchronous protocols, the parties could simply rely on a clock and classify slow
senders as corrupted. Without clocks, we can no longer do this. Moreover, in the asynchronous setting, slow
parties are no longer necessarily corrupted. On the upside, asynchronous protocols guarantee security even
to parties cursed with extremely slow networks.
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Definition 25 (Asynchronous termination). We say that a broadcast protocol satisfies ϵ-asynchronous termi-
nation against t corruptions if, for every protocol execution where |C| ≤ t (potentially including the sender),
if any honest party eventually writes a value on their output tape, then all other honest parties eventually
write some value on their output tape, except with probability at most ϵ.

We say that a protocol is an ϵ-secure asynchronous broadcast protocol if it satisfies ϵ-validity, ϵ-agreement
and ϵ-asynchronous termination. If ϵ = 0, we say that the asynchronous broadcast is perfectly secure.

Exercise 10. Prove that a broadcast protocol that satisfies ϵ-termination also satisfies ϵ-asynchronous ter-
mination.

Bracha’s asynchronous broadcast. We now present Bracha’s protocol.

� The sender P1 sends the message (send,m) to all participants (including themselves).

� When a party Pj receives a message (send, m̂) from P1, they send (echo, m̂) to all parties (including
themselves). Any subsequent message of this form from P1 is ignored.

� When a party Pj has received (echo, m̂), for the same message m̂, from strictly more than 2n/3 distinct
parties, they send (ready, m̂) to everybody (including themselves), unless they have already sent a ready
message.

� When a party Pj has received (ready, m̂), for the same message m̂, from strictly more than n/3 distinct
parties, they send (ready, m̂) to everybody (including themselves), unless they have already sent a ready
message.

� When a party Pj has received (ready, m̂), for the same message m̂, from strictly more than 2n/3 distinct
parties, they output m̂ and terminate.

Theorem 4. Suppose that every pair of parties is connected by a point-to-point channel and that no corrupted
party can send messages on the channel connecting two honest parties. Then, Bracha’s protocol is a perfectly
secure asynchronous broadcast protocol against t < n/3 corruptions.

Proof. We prove that Bracha’s protocol satisfies perfect validity, perfect agreement and perfect asynchronous
termination.

Claim 5. An honest party Pi never receives (echo, m̂1) from strictly more than 2n/3 distinct parties and,
at the same time, (echo, m̂2) from strictly more than 2n/3 distinct parties, for some m̂2 ̸= m̂1.

Proof. We prove this result by contradiction. Suppose that the claim is false. Let S1 be the set of parties
that sent (echo, m̂1) to Pi, and let S2 be the set of parties that sent (echo, m̂2) to Pi. Observe that

n ≥ |S1 ∪ S2| = |S1|+ |S2| − |S1 ∩ S2| > 4n/3− |S1 ∩ S2|.

Every honest participant sends at most one echo message, so the parties in S1 ∩ S2 must all be corrupted.
We conclude that

n > 4n/3− |S1 ∩ S2| ≥ 4n/3− t > 4n/3− n/3 = n.

We have just proven that n > n, which is false. This means that we started from a wrong hypothesis, so our
claim must be true.

Claim 6. An honest party Pi never receives (ready, m̂1) from strictly more than 2n/3 distinct parties and,
at the same time, (ready, m̂2) from strictly more than 2n/3 distinct parties, for some m̂2 ̸= m̂1.

Proof. The argument is the same as in Claim 5.
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Claim 7. Suppose that some honest party sends the message (ready, m̂). Then, there exists an honest party
(possibly a different one) that sent (ready, m̂) because they received (echo, m̂) from strictly more than 2n/3
distinct parties.

Proof. Consider the first honest party Pk that sent (ready, m̂). This party could not have sent their ready
message because they had received (ready, m̂) from strictly more than n/3 distinct parties. Indeed, strictly
fewer than n/3 corrupted parties could have sent this message, and, by the time Pk sent (ready, m̂), no
other honest party had yet sent (ready, m̂). This means that Pk must have sent (ready, m̂) because they had
received (echo, m̂) from strictly more than 2n/3 distinct parties.

Claim 8. Bracha’s protocol satisfies perfect validity.

Proof. Suppose that the sender P1 is honest and wants to broadcast a message m. After receiving m from
P1, every honest party Pj sends (echo,m) to everybody. This means that all honest parties receive (echo,m)
from all honest parties, i.e., from strictly more than 2n/3 distinct parties.

No honest party sends (ready, m̂) for some m̂ ̸= m. Indeed, if this were the case, by Claim 7, there would
exist an honest party that did so because they received (echo, m̂) from strictly more than 2n/3 distinct
parties. However, in that case, Claim 5 would imply that m̂ = m.

We conclude that all honest parties send (ready,m) to each other (the only alternative would be that
some of them sent (ready, m̂) instead of (ready,m), which we have just excluded).

Once again, every honest party receives ready messages of this kind from strictly more than 2n/3 distinct
parties. Since, by Claim 6, they cannot also receive ready messages for another message m̂ ̸= m from more
than 2n/3 distinct parties, all honest parties output m.

Claim 9. If an honest party outputs a message m, then all other honest parties output m too.

Proof. If an honest party outputs m, they must have received (ready,m) from strictly more than 2n/3
distinct parties, strictly more than n/3 of which are honest. When honest parties send (ready,m), they
deliver it to everybody. Therefore, all other honest parties also receive (ready,m) from strictly more than
n/3 distinct parties. Unless they have already sent their ready message, all honest parties then send (ready,m)
to everybody. This means that every honest party receives (ready,m) from strictly more than 2n/3 distinct
parties. By Claim 6, this ensures that every honest party outputs m.

It remains to show that no honest party has already sent (ready, m̂), for some m̂ ̸= m, before receiving
(ready,m) from strictly more than n/3 distinct parties. Suppose that this is false, i.e., that some honest party
has already sent (ready, m̂) for some m̂ ̸= m. By Claim 7, there exists an honest party that did so because
they received (echo, m̂) from strictly more than 2n/3 distinct parties. However, as we argued, there is also
an honest party that sent (ready,m), so, again by Claim 7, there exists an honest party that sent (ready,m)
because they received (echo,m) from strictly more than 2n/3 distinct parties. Claim 5 then implies that
m̂ = m.

Notice that Claim 9 implies both perfect agreement and perfect asynchronous termination. This concludes
the proof of Theorem 4.

Advantages and disadvantages of Bracha’s protocol. Bracha’s protocol has some very interesting
qualities. First of all, it does not need a PKI, and it is secure even if the network over which the participants
communicate is cursed with large, unpredictable delays. In other words, honest parties do not need to worry
about attacks exploiting network breakdowns. Not relying on clocks also makes the protocol optimally fast:
in Dolev–Strong, the parties had to waste a lot of time waiting for timers to go off, even if the network
was extremely fast. In Bracha’s protocol, there are no timers, and the protocol is as fast as the underlying
network. Finally, unlike Dolev–Strong, the protocol does not require as many rounds as the number of
corruptions we want to withstand. If the sender is honest, there are only 3 rounds: a round of send messages,
followed by a round of echo messages and a final round of ready messages.
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On the negative side, Bracha’s protocol withstands fewer corrupted parties (as we will see in the next
section, this is unavoidable in the asynchronous setting). Moreover, it still requires authenticated channels.
This means that the protocol assumes that corrupted parties cannot send messages on any channel connecting
two honest parties or, put differently, that corrupted parties cannot impersonate honest parties in the eyes
of other honest parties (without getting caught). If this premise does not hold, Bracha’s protocol becomes
insecure. Unfortunately, the Internet is unlikely to provide us with direct connections to all other participants,
so how can we solve this problem? One way is to ask every party to sign their communication using their
secret key. By discarding any message whose signature does not verify, the recipient can be confident that the
corrupted parties cannot impersonate honest parties. However, to implement this solution, we would again
need a PKI providing every participant with the public keys of everybody else. Notice also that Bracha’s
protocol fixes the set of participants, and the parties need to know how many other parties are participating
in the protocol.

2.1.5 Impossibility of Asynchronous Broadcast without Honest Supermajority

In this section, we show that Bracha’s protocol is optimal, in the sense that no secure asynchronous broadcast
protocol can withstand n/3 or more corrupted parties. For security, strictly more than 2/3 of the parties
must be honest, i.e., we need an honest supermajority.

Theorem 5 (Impossibility of asynchronous broadcast without honest supermajority). Suppose that ϵ < 1/3.
Then, there exists no ϵ-secure asynchronous broadcast protocol that withstands t ≥ n/3 corrupted parties.

Proof. We prove the theorem by contradiction. Suppose that we are wrong and that there indeed exists
an ϵ-secure asynchronous broadcast protocol that withstands t ≥ n/3 corrupted parties. We show that this
leads to a logical contradiction.

As in the impossibility result for Byzantine agreement (see Theorem 2), we partition the n parties into
three arbitrary subgroups S0, S1 and S2 such that |S0|, |S1|, |S2| ≤ t (this is possible because t ≥ n/3) and
P1 ∈ S2. We consider the following protocol executions:

Execution 1: The sender is honest and sends the message m = 0. The parties in S0 and S2 are honest,
while the parties in S1 are corrupted and simply remain silent. By ϵ-validity, we know that the parties
in S0 and S2 eventually all output 0 (except with probability at most ϵ).

Execution 2: The sender is honest and sends the message m = 1. The parties in S1 and S2 are honest,
while the parties in S0 are corrupted and simply remain silent. By ϵ-validity, we know that the parties
in S1 and S2 eventually all output 1 (except with probability at most ϵ).

Execution 3: The sender is corrupted. The parties in S0 and S1 are honest, but the channels connecting
them are down. The parties in S2 are corrupted. Each corrupted party runs two copies of the protocol.

In particular, it is as if every corrupted party Pj consisted of two virtual parties, P
(0)
j and P

(1)
j , both

of which behave honestly. In the case of the corrupted sender P1, P
(0)
1 behaves as an honest sender

that wants to broadcast m = 0, whereas P
(1)
1 behaves as an honest sender that wants to broadcast

m = 1. Specifically, the corrupted party Pj behaves as follows:

� Incoming messages from a party in S0 are forwarded to P
(0)
j ;

� Incoming messages from a party in S1 are forwarded to P
(1)
j ;

� Outgoing messages from P
(0)
j to a party in S1 are dropped;

� Outgoing messages from P
(1)
j to a party in S0 are dropped;

� Outgoing messages from P
(0)
j to a corrupted party Pk are delivered to P

(0)
k ;

� Outgoing messages from P
(1)
j to a corrupted party Pk are delivered to P

(1)
k .
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By ϵ-agreement and ϵ-asynchronous termination, we know that, if at least one party in S0 ∪ S1 termi-
nates and outputs some value v, then all other parties in S0 ∪ S1 eventually terminate and output v
(except with probability at most 2ϵ).

In Execution 3, all parties in S0 behave as in Execution 1. From their perspective, everything looks as if the
sender were honest and wanted to broadcast 0, the parties in S1 were totally inactive, and everybody else

were honest (the parties in S0 only interact with each other and with the virtual parties P
(0)
j , which, after

all, behave honestly and only interact with other honest (possibly virtual) parties, including the sender P
(0)
1 ,

who broadcasts 0). As a consequence, all parties in S0 output 0 (except with probability ϵ).
On the other hand, all parties in S1 behave as in Execution 2. From their perspective, everything looks as

if the sender were honest and wanted to broadcast 1, the parties in S0 were totally inactive, and everybody

else were honest (the parties in S1 only interact with each other and with the virtual parties P
(1)
j , which,

after all, behave honestly and only interact with other honest (possibly virtual) parties, including the sender

P
(1)
1 , who broadcasts 1). As a consequence, all parties in S1 output 1 (except with probability ϵ).
The issue is that ϵ-agreement requires that, except with probability ϵ, the parties in S0 ∪ S1 all output

the same value. However, with probability at least 1−2ϵ > ϵ, the parties in S0 output 0 and the parties in S1

output 1. We have reached a contradiction, so we must have started from a wrong assumption: Theorem 5
is indeed true.

The above impossibility result can be generalised to show that, in the asynchronous setting (i.e., when
the parties have no clocks and the network admits arbitrary delays), if ϵ < 1/3, there exists no ϵ-secure
Byzantine agreement protocol that withstands t ≥ n/3 corruptions.

Exercise 11. Prove the above claim by modifying the proof of Theorem 5.

Exercise 12. Prove the same claim by showing that, if there existed an ϵ-secure Byzantine agreement
protocol withstanding t ≥ n/3 corruptions in the asynchronous setting, then we could construct an ϵ-secure
asynchronous broadcast protocol withstanding t ≥ n/3 corruptions. Easier case: prove the result for ϵ = 0.
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Chapter 3

Chain-Based Consensus

The consensus problems we have analysed so far concern single-shot executions, in which the participants
need to agree on a single value (the value broadcast by the sender, or a common decision). This structure
does not capture the complexity required, for instance, by today’s most common application of the theory of
this course: running a decentralised economy. Unlike in Byzantine agreement, an economy requires constant
decision-making about how to spend resources, and agreement is required at all times. Chain-based consensus
tries to address these problems.

Definition 26 (Chain-based consensus). A chain-based consensus protocol involves a set of users U1, U2, . . .

and n validators P1, . . . , Pn. Each validator Pj holds an ever-growing chain of messages (m
(j)
i )i∈[sj ], which

we call the history, the chain or the ledger. At any point in time, any user can broadcast a new message to
be added to the history.

As for Byzantine agreement and broadcast, we split the validators into two groups: the honest ones,
H, and the corrupted ones, C. Next, we define the security properties of these protocols: agreement and
liveness. The first property guarantees that all honest validators agree on the history of messages; the second
guarantees that, when a user broadcasts a message, it will eventually be added to the chain of the honest
validators. Essentially, liveness is the property that guarantees the absence of censorship.

Definition 27 (Agreement). A chain-based consensus protocol satisfies ϵ-agreement against t corruptions

if, for every protocol execution where |C| ≤ t, every i, j ∈ H and every k ∈ N, we have m
(i)
k = m

(j)
k , except

with probability at most ϵ.

Definition 28 (Liveness). A chain-based consensus protocol satisfies ϵ-liveness against t corruptions if, for
every protocol execution where |C| ≤ t, if a user broadcasts a message m̃, then eventually there exist an

honest validator Pi and an index k ∈ [si] such that m
(i)
k = m̃, except with probability at most ϵ.

Exercise 13. Build a simple chain-based consensus protocol that satisfies agreement but not liveness. Next,
build a simple chain-based consensus protocol that satisfies liveness but not agreement.

Figure 3.1: The chain of party Pj .
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3.1 A Simple Construction in the Synchronous Setting

In the following protocol, we assume that all validators have synchronised clocks. We split the execution into
rounds of a given duration T . We say that a validator Pi is the leader of the j-th round if (j mod n) = i− 1.
The protocol proceeds as follows:

1. Any user who wants to add a message m̃ to the chain simply sends it to all validators.

2. In each round, the validators run a secure broadcast protocol in which the sender is the leader of that
round. The sender broadcasts a message consisting of all messages received from the users that have
not yet been added to their chain. We call this message a block. All validators append the output of
the secure broadcast execution to their history (removing any messages that are already on the chain).

Theorem 6. If the above protocol uses a broadcast protocol that is ϵ-secure against t < n corruptions,
then the construction is a chain-based consensus protocol that satisfies ϵ-agreement and ϵ-liveness against t
corruptions.

Proof. It is easy to see why ϵ-agreement is satisfied: it follows from the ϵ-agreement of the secure broadcast
protocol. Liveness is also easy to prove. Suppose that a user broadcasts a message m̃ to all validators. Since
at least one validator is honest, there is a future round in which this honest validator Pi is the leader. If
m̃ is not yet on Pi’s chain, Pi will broadcast m̃ as part of its block. Then, by the ϵ-validity of the secure
broadcast protocol, all honest validators will add m̃ to their chain (except with probability at most ϵ).

What can be added to the chain? Liveness guarantees that every user who wants to add a message
to the chain will eventually succeed. This does not mean that these messages can necessarily be trusted.
Some of them may even be generated by malicious users! To counter this issue, real-world blockchains often
instruct the validators to ignore any message that does not satisfy certain properties. Honest validators will
not include such messages in the blocks they propose when they are leaders, and will not add them to their
history when they are not.

Nevertheless, some issues remain. For instance, there is no guarantee that messages are added to the
history of the honest validators in the same order in which the users submitted them. If a user Ui broadcasts
a message m̃ and the next leader Pj is corrupted, Pj may decide to temporarily censor m̃ and instead include
the messages of Ui’s competitors. Some of these messages may have been generated after Ui announced m̃
(potentially because Pj leaked it). This is called a front-running attack. Notice also that we cannot reject
the block proposed by Pj just because Pj is corrupted: how could we tell whether a validator is honest or
corrupted? Maybe Pj simply never received m̃, or Ui is lying and never sent m̃ to Pj ! Blocks proposed by
corrupted leaders are as valid as those proposed by honest leaders. If we try to be smart and discard blocks
proposed by suspicious leaders, we may only end up hurting agreement and liveness: how would the honest
parties agree on which blocks to discard? How could we ensure that we do not end up wrongly censoring
honest validators?

How can the users learn the history? Validators are the custodians of the history of the chain. How
can users access it? They can simply ask all validators to send their copy of the chain (or just the last
few blocks, if they already know the rest) and take the answer given by the majority of validators. It is
nevertheless important that this communication occurs over authenticated channels. Assuming that at most
t < n/2 validators are corrupted, the users can be confident that the most popular answer coincides with
the true history. Notice that, if a user asked a single validator for the history, they would run the risk of
picking a corrupted one, which may lie to them.

3.2 Proof of Work

The simple chain-based consensus protocol described above suffers from some important drawbacks. First
of all, it requires the validators to have access to synchronised clocks. Secondly, it is restricted to a fixed
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set of validators that need to be active at all times. Finally, the secure broadcast protocol typically requires
all parties to speak in each round. When n is large (e.g., ≈ 1000000, as in Ethereum), this is simply too
expensive. Proof-of-work consensus solves all these issues at once. These ideas were first introduced in 2008
in the Bitcoin whitepaper, published under the pseudonym Satoshi Nakamoto (perhaps a single individual,
perhaps a team of computer scientists).

The basic idea is the same as before: the users broadcast the messages to be added to the ledger, and
the newly selected leader gathers them into a block and adds it to the chain. The main innovation lies in
how the new leader is selected and how agreement is established.

3.2.1 Permissionless Consensus

Proof-of-work (PoW) protocols are typically permissionless. This means that the set of validators is not
fixed in advance: anybody can join and leave the protocol as they please. In particular, at any given point
in time, the validators are not necessarily even aware of the full list of active validators. Of course, this
raises some challenges. First of all, how do validators communicate with each other if they do not even know
whom to speak to?

Permissionless protocols typically rely on a peer-to-peer (P2P), or gossip, network. Instead of assuming
that all protocol participants are connected by point-to-point channels, we assume that each active validator
knows a small number of other active validators. Whenever a validator receives a message that they have not
received before, they relay it to a few other validators they know (at most 8 in the case of Bitcoin). Typically,
these networks ensure a certain degree of connectivity by allowing participants to share information about
other active participants (for instance, by forwarding their IP addresses). From now on, we assume that this
network behaves well enough: whenever an honest validator receives a message m, all other honest validators
receive m within some time bound ∆. We will not delve into the details of how to build this infrastructure
(this topic is better suited to a network security course). However, it is important to remember that, if this
assumption were to fail, the security guarantees of the permissionless consensus protocol would no longer
hold.

3.2.2 Mining

Permissionless consensus protocols come with plenty of other challenges. How can the validators elect a
leader if they are not even aware of who stands for election? Ideally, even a party that has just joined the
protocol and is known by nobody should have the same chance of being elected as everybody else. How can
we ensure this? And how can we ensure that this does not stand in the way of security? In particular, if all
validators had the same chance of being chosen and there were no restriction on who can join, an attacker
could introduce many virtual parties to increase the chance that one of them is selected as the next leader.
The attacker could then impersonate the selected virtual party and propose a new block that favours them.
This is called a Sybil attack.

Proof-of-work consensus protocols solve these issues by requiring the validators to perform some expensive
computation in order to stand for election, with the probability of being elected proportional to the amount
of computation performed. An attacker can still perform the Sybil attack, but the probability that one of
their puppets is elected grows only with their computational power, and not with the number of virtual
parties they impersonate. As long as the majority of the computational power in the system is controlled
by honest participants, there is a good chance that the next leader will be honest. If not, we will be luckier
at the next election. This is enough to ensure liveness.

Proof-of-work consensus protocols rely on hash functions modelled as random oracles (see Section 1.4.1).
We recall that the outputs of such hash functions look random and unpredictable. Specifically, if we compute
any “meaningful” statistic on their outputs, the results are essentially the same as if the outputs were
uniformly random strings. This means that, typically, we do not know any smarter way to compute the
output of the hash function than directly evaluating it. In particular, knowing a list of input–digest pairs
does not help in evaluating the hash function on a new input. This inspired the following election mechanism.
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Suppose that Hash : {0, 1}∗ → Z2k is a hash function modelled as a random oracle,1 let b be a constant, and
let W ∈ Z2k be a hardness parameter (typically, this is the same for every validator).2 Let Hash′ : {0, 1}∗ →
{0, 1}k be another collision-resistant hash function.

We structure each block B in the chain as a tuple (c, z, x, y, h), where c is a counter, x is the content
of the block, y is some metadata, h is a digest of the previous block, and z = Hash′(x, y) is a digest of the
content and of the metadata. We call h the pointer to the previous block, z the digest and the pair (z, h)
the puzzle (it will soon become clear why). To take part in an election, the validators perform the following
operations:

1. Each validator gathers all the messages received from the users that are not yet on the chain into a
list x. They also compute some metadata y, which typically includes information about the validator
themselves and/or randomness.

2. Next, they pick the most recent block B′ = (c′, z′, x′, y′, h′) on their chain and compute the pointer
h = Hash(c′, z′, h′) and the digest z = Hash′(x, y).3

3. Finally, they search for a binary string c ∈ {0, 1}b such that Hash(c, z, h) < W . We call c the solution
of the puzzle. If they succeed before everybody else, the validator broadcasts the new candidate block
B := (c, z, x, y, h) over the gossip network. If someone beats them to it (or if no such c exists), they
stop the search.

Figure 3.2: The structure of the blocks (in the figure, the digest zi is labelled “hash”). Each coloured dotted
arrow indicates hashing: the input of the hash is on the side of the arrowhead and the digest is at the
tail. The purple arrow represents Hash′, i.e., zi = Hash′(xi, yi), while the red arrows represent Hash, i.e.,
hi+1 = Hash(ci, zi, hi). Notice that the chain of blocks is linked by the red arrows alone: the pointer of each
block is the hash of the counter, the digest and the pointer of the previous block.

With this solution, any newcomer has the same chance of winning the election as anybody else (propor-
tionally to their computational power). Finding a counter c such that Hash(c, z, h) < W requires a significant

1For instance, we could use SHA2, interpreting its 256-bit output as an integer between 0 and 2256 − 1.
2We recall that Z2k denotes the set {0, 1, . . . , 2k − 1}.
3We use c′, z′, h′ to denote the concatenation of c′, z′ and h′ (and similarly for x, y).
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amount of computation, time and luck, depending on the value of W . This operation is called mining and,
for this reason, validators in proof-of-work consensus are often called miners. The lower the value of W , the
harder it is to win the election. In particular, when W = 0, the validator never has a chance to propose the
next block (in fact, nobody does). If instead W = 2k, the validator always manages to propose a new block
(but so does everybody else). In the first case, we seriously hurt liveness; in the second case, we seriously
hurt agreement. This is why the value of the hardness parameter W must be chosen with a lot of care. We
will discuss this at the end of this section.

The typical strategy of a validator is to try all values of c in lexicographic order, starting from the all-zero
string. Notice, however, that each validator usually works with a different value of z, because z is derived
by hashing, among other things, the metadata y, which depends on the identity of the miner. Of course,
not all puzzles are equally good: some are luckier than others because they admit a smaller c such that
Hash(c, z, h) < W . However, miners have no way to check whether their puzzle is lucky other than trying
as many counters c as fast as they can. It is worth noticing that nothing prevents two or more miners from
joining forces and pooling their resources to mine with the same metadata y. In fact, this is a very common
strategy. In these cases, we say that the parties have formed a mining pool.

What happens after the winner has been found? Once the new leader has been established and
the new block has been added to the chain, all miners move on to the next election. It is worth noticing
that the winner of the previous election has only a limited advantage in the next one: once their block
B = (c, z, x, y, h) has been added to the chain, they need to derive new content x and metadata y for their
next block. Importantly, they also need to update the pointer to the previous block, which now becomes
h = Hash(c, z, h). This forces their puzzle (z, h) to change (if the new pointer h coincided with some previous
value, a hash collision would have occurred). In other words, once a new block is published, all miners start
solving new puzzles they have never seen before, so the search for c ∈ {0, 1}b such that Hash(c, z, h) < W
is reset for everyone. The advantage of the last winner reduces to being able to start working on their new
puzzle (z, h) slightly earlier than everybody else, due to the time the network needs to deliver B to the other
participants. In principle, a corrupted miner could decide not to reveal the new block B immediately, in
order to gain a larger head start on solving z. However, this is a risky move: while B is kept secret, other
miners may solve their own puzzles and broadcast a different new block B̃. Even though the corrupted miner
solved the puzzle first, by not declaring the win immediately, they lost the election to somebody else. On
top of that, the new puzzles will contain a pointer to B̃, so the corrupted miner wasted all this time and
energy trying to solve the wrong puzzle (z, h).

Exercise 14 (Easy). To optimise the communication and memory complexity of our protocol, it is desirable
to have blocks of minimal size. In this exercise, you are asked to think about some minor optimisations.

� We explained that each block consists of 5 elements: the counter c, the digest z, the content x, the
metadata y and the pointer h. It turns out that one of them is redundant and can be removed from the
block. Which one?

� Suppose that the hash function outputs k-bit digests. One would expect h to be represented by a string
of length k; however, it can be shorter. Why?

Exercise 15. Consider the following variant of the election mechanism, in which, instead of looking for
c ∈ {0, 1}b such that Hash(c, z, h) < W , we look for c such that Hash(c, x, y, h) < W . This design has an
important drawback. Can you spot it?

3.2.3 The Longest Chain Principle

Suppose that we are a validator who, unfortunately, did not win the election: some other party broadcast a
new candidate block B = (c, z, x, y, h) before we managed to solve our puzzle. What should we do with B?
First of all, we should check that it passes some basic consistency checks:

Hash(c, z, h)
?
< W, z

?
= Hash′(x, y).
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Depending on the application, we could also perform some additional checks on x and y. In any case, if any
of these conditions is not satisfied, we can discard B and resume solving our puzzle.

When h = Hash(c′, z′, h′), where B′ = (c′, z′, x′, y′, h′) is the most recent block, B is added to the chain
after B′ and we move on to the next election:

� We update the list x of information that has not yet been published on the chain, the metadata y and
the pointer h = Hash(c, z, h).

� We compute z = Hash′(x, y) and mine for a c ∈ {0, 1}b such that Hash(c, z, h) < W (or, at least, we
try to).

What happens, however, if B points to a block B′ that is not the most recent one, but an older one?
This may happen for several reasons. One, of course, is that whoever generated B is corrupted. However,
it may also be that they are an honest party working with an outdated version of the chain. This kind of
situation typically arises when multiple miners solve their puzzles almost at the same time. Since network
communication is not instantaneous, the second winner may broadcast their new block before receiving the
new block of the first winner. In these situations, all validators receive two different new blocks, which may
contain contradictory information: for instance, the first one says that Alice spent all her money on a jacket,
while the second one says that she spent it all on a pair of shoes.

This requires careful handling. The validators cannot simply discard the second block they receive! Indeed,
different validators may receive the blocks in different orders due to network delays. Nodes closer to the first
winner are more likely to receive the first winner’s block first, whereas nodes closer to the second winner are
more likely to receive the second winner’s block first. If the validators adopted the first block they received,
the system could split: half of it would live in a reality where Alice bought a jacket, the other half in a reality
where Alice got new shoes.

To solve these issues, when B points to an older block on the chain (this is the case, for instance, when
B is the second new candidate block we receive), we do not discard it; instead, we add it to a new branch
departing from B′. Even when B points to a block that is not in the chain, we do not throw it away: B
may link to our chain through a block that is still travelling through the network. In other words, the blocks
are arranged in a data structure that resembles a forest more than an actual chain (despite this, we will
often keep calling it a chain). One block and one branch of the forest are, however, more important than
the others: we call them the genesis block and the main chain.

� The genesis block is the first block generated by the system. For the protocol to be secure, it is
fundamental that the genesis block is generated by an honest miner, who broadcasts it to everybody
else immediately.4

� The main chain is the branch that we try to extend by mining new blocks, and the one that determines
the true course of history (e.g., it tells us whether Alice bought the jacket or the shoes). We define it
as the branch that required the most computational work to be generated among those departing from
the genesis block. Typically (but not always), this is the longest branch in the forest. When several
branches departing from the genesis block required the same, maximal amount of work, the main chain
can be chosen arbitrarily among them.

In the next section, we explain how to measure the amount of work invested in a branch.
Before going ahead, however, we stress an important aspect: a side branch may overtake the main chain

as the branch that required the most work. In this situation, the side branch becomes the new main chain.
This is called the longest chain principle (even though the main chain is not necessarily the longest). This
also means that history can be (partially) rewritten: the old main chain may have stated that Alice bought
a jacket, while, after the switch, the new main chain states that she actually bought shoes. Luckily, such
jumps usually affect only the most recent history. As we will point out in the next section, if a block has

4For instance, as proof that the genesis block of Bitcoin was fresh, Satoshi Nakamoto included that day’s headline from The
Times in its content.
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Figure 3.3: The forest of blocks of a party (notice the few disconnected components). The genesis block is
shown in red, while the main chain is shown in purple. Observe that the main chain originates from the
genesis block. The green branch (together with the purple section that connects it to the genesis block) is an
alternative longest chain. In this example, the party selected the purple chain as their main chain; however,
the green chain was an equally valid choice, which other parties may have preferred. In either case, the
two options differ only in the few most recent blocks. We highlight that side branches are typically short:
initially, they may have been part of the main chain of some party but, over time, they were dropped in
favour of the current main chain. They are what remains of a dead course of history. Eventually, either the
last two blocks of the green branch or the last two blocks of the purple branch will meet the same fate.

been part of the main chain for sufficiently many election cycles (say, a dozen more recent blocks have been
added to the main chain since its generation), it is unlikely to ever be removed from the main chain and from
the main course of history. If instead a block is recent (say, only two or three blocks away from the head of
the main chain), there is a good chance that it will drop out of the main chain and end up in a forgotten
course of history. The intuition behind this is that, assuming that the majority of the computational power
in the system is controlled by honest miners, the majority of blocks will be produced by honest miners, who
all contribute to extending the longest (or hardest) chain. For an adversary to extend a side branch enough
to overtake the main chain, they would need to outperform the honest parties over a certain interval of time.
This is feasible over short intervals, but becomes very unlikely over long ones. To conclude, if you ever sell
a fancy car for Bitcoin, do not hand over the keys as soon as a block with the transaction appears on the
main chain. If that block drops off the main chain, you will have lost both the car and the money: the chain
will have switched from a course of history in which you are rich to one in which you are a fool.

Exercise 16 (Important). It is extremely unlikely that the blocks form a graph like the one shown in Fig. 3.4.
Why? (Remember that the construction is based on a cryptographic hash function.)
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Figure 3.4: This graph structure is unlikely to ever occur. Why?

3.2.4 Quantifying the Computational Cost

Observe that, if we model the outputs of the hash function as uniformly random elements of Z2k , then, for
fixed c, z and h,

Pr[Hash(c, z, h) < W ] =
W

2k
.

We can expect the miners to compute≈ 2k/W hashes before somebody finds one satisfying Hash(c, z, h) < W .
More formally, the total number of attempts required for the next block follows a geometric distribution
with parameter W/2k (see Definition 7).

Given an estimate p of the amount of computational power in the system (measured in hashes per second),
we can also estimate the duration of an election in seconds. This is described by an exponential distribution
(see Definition 9) with mean

L =
2k

p ·W
.

Through this analysis, we can estimate the computational cost required to generate a branch of the tree:
if it includes n blocks, all generated with the same hardness parameter W , their generation required an
amount of computation proportional to cost = n2k/W and an amount of time proportional to cost/p. In
other words, the longer the branch, the more work and time its generation required.

So far, we have assumed that the hardness parameter W is the same for all blocks. Proof-of-work
blockchains such as Bitcoin, however, continuously adapt the value of W to reflect the total amount of
computational power in the system and keep the mining rate constant (we discuss this in more detail below).
In this case, the computational cost of generating n blocks with hardness parameters W1, . . . ,Wn becomes

cost =
n∑

i=1

2k

Wi
.

If we denote by pi the total amount of computational power in the system at the time the i-th block was
generated, we can expect the generation of the n blocks to take time

n∑
i=1

2k

pi ·Wi
.
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There are multiple reasons why the computational power in the system may change. For instance, new
validators may join the system, or existing miners may buy fancier hardware to increase their chance of
winning elections. If the hardness parameter W is kept unchanged, the increased computational power
increases the speed at which new blocks are mined. This may be undesirable, as it increases the likelihood
that multiple parties win an election at the same time, creating new branches in the chain. Conversely, if the
computational power in the system decreases (typically, because validators leave) andW is not adjusted, the
speed at which new blocks are generated decreases, hurting liveness. The solution to these problems is to
keep the mining rate constant by adjusting W . We can estimate the total amount of computational power
in the system over a given period of time T by estimating the computation required to generate the blocks
added to the chain during this period and dividing the result by T . Specifically, if n blocks with hardness
parametersW1, . . . ,Wn were added to the chain over time T , we can estimate the total computational power
in the system as

p =

n∑
i=1

2k

T ·Wi
.

The mining speed is proportional to p ·W/2k, so, to keep this quantity equal to some desired constant ρ, we
need to set the hardness parameter to

W =
2k · ρ
p

.

Exercise 17 (Important). Consider the graph in Fig. 3.5. Each block shows the value of the hardness
parameter W used for its generation. Which block can we expect to have required the least amount of
computation to be generated? Which branch is the longest? Which branch required the most work? Which
branch is the main chain?

Exercise 18. The structure of the blocks in Fig. 3.5 is unlikely to occur in our proof-of-work consensus
protocol. Why? Compare it with the graph in Fig. 3.3.

From theory to practice. In 2026, values of p range from 106 Hash/s on a normal laptop to 1015 Hash/s
for top-tier specialised hardware units called ASICs. To determine the total computational power in the
system, we need to add up the power of all units that contribute to mining new blocks. For big blockchains
(such as Bitcoin), these units number in the millions. The values of k and of the hardness parameter W are
set so that, on average, we can expect a new block every few minutes (e.g., Bitcoin generates a new block
roughly every 10 minutes).

In practice, every proof-of-work blockchain adjusts the hardness parameter in a slightly different way.
For instance, Bitcoin tries to avoid big variations in the magnitude of W over short intervals of time. It
splits time into periods called epochs. The hardness parameter is kept constant throughout each epoch and
is recomputed, as discussed above, at the beginning of the next one. However, if the new hardness parameter
Wnew is more than 4 times the previous one, Wold, the new value of W is set to 4Wold. Conversely, if Wnew

is less than 1/4 of Wold, the new value of W is set to Wold/4.

Exercise 19 (Important). Suppose that a blockchain is populated by 106 validators, each equipped with one
ASIC unit computing 1015 Hash/s. Suppose that k = 256 and W = 9, as for the easiest block in Fig. 3.5.
How long can we expect the system to take to generate the next block? What value of W should we choose to
mine a new block every 10 minutes in expectation? Suppose that your computer computes 106 Hash/s. How
long would you need to wait, on average, to mine a block with the value of W you have just found?

Exercise 20. Suppose that k = 256 and W = 2195. Suppose that your friend has a new ASIC unit with a
hash power of 1015 Hash/s, while you have a slightly older ASIC unit that is 5% less powerful. What is the
probability that you mine the next block before your friend?
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Figure 3.5: Suppose that the blocks are arranged as in the above graph, where the genesis block is shown
in red and the branches are labelled C1, . . . , C9. Each block contains the value of the hardness parameter
W used for its generation (these values are much smaller than those used in the real world). What is the
longest branch? What is the hardest one to generate? What is the main chain?

3.2.5 The Security Analysis

Next, we formally analyse the security of our proof-of-work consensus protocol, restricting ourselves to the
simplified case in which the computational power in the system remains constant and the hardness parameter
W is kept unchanged. This is a reasonable assumption, as changes in the value of W tend to be rare. Notice
that, in this case, the hardest chain is also always the longest.

Safe blocks. Let us introduce some notation. Consider the block tree of a party. We say that a block B
is an ancestor of another block B′ if B′ points to B or to another block that has B as an ancestor. In this
case, we say that B′ is a descendant of B. Next, we introduce the concept of a safe block.

Definition 29 (Safe block). Suppose that the gossip network delivers each message with delay at most ∆.
We say that a block is safe if it is mined by an honest party and no honest party generated any other block,
either on the main chain or on any side branch, in the time interval of length ∆ preceding it.

In the next theorem, we show that, if the network delay ∆ is only a constant fraction of the expected
mining time L, then, with high probability, at least a fraction 1−∆/L of any given sequence of ℓ consecutive
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honest blocks are safe. Moreover, the probability that this does not hold decreases exponentially in ℓ.

Theorem 7. Suppose that the corrupted parties control a fraction α of all computational power and that
the gossip network has delay at most ∆. Number the honest blocks 1, 2, 3, . . . in the order in which they are
mined (these do not need to all lie on the same branch of the tree), and consider the sequence S of the ℓ
consecutive honest blocks i+ 1, . . . , i+ ℓ, where i ≥ 0 and ℓ ≥ 1 are fixed. Then, for every s ≥ 0,

Pr

[
# safe blocks in S ≤

(
1− ∆

L

)
ℓ− s

]
≤ exp

(
−s

2

2ℓ

)
.

In particular, if s =
√
2κ · ℓ, we obtain

Pr

[
# safe blocks in S ≤

(
1− ∆

L

)
ℓ− s

]
≤ exp (−κ) .

Proof. Let τj be the time at which the j-th honest block is mined, and let τ0 be the time at which the
execution starts (when the genesis block is created). By definition, the j-th honest block is safe if and
only if no other honest block was mined in the time interval of length ∆ preceding it, i.e., if and only if
τj − τj−1 ≥ ∆.

The honest parties control a fraction 1 − α of the computational power p, and each hash they compute
satisfies the puzzle with probability W/2k, independently of everything else (in particular, of the behaviour
of the adversary and of the block that the honest parties are trying to extend). Therefore, the time τj− τj−1

between two consecutive honest blocks follows an exponential distribution (see Definition 9) with parameter

(1− α) · p · W
2k

=
1− α
L

,

independently of τ1, . . . , τj−1. Hence, the events “the j-th honest block is safe”, for j = i+ 1, . . . , i+ ℓ, are
independent, and each of them occurs with probability

Pr[τj − τj−1 ≥ ∆] = exp

(
−(1− α) · ∆

L

)
≥ 1− (1− α) · ∆

L
≥ 1− ∆

L

(see Lemma 3). In other words, the number of safe blocks in S follows a binomial distribution with ℓ trials
and success probability exp(−(1 − α)∆/L). Notice that it is important to number only the honest blocks:
if we numbered all blocks, the events “the j-th block is safe” would not be independent, because whether a
block is safe depends on whether the block mined just before it is honest.

Let µ := exp(−(1−α)∆/L) · ℓ, and notice that (1−∆/L)ℓ ≤ µ ≤ ℓ. If s > µ, the event in the statement
is impossible. Otherwise, by the Chernoff bound (see Theorem 1) with δ = s/µ, we obtain

Pr

[
# safe blocks in S ≤

(
1− ∆

L

)
ℓ− s

]
≤ Pr [# safe blocks in S ≤ µ− s] ≤ exp

(
− s

2

2µ

)
≤ exp

(
−s

2

2ℓ

)
.

The second claim follows by setting s =
√
2κ · ℓ.

Theorem 7 concerns a fixed sequence of honest blocks. In the proofs below, however, we need to look at
sequences of blocks, honest or not, that depend on what happens during the execution, and in particular on
the behaviour of the adversary: for instance, all the blocks mined after a certain honest block. To deal with
this, we show that, with high probability, all sufficiently long sequences of consecutive blocks contain many
safe blocks at the same time.

Corollary 1. Suppose that the corrupted parties control a constant fraction α < 1 of all computational
power, that the gossip network has delay at most ∆, and that the expected mining time is L = ∆/γ for
a constant γ < 1. Consider a protocol execution that ends when the system has mined N blocks, and let
η ∈ (0, 1) be a constant. Then, for every integer ℓ ≥ 1, except with probability N · 2−Ω(ℓ), every sequence of
m ≥ ℓ consecutive blocks contains more than (1− η)(1− γ)(1− α) ·m safe blocks.
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Proof. Number all blocks 1, 2, 3, . . . in the order in which they are mined, and let ℓH := (1− η/2)(1− α)ℓ.
We proceed in three steps.

Honest blocks. Fix a sequence of m consecutive blocks i + 1, . . . , i +m. Each of them is mined by an
honest party with probability 1 − α, independently of the others. By the Chernoff bound (see Theorem 1)
with µ = (1 − α)m and δ = η/2, the probability that at most (1 − η/2)(1 − α)m of them are honest is at
most exp(−η2(1− α)m/8). There are at most N choices for the first block of the sequence so, by the union
bound, the probability that some sequence of m ≥ ℓ consecutive blocks contains at most (1− η/2)(1− α)m
honest blocks is at most

N ·
∞∑

m=ℓ

exp

(
−η

2(1− α)
8

·m
)

= N ·
exp

(
−η2(1− α)ℓ/8

)
1− exp (−η2(1− α)/8)

= N · 2−Ω(ℓ).

Safe blocks. Similarly, fix a sequence of K consecutive honest blocks. By Theorem 7 with s = (η/2)(1−
γ)K, the probability that at most (1− η/2)(1− γ)K of them are safe is at most exp(−η2(1− γ)2K/8). By
the union bound over the at most N choices of the first honest block of the sequence and over all K ≥ ℓH ,
the probability that some sequence of K ≥ ℓH consecutive honest blocks contains at most (1− η/2)(1− γ)K
safe blocks is at most

N ·
∑

K≥ℓH

exp

(
−η

2(1− γ)2

8
·K

)
= N · 2−Ω(ℓH) = N · 2−Ω(ℓ),

where the last step uses the fact that ℓH is a constant fraction of ℓ.
Putting things together. Except with probability N ·2−Ω(ℓ), neither of the two bad events above occurs. In

this case, consider any sequence of m ≥ ℓ consecutive blocks. The honest blocks it contains are consecutive
among the honest blocks, and their number K is greater than (1− η/2)(1− α)m ≥ ℓH . Hence, the number
of safe blocks in the sequence is greater than(

1− η

2

)
(1− γ) ·K >

(
1− η

2

)2

(1− γ)(1− α) ·m ≥ (1− η)(1− γ)(1− α) ·m.

The factor N in the above bound is the price we pay for considering all sequences at the same time: the
adversary can try to attack at any point of the execution. The bound is meaningful as long as ℓ is large
compared to logN .

Let us define the history of a block in the tree of an honest party as the sequence of blocks from the
root of the tree to the block itself, and the height of the block as the length of its history. Safe blocks are
fundamental to our security analysis for the two reasons summarised below.

Lemma 6. Consider a protocol execution. Then:

� No two safe blocks have the same height (even if they belong to the trees of different parties).

� At any time t, the main chain of any honest party is at least as long as the number of safe blocks
generated up to time t−∆.

Proof. Suppose that there are two distinct safe blocks B and B′ at the same height, and suppose that B′

was generated after B. Since both blocks are safe, they were both generated by honest parties. Moreover,
B′ was generated at least ∆ time units after B. Since the network has delay at most ∆, the party that
generated B′ had already received B, together with its history, before producing B′. This means that the
length of that party’s main chain was at least the height of B. Since the party appended B′ to their main
chain, the height of B′ must be strictly greater than that of B. More precisely, we have

height(B′) ≥ height(B) + 1.

35



Now, let B1, . . . , Bn be the safe blocks generated up to time t − ∆, ordered by time of generation. Since
height(B1) ≥ 1, by recursively applying the above inequality, we obtain

height(Bn) ≥ n.

Since Bn was generated by time t−∆, every honest party has received it, together with its history, by time
t. Hence, at time t, the main chain of every honest party is at least as long as the height of Bn, i.e., at least
n.

Common prefix. The following theorem proves that, if the adversary controls only a minority of the
computational power in the system and the network delay is sufficiently smaller than the expected mining
time, the longest chains of different parties can differ only in the most recent blocks.

Theorem 8. Consider a protocol execution in which the adversary controls a constant fraction α < 1 of all
computational power in the system, the network has delay at most ∆, the expected mining time is L = ∆/γ
for a constant γ < 1, and the execution ends when the system has mined N blocks. Suppose that

(1− α) (1− γ) > 1

2

and that all honest parties start from the same genesis block, which is safe. Let ℓ ≥ 1 be an integer, and, for
every chain C, let ⌊C⌋ℓ denote the chain obtained by removing the ℓ most recent blocks from C. Then, except
with probability N · 2−Ω(ℓ), the following holds at every point in time t: if C1 and C2 are longest chains in
the block trees of two honest parties at time t (the two parties may coincide), then

⌊C1⌋ℓ ⊆ ⌊C2⌋ℓ or ⌊C1⌋ℓ ⊇ ⌊C2⌋ℓ.

Proof. Since the bound in the statement is asymptotic, we can assume that ℓ is larger than any given constant.
Let η > 0 be a constant such that q := (1− η)(1− α)(1− γ) > 1/2 (it exists because (1− α)(1− γ) > 1/2).
By Corollary 1, except with probability N ·2−Ω(ℓ), every sequence of m ≥ ℓ consecutive blocks contains more
than q ·m safe blocks. Since q > 1/2 and ℓ is large enough, this is more than (m+ 1)/2 safe blocks (indeed,
q ·m ≥ (m+ 1)/2 whenever m ≥ 1/(2q − 1)). We show that, whenever this is the case, the property in the
statement holds at every point in time.

Suppose, towards a contradiction, that, at some time t, the chains C1 and C2 are longest chains in the
trees of two honest parties P1 and P2, but neither ⌊C1⌋ℓ ⊆ ⌊C2⌋ℓ nor ⌊C1⌋ℓ ⊇ ⌊C2⌋ℓ. Let h1 and h2 be the
lengths of C1 and C2. Without loss of generality, we assume that h1 ≤ h2. Let B∗ be the most recent block
belonging to both C1 and C2 (the two chains have at least the genesis block in common), and let h∗ be its
height. Observe that h1 − h∗ ≥ ℓ + 1. Otherwise, ⌊C1⌋ℓ, which consists of the first h1 − ℓ ≤ h∗ blocks of
C1, would be part of the common prefix of the two chains, and would therefore be contained in ⌊C2⌋ℓ, which
consists of the first h2 − ℓ ≥ h1 − ℓ blocks of C2.

Now, let B0 be the most recent honest block belonging to both C1 and C2 (this block exists because the
genesis block is safe, and hence honest). Let h0 ≤ h∗ be its height, and let t0 be the time at which it was
mined. All blocks of C1 and C2 with height greater than h0 are descendants of B0, so they were mined in
the time interval (t0, t]. We now count the safe and the non-safe blocks mined in this interval (see Fig. 3.6
for an example).

Safe blocks. Consider any safe block B mined in the time interval (t0, t−∆]. Since B0 is honest and B
is safe, B was mined at least ∆ time units after B0. By then, the party that mined B had already received
B0, so its main chain had length at least h0, and the height of B is greater than h0. Moreover, P1 received
B, together with its history, by time t. Since C1 is a longest chain in the tree of P1, the height of B is at
most h1. By Lemma 6, no two safe blocks have the same height, so at most h1 − h0 safe blocks were mined
in (t0, t − ∆]. Moreover, safe blocks are mined at least ∆ apart, so at most one safe block was mined in
(t−∆, t]. In total, at most h1 − h0 + 1 safe blocks were mined in (t0, t].

Non-safe blocks. Consider any height h such that h0 < h ≤ h1. If h ≤ h∗, the block of height h on C1,
which also lies on C2, is not honest (by the choice of B0), so it is not safe. If h > h∗, the two chains contain
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Figure 3.6: An example of the blocks considered in the proof of Theorem 8 (in this example, ℓ ≤ 3). Heights
are indicated on the line at the bottom. The green block B0 is the most recent honest block belonging to
both C1 and C2, so the red blocks between B0 (excluded) and B∗ (included) are not honest, and hence not
safe. For the black blocks, the proof only uses the fact that, by Lemma 6, at most one block per height
can be safe. Notice that some blocks mined after B0 belong neither to C1 nor to C2, and some of them are
not even descendants of B0. In this example, h∗ = h0 + 2 and h2 = h1 + 3: C2 is longer than C1 because,
at time t, P1 has not yet received the last three blocks of C2. In general, any heights with h0 ≤ h∗ and
h∗ + ℓ < h1 ≤ h2 are possible.

two distinct blocks of height h and, by Lemma 6, at most one of them is safe. Either way, at least one block
of height h on C1 or C2 is not safe. Since all these blocks were mined in (t0, t], at least h1 − h0 non-safe
blocks were mined in (t0, t].

Let m be the number of blocks mined in (t0, t]. These blocks form a sequence of consecutive blocks,
and m ≥ h1 − h0 ≥ h1 − h∗ ≥ ℓ + 1. By the above, the number of safe blocks in this sequence is at most
h1 − h0 + 1, i.e., at most the number of non-safe blocks plus one. Hence, the sequence contains at most
(m+ 1)/2 safe blocks. This contradicts our assumption on the execution.

We are now ready to state and prove the second security property of the proof-of-work consensus protocol:
once a block has been on the chain for long enough, it is never removed from it.

Theorem 9. Consider a protocol execution in which the adversary controls a constant fraction α < 1 of all
computational power in the system, the network has delay at most ∆, the expected mining time is L = ∆/γ
for a constant γ < 1, and the execution ends when the system has mined N blocks. Suppose that

(1− α) (1− γ) > 1

2
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Figure 3.7: The two possible shapes of the tree in the proof of Theorem 9 (in this example, ℓ = 4). At the
top is the case in which C ′

1 and C ′
2 have the same length. At the bottom is the case in which C ′

2 is one block
longer than C ′

1. The chains with the last ℓ blocks removed are labelled in purple. The red block belongs to
⌊C1⌋ℓ but not to ⌊C2⌋ℓ.

and pick any honest party and any two time instants t1 ≤ t2. Let C1 and C2 be the main chains of the party
at times t1 and t2, respectively, and suppose that their genesis block is safe. Let ℓ be a positive integer. Then,

Pr [⌊C1⌋ℓ ̸⊆ ⌊C2⌋ℓ] ≤ N · 2−Ω(ℓ).

Proof. Suppose that ⌊C1⌋ℓ ̸⊆ ⌊C2⌋ℓ and consider the blocks added to the party’s block tree between time
t1 and time t2. Some of these blocks have the following property: before they were added, the main chain
contained ⌊C1⌋ℓ, whereas, after they were added, this was no longer the case. Let B be the first such block.
Let C ′

1 be the longest chain before B was added, let C ′
2 be the longest chain after B was added, and let C ′′

2

be C ′
2 with B removed. Notice that ⌊C1⌋ℓ ⊆ ⌊C ′

1⌋ℓ, as C ′
1 is at least as long as C1.

By the maximality of C ′
2 after B is added, the length of C ′

1 is smaller than or equal to that of C ′
2.

Similarly, by the maximality of C ′
1 before B is added, the length of C ′′

2 is smaller than or equal to that of
C ′

1. Since the lengths of C
′
2 and C ′′

2 differ by 1, the length of C ′
1 must match either that of C ′

2 or that of C ′′
2 .

In the first case, C ′
1 and C ′

2 are both longest chains in the party’s tree right after B is added. In the second
case, C ′

1 and C ′′
2 are both longest chains in the party’s tree right before B is added. Except with probability

N · 2−Ω(ℓ), the property of Theorem 8 holds at every point in time, including the (random) time at which
B is added. Since the two chains in each pair have the same length, their truncations are then equal: either
⌊C ′

1⌋ℓ = ⌊C ′
2⌋ℓ, or ⌊C ′

1⌋ℓ = ⌊C ′′
2 ⌋ℓ ⊆ ⌊C ′

2⌋ℓ. Either way, we obtain

⌊C1⌋ℓ ⊆ ⌊C ′
1⌋ℓ ⊆ ⌊C ′

2⌋ℓ ⊆ C ′
2.
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This contradicts the fact that B was chosen so that ⌊C1⌋ℓ ̸⊆ C ′
2.

Chain growth. We have seen that the expected time required to mine a new block is L = 2k

pW . This
holds only when the consensus protocol is not under attack. The next theorem gives a lower bound on the
speed at which the main chain grows when the adversary tries to slow the system down, for instance by not
contributing their computational power to mining.

Theorem 10. Consider a protocol execution in which the adversary controls a constant fraction α < 1 of
all computational power in the system, the network has delay at most ∆, and the expected mining time is
L. Consider the main chain of an honest party at time t. Then, except with probability exp(−κ), the honest
party extends their main chain by a new block by time

t+ 2∆+ κ · L

1− α
.

Proof. Let B be the last block added to the main chain of the honest party, let h be its height, and let
t′ ≤ t be the time at which this block was received. Now, suppose that no honest party in the system has
extended any branch of their tree to length h+1 or more by time t′ +∆. By that time, we can be sure that
the longest chain of every honest party has length h (it may or may not coincide with that of the party we
selected). This means that, at time t′+∆, all honest parties are working to generate a block of height h+1.
Now, the time required by the honest parties to generate such a block follows an exponential distribution
(see Definition 9) with parameter

(1− α)p · W
2k

=
1− α
L

.

This means that the first honest party to succeed will take time at most κ·L
1−α , except with probability

exp(−κ). Our honest party will receive the new block with delay at most ∆.

The above theorem establishes that the main chain keeps growing. However, it says nothing about the
quality of this growth. For instance, it would be quite bad if only the adversary were adding blocks. In the
following, we provide a lower bound on the fraction of honest blocks that end up on the main chain. We call
this ratio the chain quality.

Theorem 11. Consider a protocol execution in which the adversary controls a constant fraction α < 1 of all
computational power in the system, the network has delay at most ∆, the expected mining time is L = ∆/γ
for a constant γ < 1, and the execution ends when the system has mined N blocks. Let η > 0 be a constant
and suppose that

(1− η)(1− α) (1− γ) > 1

2
.

Pick an honest party and suppose that their genesis block is safe. Consider any sequence S of ℓ consecutive
blocks on the main chain of the honest party at some point in time. Then,

Pr

[
# honest blocks in S ≥ 2(1− η)(1− γ)(1− α)− 1

(1− η)(1− γ)(1− α)
· ℓ
]
≥ 1−N · exp(−Ω(ℓ)).

We call
2(1− γ)(1− α)− 1

(1− γ)(1− α)
the chain quality ratio.

Proof. Let q := (1 − η)(1 − γ)(1 − α), so that the ratio in the statement is (2q − 1)/q, and let q′ :=
(1 − η/2)(1 − γ)(1 − α). Notice that 1/2 < q < q′. Since the bound in the statement is asymptotic, we
can assume that ℓ is larger than any given constant. By Corollary 1 with η/2 in place of η, except with
probability N ·exp(−Ω(ℓ)), every sequence of m ≥ ℓ consecutive blocks contains more than q′ ·m safe blocks.
We show that, whenever this is the case, S contains at least 2q−1

q · ℓ honest blocks.
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Let t be the time at which we look at the main chain C of the honest party, and suppose that S consists
of the blocks of C with heights u+1, . . . , u+ ℓ. Let B0 be the most recent honest block of C with height at
most u (it exists because the genesis block is safe), let h0 be its height, and let t0 be the time at which it was
mined. Similarly, let B1 be the earliest honest block of C with height greater than u+ ℓ, let h1 be its height,
and let t1 be the time at which it was mined. If there is no such block, we set h1 := |C|+1 and t1 := t. Let
D be the sequence of blocks of C with heights strictly between h0 and h1. By construction, D contains S,
so |D| ≥ ℓ, and all the honest blocks of D belong to S. Moreover, all blocks of D are descendants of B0, and
they were mined before time t1 (they are ancestors of B1 or, if B1 does not exist, they belong to the tree of
the party at time t). Hence, all blocks of D were mined in the time interval (t0, t1].

Let m be the number of blocks mined in (t0, t1]. These form a sequence of consecutive blocks with
m ≥ |D| ≥ ℓ, so more than q′ ·m of them are safe. On the other hand, as in the proof of Theorem 8, every
safe block mined in (t0, t1 −∆] has height greater than h0. Its height is also smaller than h1: if B1 exists,
the party that mined B1 had already received the safe block and its history; otherwise, the honest party
received it by time t, so its height is at most |C|. Since no two safe blocks have the same height, and at most
one safe block was mined in (t1 −∆, t1], we obtain

q′ ·m < # safe blocks mined in (t0, t1] ≤ |D|+ 1.

Now, the blocks of D that are not honest are not safe, and they were mined in (t0, t1]. Therefore, their
number is at most the number of non-safe blocks mined in (t0, t1], which is smaller than m− q′ ·m. Putting
everything together, and using m < (|D|+ 1)/q′, we obtain

# honest blocks in S = |D| −# non-honest blocks in D > |D| − (1− q′) ·m > |D| − (1− q′) · |D|+ 1

q′

=
2q′ − 1

q′
· |D| − 1− q′

q′
>

2q′ − 1

q′
· ℓ− 1,

where the last step uses |D| ≥ ℓ, 2q′ − 1 > 0 and 1− q′ < q′ (all because q′ > 1/2). Finally, the difference

2q′ − 1

q′
− 2q − 1

q
=

1

q
− 1

q′
=
q′ − q
q · q′

is a positive constant. Hence, as soon as ℓ ≥ q · q′/(q′ − q), we have 2q′−1
q′ · ℓ− 1 ≥ 2q−1

q · ℓ, which concludes
the proof.

Now, suppose for simplicity that L ≫ ∆, so that γ ≈ 0, and that 1 − α = 2/3. Based on Corollary 1,
one would expect roughly 2/3 of the blocks on the main chain to be generated by honest participants.
Theorem 11, however, tells us that this fraction may be as low as roughly 1/2. As we are going to explain,
there is a good reason for this.

Suppose that, when an honest party has multiple longest chains in their tree, they set their main chain to
the branch that first reached that length (this is what typically happens in Bitcoin). Consider an adversary
that, even though it controls only a constant fraction α < 1 of all computational power in the system,
occupies a favourable position in the gossip network. In particular, the adversary is connected to all parties
through connections that are much faster than all connections between two honest parties. Let us say that
their delay is at most δ ≪ ∆′/2, where ∆′ is the delay of the fastest connection between two honest parties.

The adversary performs the following attack: at every election, it uses all its computational power to
mine the next block; however, when it succeeds, it does not immediately reveal its block B to the honest
parties. Instead, it withholds the block and listens on the channels connecting it to the honest parties. As
soon as the adversary receives a new block B′ from an honest party, it sends B to everybody else. Since
its channels are much faster than those of the honest parties, B reaches everybody else before B′ does. In
other words, all honest parties (except the one that mined B′) include B in their main chain instead of B′.
After that, all parties except one start mining a new block that extends B. Therefore, it becomes extremely
unlikely that B will ever drop out of the main chain.
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We can see that, with this attack, the chain quality roughly matches the lower bound of Theorem 11.
The chain grows at the rate at which honest parties generate new blocks: roughly (1− α)ℓ blocks for every
ℓ blocks generated by the system as a whole. Moreover, each block generated by the adversary pushes an
honestly generated block out of the main chain. Since there are roughly αℓ adversarially generated blocks
for every ℓ blocks produced by the system, we conclude that the chain quality becomes roughly

(1− α)ℓ− αℓ
(1− α)ℓ

=
1− 2α

1− α
.

Substituting 1− α = 2/3, we obtain a chain quality of roughly 1/2, as predicted by Theorem 11.

3.2.6 Joining the Protocol

The proof-of-work consensus protocol we have presented is permissionless, meaning that it allows any val-
idator to join or leave the protocol without restarting it. While leaving the protocol is easy (one just stops
mining new blocks), we need to explain how a validator can join. The issue here is that the newcomer needs
to learn the current state of the chain in order to know which block to mine on in the current election. This
requires interaction between the new party and the current set of validators.

This operation requires some care. For instance, the newcomer should not ask a single pre-existing
validator for the most recent block: this validator may be a corrupted party trying to trick them. It is
fundamental that the newcomer queries the whole system (the gossip network should provide a good enough
level of connectivity to ensure that the newcomer can connect to at least one honest validator). However,
they may receive many different answers, so which one should they choose? They cannot simply take the
most popular answer, because nothing prevents an attacker from performing a Sybil attack and flooding the
newcomer with the same wrong answer, while impersonating a large number of different parties. This is why
the newcomer needs to ask the whole system for the whole chain, not just the most recent block. After that,
they combine all answers into a single graph and pick the hardest branch departing from the genesis block
as their main chain (we can assume that the newcomer already knows the genesis block since, typically, this
information is easy to retrieve online or from other sources5).

3.2.7 Advantages and Disadvantages of Proof-of-Work Consensus

In this final subsection, we summarise the advantages and disadvantages of our proof-of-work consensus
protocol.

Communication complexity. One important but often forgotten advantage of this protocol is its low
communication complexity. Compare it with the simple chain-based consensus protocol of Section 3.1: in
that construction, the generation of each block required all validators to take part in a secure broadcast
protocol. In particular, this step required each honest party to communicate with every other party to
establish agreement. In other words, the total communication per block grew quadratically with the number
of validators. The proof-of-work consensus protocol, instead, only requires the winner of the election to
distribute their newly created block: the total communication per block now grows linearly with the number
of validators. For large-scale systems, this is a very significant improvement.

Permissionlessness and fluidity. The most influential feature of the proof-of-work consensus protocol
is its permissionlessness, together with the fluidity with which validators can join and leave the system.
The fact that nobody can prevent anybody else from joining the protocol, and that censoring any content
would require controlling the majority of the computational power in the system, is what inspired Satoshi
Nakamoto, in the aftermath of the 2008 financial crash, to use this protocol to implement a decentralised
economy. In theory, in such a system, no government, central bank or major financial institution could

5If the genesis block is not known, the newcomer should set the genesis block to the root of the hardest connected component
in the graph.
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exert enough influence on the economy to steer it against the popular will. This is the kind of unregulated
and maximally fluid economy that the cypherpunk and anarcho-capitalist movements have always dreamed
of, following the ideas of influential economists of the Austrian School, such as Friedrich Hayek, and of
monetarists, such as Milton Friedman.

Inequalities. Unfortunately, these ideas need to come to terms with reality. A deregulated economy
is not necessarily fairer or more equal than a regulated one (depending on the definitions of fairness and
equality one adopts). The participants of a proof-of-work protocol are by no means equal: their influence
is proportional to their computational power, and those who are richer can afford fancier and more efficient
equipment to increase their chances of mining the next block (as pointed out in Exercise 19 and Exercise 20).
We should also not forget that political power and economic power are two sides of the same coin, and one
can be traded for the other. Essentially, these decentralised economies often inherit the large (economic
and political) inequalities of today’s world but, unlike traditional economies, they often lack a regulatory
body that can mitigate their effects (or even protect users from scams and other illegal activities). In fact,
decentralised economies such as Bitcoin and Ethereum display concentrations of capital unmatched even by
the most unequal countries in today’s extremely unequal world. If Hayek and Friedman were alive today,
they might argue that the advantages outweigh the disadvantages. Other influential economists who have
seen the effects of Friedman’s and Hayek’s ideas on today’s society, some no longer alive, like Keynes, and
some still active, like Stiglitz, Piketty and Zucman (2026), would most likely disagree. Regardless of one’s
political perspective, we need to keep in mind that, today, blockchains are often the only tool that gives
oppressed minorities (and sometimes majorities) in authoritarian countries access to the benefits of the global
economy. Moreover, nothing prevents us from taking inspiration from proof-of-work consensus to try to build
a more equal, fairer and safer economic system.

Energy costs. There is, however, an undeniably negative aspect of proof-of-work consensus: to ensure
security, the honest parties need to invest all their computational power in mining the next block. This
holds even when the system is not under attack. Moreover, only a few of all computed hashes end up being
winners; all the rest are computations wasted just to get a chance of winning. Essentially, the protocol
forces the system to be paranoid and to behave as if it were under attack at all times. The most popular
blockchains, such as Bitcoin, may be populated by millions of validators with fancy, quickly obsolete, energy-
hungry mining equipment, and even more energy-hungry and water-hungry cooling systems. This drives the
energy consumption of the system up to that of a country like Argentina, Norway or Sweden (2026). This is
particularly problematic, not only because of the costs, but also because of the global climate and biodiversity
crisis that is increasingly affecting all of us. For this reason, the current trend is to move away from proof-of-
work protocols towards proof-of-stake protocols, which offer similarly low communication, permissionlessness
and fluidity, while requiring virtually no energy to ensure security and correct functioning. The most famous
example is Ethereum, which was originally based on proof of work and switched to proof of stake in 2022.
The energy consumption of the cryptocurrency dropped overnight from ≈ 84 TWh/year (roughly the same
as Finland) to virtually zero, a decrease of ≈ 99.95%! We discuss proof-of-stake consensus in detail in
Chapter 5.
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Chapter 4

Decentralised Economies and Smart
Contracts

Most applications of blockchains in today’s world are related to economics and finance. In this chapter, we
explain how these applications are typically implemented. As mentioned earlier in these notes, the blockchain
can be viewed as a public book, in which everybody can read the content (and get consistent information) or
add a new entry (but nothing can be erased). Essentially, the blockchain provides an agreed reality to which
everybody can contribute. So why not use it to keep track of the ownership of wealth and goods? This may
allow us to run the economy without relying on centralised institutions, such as banks and other financial
providers, which often hold monopolies or oligopolies on particular services and consequently increase the
cost of financial products. In this context, the promise of blockchains is a more efficient economy in which
everybody can participate.

How is this done in practice? Consider the following toy example: at a given point in time, the blockchain
contains an entry stating that Alice owns 100ℵ, and a second entry stating that Bob owns 70ℵ. If Alice wants
to buy shoes from Bob for 80ℵ, she just adds an entry to the ledger (in a new block) stating that she now
owns only 20ℵ and that Bob now owns 150ℵ (after that, Alice and Bob need to arrange the delivery of the
shoes off-chain). This is called a transaction, and everybody in the system can see it. Of course, we typically
want Alice to have control over how she spends her money, which is why we usually require her to sign the
transaction under her public key. This proves that the 80ℵ were spent with Alice’s approval. Transactions
whose signature does not verify under the payer’s public key, in which the amount of money transferred does
not match the amount received (i.e., unbalanced transactions), or in which the payers spend more funds than
they own, are usually invalid and ignored. In fact, in most systems, validators are instructed not to accept
any block containing invalid transactions (and, therefore, not to include such transactions in the blocks they
propose).

As I said, this is just a toy example: nothing prevents us from allowing more complex transactions. For
instance, a system may allow joint transactions, in which multiple payers transfer different amounts of money
to multiple payees all in one go (e.g., Alice pays 20ℵ, Bob contributes 30ℵ, Charlie receives 10ℵ and David
receives 40ℵ). Such a transaction is usually valid if all payers hold enough funds, if the sum of the amounts
paid matches the sum of the amounts received (in our example, 20ℵ+ 30ℵ = 10ℵ+ 40ℵ), and if it is signed
by every payer (in our example, Alice and Bob). The blockchain can also keep track of different types of
ownership: it can record multiple currencies (e.g., an entry may state that Alice owns 20ℵ and £1000) or
even physical or digital goods (these are the so-called non-fungible tokens (NFTs); e.g., another entry may
state that Bob owns the house at 749 Leith Walk, Edinburgh), and all of these can be exchanged in arbitrary
ways, perhaps using joint transactions. Now, every time I talked about what is valid and what is not, I used
the words “typically” or “usually”. This is because there is no general rule written in stone: every system
is free to come up with its own set of rules defining what is allowed and what is not. However, from an
economic perspective, some systems make more sense than others. Next, we discuss two common designs:
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Figure 4.1: An example of UTXO transactions. In the figure, si,j is the signature in the j-th input of
transaction Txi, while pki,j and vi,j are the public key and the value of its j-th output. Inputs are shown in
purple, spent outputs in red and spendable outputs in green. Each output specifies its value and the public
key of its owner. Each input references a previous output (the one it spends) and contains a signature,
whose message is the transaction containing the input and whose public key is the one specified by the spent
output. Notice that an output is spent if and only if there is an input referencing it (i.e., if and only if an
arrow points to it), and that no output can be spent more than once.

the UTXO system used by Bitcoin and the account-based system adopted by Ethereum.

4.1 The UTXO System

UTXO stands for Unspent Transaction Output. In this model, the blockchain only stores the list of valid
transactions requested by the users throughout the history of the system.

Assume that each user is identified by their signature public key. Each transaction tx specifies a set
of inputs and a set of outputs, corresponding roughly to the amounts paid and the amounts received,
respectively: each input tx.ini refers to an output of a previous transaction tx′i (this is the currency about
to be spent), whereas each output tx.outj is described by a non-negative amount of currency vj ≥ 0 and the
public key pkj of the corresponding recipient (often called the address). Essentially, the transaction spends
the inputs {tx.ini}i and creates new spendable outputs {tx.outj}j . Now, suppose that tx has n inputs and
m outputs, and that its i-th input points to an output of a previous transaction tx′i with value v′i and public
key pk′i. To be valid, tx must satisfy the following properties:

� It must be balanced: the sum of the values of the inputs must equal the sum of the values of the
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outputs. In other words,
m∑
j=1

vj
?
=

n∑
i=1

v′i.

� It must be signed under the public keys associated with all inputs, i.e., pk′1, . . . , pk
′
n.

� None of its inputs may have been spent by a preexisting transaction on the same branch of the chain
(or by another transaction in the block about to be proposed).

Now, it is important to notice that, when we spend an output, we must spend all the currency associated
with it. This may be confusing at first. Suppose that there is an unspent output of 100ℵ under Alice’s public
key, but Alice only wants to spend 20ℵ. How can she proceed? If she issues a transaction pointing to the
100ℵ output, she will spend all 100ℵ!

Well, there is an easy way out: nothing prevents Alice from being both a payer and a payee, so she can
issue a transaction with a single input (the unspent 100ℵ) and two outputs: 20ℵ under the payee’s public
key and 80ℵ under her own public key. Essentially, the transaction gives 20ℵ to the actual recipient and 80ℵ
of change back to Alice. The 100ℵ output becomes spent, but the new 80ℵ output is spendable.

Exercise 21. In the UTXO system, every transaction consists of a list of inputs and outputs, where the
inputs are outputs of previous transactions. One needs to pay attention to how this is implemented in
practice: if each transaction specified its inputs by including the whole transactions in which they were
generated, transaction sizes would grow as the cryptocurrency changes hands. Specifically, if tx′ spends an
output created by tx, it would be a bad idea to include tx as part of tx′. Indeed, think about what would happen
when we spend an output of tx′: the new transaction tx′′ would need to contain tx′, which contains tx. This
would force the size of the transactions to grow by a constant amount at each step. Essentially, the size of
a transaction would grow with the length of the “history” it carries. Try to find a solution to this problem
using a cryptographic hash function (we want transactions to have constant size).

Exercise 22. In the UTXO system, every transaction is signed under the public keys of the payers. However,
what exactly is the message that is signed? Is it just the list of inputs and outputs? Do we also sign the
signatures of the other payers? Or do we sign all signatures, including our own?

4.1.1 The UTXO System in Bitcoin

We now analyse how the UTXO model is implemented in Bitcoin. Bitcoin does not actually offer a completely
faithful implementation of UTXO, but rather a more flexible version. In Bitcoin, each transaction tx is
identified by its cryptographic hash Hash(tx) (why can we assume that the hash uniquely identifies the
transaction?) and consists of a list of inputs and outputs (plus additional metadata). Each input ini consists
of the following:

� The hash of the previous transaction tx′i that created the output to be spent.

� The index ki of the output of tx′i to be spent by ini (in other words, tx.ini spends tx
′
i.outki

).

� A witness wi (usually a signature).

Each output outj consists of the following:

� A non-negative amount of cryptocurrency vj ≥ 0, expressed in satoshis (1 Bitcoin = 108 satoshis).

� A script scriptj , which specifies the conditions that must be satisfied to spend this output in the future.
Typically, it simply states that, to spend this output, the new transaction must be signed under the
public key of the owner of this output.
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To verify a transaction tx, validators consider all its inputs ini and fetch the previous transactions tx′i they
point to. From each of these, they retrieve the output tx′i.outki that tx.ini is trying to spend, and perform
the following checks:

� They check that all these previous outputs tx′i.outki exist and have not yet been spent by any transaction
on the same branch of the chain (not even by other transactions in the same block).

� They run the script script′i of each of these unspent outputs tx′i.outki on the witness wi of tx.ini, and
check that all of them output true.

� They check that the sum of the values v′i of the outputs tx′i.outki
is at least the sum of the values vj

of the new outputs tx.outj (i.e., they check that tx does not create money out of thin air).

If all these checks succeed, the transaction is considered valid. Notice that, in Bitcoin, the sum of the inputs
may be strictly greater than the sum of the outputs. In fact, this is the case for almost all transactions! This
does not mean that the transaction is unbalanced: the difference between inputs and outputs is claimed by
the validator that proposes the block in which the transaction is included. This is a transaction fee that the
user pays for the miner’s service. Since no money is created or destroyed, the transaction is still balanced.
Essentially, fees incentivise the validators to do their work. We discuss this aspect in detail in Section 4.4.

What can the script check? The script specified in each output describes the conditions that must
be satisfied by the transaction that spends the received cryptocurrency. For a faithful implementation of
UTXO, this can simply be a signature check under the public key of the owner. However, Bitcoin allows more
general conditions to be specified. These are expressed in a stack-based programming language supporting
a wide range of operations:

� arithmetic operations (addition, multiplication, absolute value, . . . )

� logical operations (equality, less than, AND, OR, NOT, . . . )

� stack operations (drop, swap, duplicate, . . . )

� flow control (if and else, . . . )

� cryptographic operations (hashing, signature verification, . . . )

For instance, a user can generate a transaction with an output that can be spent only with signatures from
at least t distinct parties in a specified committee. Alternatively, one can generate a transaction with an
output that can be spent only by somebody who provides the solution to some hard mathematical problem
(in this case, the witness is the solution, and the script simply verifies that the solution is correct).

There are, however, limits to what this programming language can express. For instance, it is not Turing
complete, as it does not support loops. Moreover, the script can only be evaluated on the witness provided
by the transaction that spends that particular output. This means that it cannot express conditions about
the other items of the spending transaction or about the way this transaction is added to the chain (e.g., it
cannot set conditions on the values of the outputs or of the other inputs, on the identities of the recipients,
or on the height of the block containing the transaction). This design flaw has significantly hindered the use
of Bitcoin, in favour of more flexible systems like Ethereum.

So, why hasn’t Bitcoin modified its code over all these years? Well, Bitcoin is a decentralised system,
so there is no central authority or influential figure that can efficiently coordinate all validators towards
changing their software (Satoshi Nakamoto disappeared from the scene around 2011). Any change in the
code needs to be agreed upon by the community as a whole (otherwise, the system risks forking), but, for
some reason, a good fraction of the community is rather averse to change. As a result, the community is
rather paralysed. On the other hand, even though it has no central authority, Ethereum benefits from active
and influential figures in its community, e.g., its founder Vitalik Buterin and the Ethereum Foundation. Over
the years, these figures have managed to bring about a lot of change in Ethereum (for instance, they moved
away from proof of work in favour of the more environmentally friendly proof of stake). However, for these
and other reasons, fringes of the blockchain community accuse Ethereum of not being fully decentralised.
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4.2 The Account-Based System

In account-based systems, the blockchain stores not only the transactions but also a database recording the
amount of cryptocurrency held by every account and the number of transactions issued by each of them.
Each account is identified by a signature public key pk, and its address is usually derived from pk, for instance
as Hash(pk) (this is the case, for instance, in Ethereum). To transfer cryptocurrency, any user can broadcast
a transaction consisting of the following information:

� The address of the sender (there is only one sender).

� The address of the recipient (there is only one recipient).

� The amount of cryptocurrency v ≥ 0 that is sent (the system may support multiple types of currencies
and also NFTs; in that case, this field should also specify the type of currency that is sent).

� The number n of transactions issued by the sender up to this point, including this one (this is usually
called the nonce).

� A signature s on the transaction under the sender’s public key.

Validators gather transactions, check their validity and update the accounts accordingly. Specifically, a
validator performs the following checks:

� It retrieves the amount of cryptocurrency w in the sender’s account and the number m of transactions
the sender has issued so far.

� It checks that s verifies under the sender’s public key.

� It checks that v ≤ w.

� It checks that n = m+ 1.

If all these checks succeed, the validator updates its version of the database: the amount of cryptocurrency in
the sender’s account is decreased by v, the number of transactions issued by the sender’s account is increased
by 1, and the amount of cryptocurrency in the recipient’s account is increased by v. The block that the
validator will try to propose consists of the updated state together with all the transactions that justify these
changes.

Exercise 23 (Replay Attacks). The nonce check is fundamental for security. Indeed, without it, if Alice
issues a transaction of any extremely low non-zero amount (let us say 1ℵ) to Bob, then Bob can drain all
the money from Alice’s account. How?

UTXO vs Account-Based: Advantages and Disadvantages. Both the UTXO and the account-based
designs have advantages and disadvantages. The account-based model, for instance, provides a conceptually
simple design with efficient storage (storing the balances of all accounts is easier than storing the list of all
transactions). On the other hand, UTXO is better suited to parallelism because, unlike in the account-based
system, transactions can be processed by the system (and added to the chain) in an arbitrary order without
compromising their validity. Moreover, as we will see later in the course, the UTXO model can allow a higher
degree of anonymity.

4.3 Smart Contracts

If we compare Bitcoin’s instantiation of UTXO with the account-based model, the former seems to offer more
flexibility in how outputs can be spent. Why, then, did we say that Ethereum, which is an account-based
system, is actually much more expressive than Bitcoin?

47



The reason is that Ethereum allows the creation of special accounts called smart contracts. Like all other
accounts, smart contracts hold an amount of cryptocurrency, and the system keeps track of the number of
transactions they have issued. Unlike normal accounts, however, they are not controlled by any user. In
fact, they are not associated with any signature key (their address is simply a string that uniquely identifies
them); instead, they are linked to some program code and to a contract state that describes their behaviour.
All the information about the contract (code, contract state, amount of cryptocurrency owned and number
of transactions issued) is stored on the chain at all times and continuously updated.

Any account in the system (either one owned by a user or another smart contract) can trigger the
execution of a specific smart contract by issuing a transaction with the contract’s address as the recipient.
Such transactions usually include an additional data field, which specifies which methods of the smart
contract are called and the inputs to pass to them. Validators that receive valid transactions of this kind
react by transferring the cryptocurrency being spent to the contract’s account, and then evaluating the
smart contract’s methods on the inputs provided in the data field, updating the contract state accordingly.
Sometimes, this triggers the smart contract to issue new transactions, which may simply transfer some of
the cryptocurrency owned by the contract to other accounts, or may call other smart contracts (in this case,
the transaction is called a message). Notice that transactions issued by smart contracts do not need to be
signed. First of all, smart contracts are not even associated with signature keys. Secondly, signatures are not
needed: their purpose is to guarantee that a particular transaction was approved by the sender’s account,
whereas here everybody can verify that executing the smart contract on the given inputs requires it to send
that particular transaction. To summarise, a smart contract is a machine with a public state that everybody
can interact with, updating its state by calling any of its methods on any input. This is called a replicated
state machine.

A smart contract example. Let us give an example of a smart contract implementing an auction. It
can be equipped with the following methods:

� An initialisation method. This takes as input the auction deadline (expressed, e.g., as the block height
after which no offer is considered) and the minimum bid (which must be non-negative). The transaction
calling this method transfers ownership of the prize to the contract (for instance, the prize can be a
non-fungible token). The contract reacts by adding to its state a new object storing a unique identifier
id for the auction, the address of the highest bidder (initially set to the address of the seller), the
highest bid (initially set to 0), and a list L of refundable bids (initially empty).

� An offer method. This takes as input the unique identifier id of the auction. The value of the offer is
the amount of cryptocurrency paid in the transaction. If this is not strictly greater than the highest
bid, is lower than the minimum bid, or the auction deadline has passed, the contract appends to L the
pair consisting of the received amount and the caller’s address. Otherwise, the contract updates the
address of the highest bidder and the value of the highest bid, and appends to L the pair consisting of
the previous highest bid and the address of the previous highest bidder.

� A refund method. This takes as input the unique identifier id of the auction. The contract checks
whether L contains an entry associated with the caller’s address. If so, the contract removes this entry
from L and transfers the corresponding amount of cryptocurrency back to the caller.

� A winner method. This takes as input the unique identifier id of the auction. The contract checks that
the auction deadline has passed, that the caller is the highest bidder, and that the prize has not been
transferred yet. Then, it transfers the prize to the winner.

� A payback method. This takes as input the unique identifier id of the auction. The contract checks
that the auction deadline has passed, that the caller is the seller, and that the highest bid has not been
sent to the seller yet. Then, it transfers the highest bid to the seller.

So, what is the advantage of implementing an auction using a smart contract rather than in the traditional
way? There are two main advantages. First of all, with our solution, the participants do not need to rely on
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a trustee to ensure the honest execution of the auction; they only need to trust the security of the blockchain
(in proof of work, this means trusting that the majority of the computational power is in the hands of
participants who follow the protocol). This is a fundamental security advantage! What if the trustee is not
as trustworthy as we think and runs away with the money? Or what if the trustee rigs the auction, favouring
one participant over another? Smart contracts allow us to avoid these problems by decentralising trust. We
no longer need to put all our eggs in one basket!

The second advantage is related to costs: since there is no trustee, we do not need to pay one. Now,
as we will discuss shortly, smart contracts charge a service fee that covers the cost of the electricity and
hardware needed to run the auction; however, this is likely to be much lower than the cost of hiring a
trustee. Moreover, even if a particular auction smart contract charged very high fees, nothing would prevent
anybody from creating another auction smart contract with more reasonable fees. Since nobody can hold a
monopoly on auctions, prices are likely to drop significantly, to match the real costs of the service (i.e., the
cost of electricity, hardware, cooling systems, etc.). Overall, we get a cheaper solution.

How to Create a Smart Contract? Blockchains typically allow anybody to create a new smart contract.
This is certainly the case for the most important blockchains supporting this technology, first among them
Ethereum. For instance, to create a smart contract in Ethereum, one just needs to create a transaction
whose recipient field is empty. The code of the smart contract and its initial state are included in the data
field of the transaction. Moreover, the amount of cryptocurrency transferred by this transaction is credited
directly to the newly created smart contract. The address of the smart contract is Hash(addr, n), where addr
is the address of the creator and n is the value of the creator’s nonce at the time of creation. Observe that
smart contracts can also be created by other smart contracts.

4.4 Transaction Fees and Rewards

Computation is not free: it requires specialised hardware, it uses electricity, it requires complex cooling
systems, etc. We cannot expect a blockchain to run at no cost, especially with proof-of-work consensus,
where validators continuously use all their computational power to solve complex puzzles. This is why every
blockchain has its own fee and reward mechanisms, which establish how users pay validators for their service
and incentivise their work. These mechanisms are particularly sophisticated in blockchains that support
smart contracts, such as Ethereum: updating the state of a smart contract may require extremely expensive
computations (depending on the smart contract). All these operations need to be performed by the validator,
who spends resources to derive the updated state to propose in their next block. The user calling for the
smart contract computation is therefore charged proportionally to the cost of these operations. Next, we see
how the fee mechanisms of Bitcoin and Ethereum work.

Fees and Rewards in Bitcoin. As discussed in Section 4.1.1, in Bitcoin transactions, the sum of (the
values of) the inputs is typically strictly greater than the sum of (the values of) the outputs. The difference
between these amounts is understood to be a transaction fee, which will be claimed by the validator that
mines the block including the transaction. Users are free to choose the amount of cryptocurrency they offer
as a fee; however, the higher the fee, the sooner the transaction is added to the blockchain.

All fees of all transactions included in a block are claimed by the miner through a special transaction
called coinbase (there is only one per block). This is the first transaction in the block, and it is the only
Bitcoin transaction that is not balanced. The coinbase transaction has no inputs and can have multiple
outputs. For it to be valid, the sum of (the values of) its outputs must equal the sum of all transaction fees
in the block plus a fixed reward determined by an algorithm. (If the coinbase transaction is not valid, the
validators reject the block.) The reward is an amount of cryptocurrency that is freshly minted every time
a block is added to the chain. The reward is dictated by the algorithm and depends on the height of the
block: the first Bitcoin block had a reward of 50 Bitcoins (≈ 4.3 million dollars as of 2026), and the reward
halves every 210000 blocks (roughly every 4 years). As of 2026, the reward is 3.125 Bitcoins (≈ 270k dollars
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at 2026 prices). The next halving is expected in April 2028. The average transaction fee in 2026 is instead
2 satoshis (approximately 0.40$).

Notice that every fraction of a Bitcoin in the system was minted at some point in the coinbase transaction
of some block. We can even trace the history of any fraction of cryptocurrency back to the transaction that
minted it, by parsing backwards the chain of UTXO transactions that describe its movements (this is publicly
available on the blockchain). Since the amount of minted cryptocurrency halves every fixed number of blocks,
the total amount of Bitcoin that will ever be minted is capped at

210000 ·
∞∑
i=0

50 · 2−i = 210000 · 50 ·
∞∑
i=0

2−i

︸ ︷︷ ︸
2

= 21000000.

This is why Bitcoin is often referred to as digital gold (the amount of gold on Earth is also finite). In 2026,
more than 20 million Bitcoins have been minted, out of the maximum of 21 million.

It is worth explaining why this particular reward mechanism was adopted (or at least trying to, given
that Satoshi Nakamoto disappeared from the scene around 2010). The reward was higher in the first blocks
because, at the time, the system was not well established and the value of Bitcoin was much lower (in 2010,
somebody bought 2 pizzas for 10000 Bitcoins, which corresponds to ≈ 860 million dollars at 2026 prices),
so higher rewards were needed to incentivise the work of the validators. The hope of Bitcoin’s designer was
that, over time, the system would become more and more established, to the point that transaction fees
alone would suffice to encourage validators to do their work. What Satoshi Nakamoto probably did not
expect is that the value of Bitcoin would grow so much so quickly. This resulted in an extremely unequal
distribution of wealth: most of the wealth in the system is still controlled by the miners of the first few
blocks. For instance, Satoshi Nakamoto themselves is believed to own 1.1 million Bitcoins (approximately
94 billion dollars at 2026 prices). This is roughly 5% of all Bitcoins that will ever be mined (for comparison,
the richest person in the world owns 0.22% of the world’s total wealth as of 2026, and we still live in an
extremely unequal world). This made Satoshi extremely rich, but it also undermined the functioning of their
creation and any of its claims of being “decentralised” (the economic power in the system is very centralised).
Satoshi is probably aware of this, given that none of Satoshi’s known accounts have moved any money since
their disappearance from the scene.

So far, however, we have not explained why the total amount of Bitcoin that will ever be minted is capped.
This probably comes from the love of the cypherpunk movement (which influenced Satoshi Nakamoto’s
thinking) for the gold standard, following the controversial ideas of the Austrian School. The gold standard
has some fundamental disadvantages, such as an inherent tendency towards deflation and the lack of recovery
mechanisms after economic crises, e.g., quantitative easing (though supporters of the Austrian School would
argue that this is a positive feature).

Fees in Ethereum. In addition to the fields we have already presented (sender, amount, recipient, nonce,
signature, data), each Ethereum transaction also includes a start gas field, a max priority fee field and a
max gas price field, which are used to calculate the transaction fees.

Gas is the unit of measurement for the complexity of smart contract operations. Every smart contract
execution can be split into a sequence of basic operations (e.g., additions, multiplications, Boolean operations,
etc.), each associated with a fixed amount of gas (e.g., an addition costs 3 gas units). The start gas field of
the transaction specifies the initial gas budget for the smart contract execution. Each operation performed
by the smart contract deducts the corresponding amount of gas from the budget. If the budget reaches 0
before the smart contract execution terminates, the validator stops the execution and the smart contract is
reverted to its state before the call. Each Ethereum transaction also has a baseline cost of 21000 gas, which
de facto lower-bounds the amount of gas used to process it (for instance, standard transactions cost 21000
gas).

The fees are calculated on the basis of the amount of gas used during the execution (this also holds for
executions that fail because the gas budget reached 0, i.e., failed executions are not free). The amount of
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cryptocurrency deducted from the caller’s account is

usedgas · gasprice.

The value of gasprice is chosen by the validator but cannot be greater than the max gas price specified in
the transaction by the caller. Before executing the smart contract, the validator also needs to make sure
that the caller owns an amount of cryptocurrency at least equal to the transferred amount plus the product
of start gas and max gas price (otherwise, the transaction is not considered valid).

Now, unlike in Bitcoin, the validator receives only part of the transaction fee: an amount equal to

usedgas · basefee,

where basefee is an algorithmically determined amount, is burnt. The rest of the transaction fee can be
claimed by the validator. This amount is equal to

usedgas · priorityfee,

where priorityfee = gasprice−basefee must be at most the max priority fee specified in the transaction by the
caller. Clearly, the higher the priority fee offered by the caller, the sooner validators process the transaction.
In addition to transaction fees, Ethereum validators also receive a per-block reward, similarly to Bitcoin.
This reward is, however, calculated in a more complex way, so we will discuss it later in the course.

We still need to explain how the base fee is computed. It is derived from the amount of gas used by
the transactions in the previous block and from that block’s base fee. Specifically, an Ethereum block has a
limit on the amount of gas used by the transactions it contains, which is set to 60 million gas. Every time a
block is added to the chain, the validators compute the total amount of gas used to process its transactions.
Let this be totalgasused. Then, they check whether this is above or below the target of 30 million gas (half
of the block gas limit), and adjust the base fee accordingly: if the total gas used is above target, the fee is
increased proportionally; if it is below target, the fee is decreased proportionally. The exact base fee is given
by the following formula:

newbasefee = oldbasefee ·
(
1 +

totalgasused− target

8 · target

)
.

Notice that, since totalgasused is capped at 2 · target, the base fee can increase (or decrease) by at most 12.5%
per block.

As of October 2026, the base fee is 0.217 Gwei (1 Ether = 1018 wei, 1 Gwei = 109 wei). Priority fees
range between 0.1 and 2 Gwei, depending on the amount of traffic in the system. This brings the average
cost of an Ethereum transaction to 0.25$.

Let us now discuss the reasons behind this particular design. First of all, decoupling gas from fees is
fundamental to account for price fluctuations. Gas allows us to measure the complexity of a smart contract
computation in absolute terms: no matter when the program is run, its gas cost is always the same. This
makes sense, given that the costs of basic operations remain roughly constant relative to each other (e.g.,
the ratio between the cost of a multiplication and that of an addition remains roughly constant). Instead,
the prices of electricity, land and the other resources needed to keep the system running fluctuate all the
time, depending on the geopolitical situation, technological progress and the mood of the markets. The
Ethereum fee mechanism offers, on the one hand, an absolute and fixed way to measure the complexity of
a computation and, on the other hand, a way to adapt the price per unit of computation to the market
situation.

Another fundamental aspect of the Ethereum fee mechanism is that the base fee is burnt instead of
being given to the validator. This makes sure that nobody profits from artificially raising gas demand. If
all transaction fees were transferred to the validator, validators would have an incentive to fill their blocks
with dummy transactions that drive the gas price up to levels that no longer reflect real-world expenses
(electricity, land, etc.). In such a system, dummy transactions would come at (almost) no cost to validators,
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Figure 4.2: A summary of the fields of Ethereum transactions, showing which fields are empty depending on
the transaction type.

as they would receive back all the transaction fees they pay for them. On the other hand, this would increase
the costs for normal users, driving up the profits of the validators. The goal of the base fee is to estimate
the real-world costs of the system. By burning this amount, the system ensures that nobody can speculate
on it. The work of the validators is instead incentivised through priority fees and rewards. As an additional
advantage, by burning cryptocurrency, the system abandons the gold standard and introduces a way to fight
deflation (which is particularly problematic, as it brings the economy to a halt).

Finally, it is worth discussing how the base fee is adjusted over time. The idea is that the system wants
to keep the amount of gas used in each block roughly equal to the target value. If the most recent block is
above target, there is a lot of demand for computation (probably because it is cheap), so its price should be
increased proportionally. On the other hand, if the amount of gas used in the block is below target, the cost
of computation must be too high, so the price needs to be lowered.

Exercise 24. In Ethereum, smart contract calls that fail due to an insufficient gas budget are still charged
a fee equal to startgas · gasprice (recall that these failed calls have no effect on the state of the contract). This
may sound unfair, but it is actually fundamental for the security of the system. Can you see why? Suppose
that no fee were charged for failed executions: how could you attack the system?

Exercise 25 (Front Running). Suppose that Alice issues a transaction in which she buys 1000000$ worth
of a particular good. A few seconds later, Bob issues another transaction in which he buys 1000000$ worth
of the same good. It turns out that, even though Alice issued her transaction first, Bob’s transaction may be
processed first. Why? How can Bob increase the chances that this happens?

Notice that, when the demand for a particular good goes up, its price goes up too. When the supply
increases, prices instead go down. Try to devise a way for Bob to extract value from Alice’s purchase by
relying on these market dynamics and on what we discussed above. At the end of the attack, Bob must own
strictly more cryptocurrency than before Alice issued her transaction. If Bob became richer, who became
poorer, and by how much? How does Bob find out that Alice is about to make a big purchase?
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It turns out that this is a very common attack on blockchains, and something that researchers are trying
to counter, as it artificially drives up costs. This is called front running.
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Chapter 5

Proof of Stake

In this chapter, our goal is to build a permissionless consensus protocol that does not require the participants
to invest a lot of computational power to guarantee its security and correct functioning. This, however,
raises an issue: how do we prevent Sybil attacks? Being permissionless prevents us from relying on an
honest majority of participants, because an attacker could always introduce a large number of virtual parties
under their control. In proof-of-work consensus, we relied on computational power to prevent this attack:
if influence over the protocol is assigned proportionally to the computational power of the various actors,
the Sybil attack fails because introducing virtual parties does not increase the computational power of the
adversary. Unfortunately, this approach requires all participants to continuously perform a lot of computation
just to prove that they indeed possess enough computational power to legitimise their influence. If we want
to avoid this, we need another mechanism to prevent Sybil attacks.

Proof of stake (PoS) proposes to grant influence proportionally to the amount of capital owned by the
various actors: this is the so-called stake. Specifically, in these protocols, all participants are identified by their
signature verification keys and are linked to a stake deposit on the chain, which is visible to everybody. The
protocol relies on a leader election mechanism in which each validator’s probability of winning is proportional
to the fraction of all stake in the system held in their deposit. Each leader can propose a new block. Blocks
are arranged in a graph, as in proof-of-work protocols, and security and liveness are enforced via the longest
chain principle. Essentially, Sybil attacks are unsuccessful because introducing virtual parties does not
increase the amount of stake an attacker controls.

5.1 A New Election Mechanism

We now describe an election mechanism that can be used in proof of stake. Combined with the longest chain
principle, it will give a secure consensus protocol. Let us first point out some of the challenges we need to
overcome.

First of all, no party should be able to increase their chance of winning by performing more computation.
Otherwise, the validators would be incentivised to waste a lot of energy to maximise their likelihood of
becoming the next leader. In particular, the winning probability should be independent of the content of the
block the validator wants to propose; otherwise, the validators could start a brute-force search for content
that makes them win. Secondly, it is fundamental that nobody can predict who the next leaders are. If this
were not the case, an attacker wishing to maximise their influence over the protocol could try to hack into
the next winner’s machine (this is called adaptive corruption). If the attacker does not know the identity
of the next leader, this strategy fails: the attacker is forced either to concentrate their efforts on somebody
picked at random, or to spread them over a much larger attack surface. On the other hand, the winner must
be able to detect that they won, and must also be able to prove to everybody else that they are allowed to
produce a new block.
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5.2 Verifiable Random Functions

To solve these issues, we need to introduce a new primitive called a verifiable random function (VRF). This
is essentially a pseudorandom function whose outputs can be verified to be correct using a verification key.

Definition 30 (Verifiable Random Function). A verifiable random function with output in Z2k consists of
a triple of efficient algorithms (KeyGen,Eval,Verify) with the following syntax:

KeyGen : This algorithm is probabilistic, takes no input and outputs a pair (K, vk), where K is a secret key
and vk is a verification key.

Eval: This algorithm is deterministic and takes as input a secret key K and a binary string c. It outputs an
integer r ∈ Z2k and a proof π.1

Verify: This algorithm is deterministic and takes as input a verification key vk, a binary string c, an integer
r ∈ Z2k , and a proof π. It outputs a bit: 0 stands for ‘reject’; 1 stands for ‘accept’.

Additionally, we require that, for every value of c,

Pr

[
Verify(vk, c, r, π) = 1

∣∣∣∣∣(K, vk) $←− KeyGen

(r, π)← Eval(K, c)

]
= 1.

VRFs need to satisfy additional security properties. The first one states that, as for a PRF, the output
r of the VRF looks random.

Definition 31 (Pseudorandomness). We say that VRF = (KeyGen,Eval,Verify) is (T, ϵ)-pseudorandom if,
for every pair of algorithms (A0,A1) whose combined running time is at most T , it holds that∣∣∣∣∣∣∣∣∣Pr

A1(r, ψ) = 1

c ̸∈ Q

∣∣∣∣∣∣∣∣
(K, vk)

$←− KeyGen

(c, ψ)
$←− AEval(K,·)

0 (vk)

(r, π)← Eval(K, c)

− Pr

A1(r, ψ) = 1

c ̸∈ Q

∣∣∣∣∣∣∣∣∣
(K, vk)

$←− KeyGen

(c, ψ)
$←− AEval(K,·)

0 (vk)

r
$←− Z2k


∣∣∣∣∣∣∣∣∣ ≤ ϵ,

where Q denotes the set of queries that A0 issues to the oracle Eval(K, ·).

Let us discuss the above definition, as it may look confusing at first. We are asking that, even with the
help of A0, the attacker A1 cannot distinguish the value r produced by Eval(K, c) from a truly random value
r ∈ Z2k , unless A0 has queried the oracle Eval(K, ·) on c. We can interpret the output 1 of A1 as saying
“yes, I believe that the r I have received comes from Eval(K, c)”. Then, the probability on the left (where
A1 indeed receives an r generated by Eval(K, c)) is the probability of a true positive, while the probability
on the right (where A1 receives a random r) is the probability of a false positive. By requiring these two
probabilities to be at most ϵ apart, we are saying that A1 is not really good at distinguishing an r coming
from the VRF from a random one. Notice that A1 is helped in its distinguishing task by A0, which can
encode in ψ all the information it gathered about vk and by querying the oracle Eval(K, ·), as well as all
information about its choice of c. This means that there exist choices of A0 and A1 such that A1 knows vk,
c, and all the queries that A0 made to Eval(K, ·), together with the corresponding answers. However, two
things would make A1’s task trivial. The first is if A0 queried the oracle on c: by sharing the answer with
A1, the attackers could immediately tell whether r is truly random. The second is if A1 also received the
proof π produced together with r: in that case, A1 could simply check whether Verify(vk, c, r, π) = 1. For
these reasons, we do not provide π to A1, and we only consider the probabilities of true and false positives
when c ̸∈ Q.

The second property that a VRF needs to satisfy is called soundness. It essentially states that no attacker
can generate a valid VRF proof for a wrong value.

1We recall that Z2k denotes the set {0, 1, . . . , 2k − 1}.
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Definition 32 (Soundness). We say that VRF = (KeyGen,Eval,Verify) is (T, ϵ)-sound if, for every algorithm
A running in time at most T , it holds that

Pr

Verify(vk, c, r, π) = 1

r ̸= r′

∣∣∣∣∣∣∣∣
(K, vk)

$←− KeyGen

(c, r, π)
$←− A(K, vk)

(r′, π′)← Eval(K, c)

 ≤ ϵ.
The last property that a VRF needs to satisfy is called unbiasability. It essentially states that, even if we

let the adversary choose multiple VRF keys (potentially in a malicious way), their evaluations on random
inputs look random.

Before stating it, we need to introduce the definition of a monotone statistic.

Definition 33 (Monotone statistic). Let p : (Z2k ∪ {⊥})
∗ → {0, 1} be a probabilistic function. We say that

p is a monotone statistic if, for every y ∈ (Z2k ∪ {⊥})
∗
and every j ∈ [|y|], we have

Pr[p(y) = 1] ≥ Pr[p(y′) = 1],

where y′ is the string obtained by replacing the j-th entry of y with ⊥.

Essentially, the above definition says that replacing any entry of the input of p with ⊥ can only decrease
the probability that p outputs 1.

Definition 34 (Unbiasability). Let p : (Z2k ∪ {⊥})
∗ → {0, 1} be a monotone statistic. We say that

VRF = (KeyGen,Eval,Verify) is (T, λ, ϵ, p)-unbiasable if, for every pair of algorithms (A0,A1) whose combined
running time is at most T , it holds that

Expbias0 (A0,A1) ≤ Expbias1 (A0,A1) + ϵ,

where

Expbias0 (A0,A1) := Pr


∀j ̸= j′ : vkj ̸= vkj′

p((ri,j)i∈[m],j∈[n]) = 1

∣∣∣∣∣∣∣∣∣∣∣

(vk1, . . . , vkn,m, ψ)
$←− A0

c1, . . . , cm
$←− {0, 1}λ

(ri,j , πi,j)i∈[m],j∈[n]
$←− A1(c1, . . . , cm, ψ)

if Verify(vkj , ci, ri,j , πi,j) = 0 : ri,j ← ⊥

 ,

Expbias1 (A0,A1) := Pr

 ∀j ̸= j′ : vkj ̸= vkj′

p((ri,j)i∈[m],j∈[n]) = 1

∣∣∣∣∣∣(vk1, . . . , vkn,m, ψ)
$←− A0

ri,j
$←− Z2k

 .
Let us discuss the above definition. As in the pseudorandomness property, we consider the probabilities

of two different events, Expbias0 (A0,A1) and Expbias1 (A0,A1), and we require that the first exceeds the second
by at most a small amount ϵ, regardless of what A0 and A1 do. View p as a statistical test: for instance,
it can compute the average or the variance of the values it receives as input and output 1 if this is within a
certain interval. In general, it can perform an arbitrary computation. We can interpret p as follows: when
its output is 1, the inputs have passed the test; when its output is 0, the inputs have failed the test.

Let us look at the event described by Expbias0 (A0,A1). This is associated with an experiment in which A0

provides us with an arbitrary number of VRF public keys vk1, . . . , vkn, which may be generated in arbitrary
ways, an integer m, and an internal state ψ, which is passed on to A1. Next, the experiment samples m
random strings c1, . . . , cm from {0, 1}λ and gives them, along with ψ, to A1. Notice that ψ may encode the
secret counterparts of any of vk1, . . . , vkn. The goal of A1 is to provide us with an evaluation ri,j of each
VRF key vkj on each random string ci, together with a proof of correctness πi,j . These can be computed
in arbitrary ways, so, as a next step, the experiment checks the proofs: if the verification of some πi,j fails,
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the corresponding value ri,j is set to the special symbol ⊥; otherwise, ri,j is kept unchanged. The term

Expbias0 (A0,A1) is the probability that A0 outputs n distinct VRF keys and that the test p succeeds on
(ri,j)i,j .

Next, let us look at the event associated with Expbias1 (A0,A1). The experiment initially proceeds as
before: A0 provides us with VRF public keys vk1, . . . , vkn. However, the elements ri,j are now sampled

uniformly at random from Z2k . Once again, the term Expbias1 (A0,A1) is the probability that A0 outputs n
distinct VRF keys and that the test p succeeds on (ri,j)i,j .

To summarise, the above definition states that, even if the VRF keys are generated maliciously, their
evaluations on random inputs have the same statistical properties as random strings. Notice, however, that
this security property crucially relies on the fact that the inputs c1, . . . , cm cannot be predicted at the time
A0 chooses the VRF keys. If A0 could predict the inputs before they are revealed, it could select vk1, . . . , vkn
so that the evaluations do not have the statistical properties of random strings. For instance, it could select
vk1, . . . , vkn so that the evaluations are lower than average.

VRFs in Practice. We will not see how VRFs can be built. However, what is important to know
is that the constructions currently in use are (T, ϵ)-pseudorandom, (T, ϵ)-sound and (T, λ, ϵ, p)-unbiasable
for extreme values of the parameters T and ϵ. In particular, ϵ, which measures the probability that the
attackers (A0,A1) succeed, is typically smaller than 2−128, a value smaller than the probability of being hit
by a meteorite in the next second. The value of T is instead extremely high, typically 2128. This means that,
for the attackers (A0,A1) to succeed with probability greater than ϵ, they would need to run their machines
for several geological eras. The parameter λ is usually 128 or 256, while p can be any monotone statistic
computable within a certain time T ′. Typically, T ′ is also huge, e.g., 2128.

5.3 Updatable Signatures

In our proof-of-stake protocol, validators will sign the blocks they propose. Recall, however, that an attacker
may try to corrupt validators adaptively, for instance, by hacking into their machines. Once the attacker
controls a validator’s machine, they learn the validator’s secret signing key and can sign anything on their
behalf, including alternative versions of the blocks that the validator proposed in the past. Ideally, each
validator would use a different secret key in every slot and erase it as soon as they no longer need it: an
attacker who corrupts a validator would then only learn the keys for the current and future slots, which
are useless for signing blocks of past slots. However, generating a fresh key pair for every slot would be
impractical, as validators would need to announce a new public key for every slot. Updatable signatures
solve this problem: the signer has a single public key, but their secret key evolves over time.

More precisely, time is split into periods 1, 2, . . . ,M (in our protocol, the periods will be the slots), and
the signer has a different secret key skt for each period t. When the signer no longer needs skt, they derive
the secret key skt+1 for the next period from skt, and then erase skt. Updatable signatures are also known
as key-evolving or forward-secure signatures.

Definition 35 (Updatable Signature). Let M be a positive integer. An updatable signature scheme with M
periods consists of a quadruple of polynomial-time algorithms (KeyGen,Update,Sign,Verify) with the following
syntax:

KeyGen: This algorithm is probabilistic and takes no input. It outputs a public key pk and a secret key sk1
for the first period.

Update: This algorithm may be probabilistic, and takes as input a secret key skt for a period t ∈ [M − 1]. It
outputs a secret key skt+1 for period t+ 1.

Sign: This algorithm is often probabilistic, and takes as input a secret key skt for a period t ∈ [M ] and a
message m. It outputs a signature s.
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Verify: This algorithm is deterministic, and takes as input a public key pk, a period t ∈ [M ], a message m
and a signature s. It outputs a bit: 0 stands for “ reject”, 1 stands for “ accept”.

We additionally require that, for every period t ∈ [M ] and every message m,

Pr

Verify(pk, t,m, s) = 1

∣∣∣∣∣∣∣∣∣
(pk, sk1)

$←− KeyGen

for j = 1, . . . , t− 1 : skj+1
$←− Update(skj)

s
$←− Sign(skt,m)

 = 1.

We assume that each secret key skt also encodes the index t of its period, so Update and Sign do not need
to receive t as a separate input. The above property (correctness) states that, if we update the initial secret
key t− 1 times and use the result to sign a message m, the verification algorithm accepts the signature for
period t. Notice that, for M = 1, an updatable signature scheme is just a digital signature scheme.

As for digital signatures, we require that it is infeasible to forge signatures, even after seeing signatures
on messages of the attacker’s choice. In addition, signatures for a period t must remain unforgeable even
if the attacker later breaks into the signer’s machine, learning the secret key stored there at that moment.
This property is called forward security.

Definition 36 (Forward Security). Let T ∈ N and ϵ ∈ [0, 1]. An updatable signature scheme with M periods
is (T, ϵ)-forward-secure if, for every pair of probabilistic algorithms (A0,A1) whose combined running time
is at most T , it holds that

Pr


Verify(pk, t,m, s) = 1

t < t∗

(t,m) ̸∈ Q

∣∣∣∣∣∣∣∣∣∣∣∣

(pk, sk1)
$←− KeyGen

for j = 1, . . . ,M − 1 : skj+1
$←− Update(skj)

(t∗, ψ)
$←− ASign(sk·,·)

0 (pk)

(t,m, s)
$←− A1(skt∗ , ψ)

 ≤ ϵ.

Above, ASign(sk·,·)
0 means that A0 has unrestricted access to the oracle that, on input a period t′ ∈ [M ] and a

message m′, responds with a signature s′
$←− Sign(skt′ ,m

′). We denote the set of pairs (t′,m′) queried by A0

by Q. The output t∗ of A0 belongs to [M + 1], and we set skM+1 := ⊥.

Let us discuss the above definition. The attack proceeds in two phases. In the first phase, A0 receives the
public key and observes the signer at work: it can obtain signatures on messages of its choice for any period.
At the end of this phase, A0 chooses the period t∗ in which it breaks into the signer’s machine, and passes
its internal state ψ to A1. In the second phase, A1 receives skt∗ , which is what the attacker finds on the
signer’s machine: by then, the signer has erased all the keys for the periods before t∗ (if t∗ =M +1, there is
no break-in and A1 receives nothing). The attacker wins if A1 outputs a valid signature s on a message m
for a period t preceding the break-in, and A0 never asked the oracle for a signature on m for period t. We
cannot hope to protect the periods t ≥ t∗: using skt∗ and the algorithm Update, the attacker can sign any
message for period t∗ and for all subsequent periods. Notice also that the guarantee is meaningful only if
the signer erases skt as soon as they compute skt+1: if the old keys were still stored on the signer’s machine,
the attacker would learn them too when breaking in. Finally, observe that, forM = 1, forward security boils
down to the unforgeability of digital signatures (Definition 16).

We will see how to build updatable signatures when we introduce Merkle trees.

5.4 The Proof-of-Stake Election Using a Randomness Beacon

We are now ready to present our first construction, which is a simplified version of Ouroboros Praos, a
proof-of-stake protocol of the Ouroboros family that is used by the Cardano blockchain. We assume that
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all validators are equipped with a clock. We split time into slots of fixed duration, and we organise them
into groups of N consecutive slots, which we call epochs. Our construction assumes that everybody has
access to a randomness beacon: this is a mechanism that, at the beginning of every epoch, reveals a random
value a ∈ {0, 1}λ to all participants. In particular, everybody receives the same value. We will explain in
Section 5.6 how to construct such a tool.

We assume that, before the beginning of the previous epoch, every participant Pi has committed some
amount of stake Vi on the blockchain, linking it to their signature verification key pki and to their VRF key
vki (we will see in Section 5.6 why the stake must be committed one epoch in advance). In particular, all this
information is public and available to everybody. The signature scheme is an updatable signature scheme
with M periods (see Section 5.3), where M is larger than the total number of slots in the execution, and we
identify period t with slot t. To distinguish the two primitives, we denote the algorithms of the updatable
signature scheme by SIG.KeyGen, SIG.Update, SIG.Sign and SIG.Verify, and those of the VRF by VRF.KeyGen,
VRF.Eval and VRF.Verify. Let ski,1 be the initial secret signing key of Pi and let Ki be their secret VRF key.

We also assume that the party published a signature si
$←− SIG.Sign(ski,1, vki) on their VRF key for period

1, and a pair (ri, πi) = VRF.Eval(Ki, pki). If SIG.Verify(pki, 1, vki, si) = 0 (i.e., the signature on vki does not
verify), or if VRF.Verify(vki, pki, ri, πi) = 0 (i.e., the VRF proof does not verify), the validator Pi is excluded
from the election. If multiple validators have the same VRF key vk, only the first one that announced vk on
the blockchain is considered for the elections. At the beginning of every slot t, each validator Pi stores the
secret key ski,t for period t and has erased the secret keys for all previous periods (a validator who registers
after the first slot obtains ski,t by applying SIG.Update to ski,1 repeatedly, erasing all intermediate keys).
Let W ∈ Z2k be a hardness parameter and let Vtot be the total amount of stake in the system.

Each block consists of a tuple
(h, t, z, x, y, pk, r, π, s),

where h is a pointer to the previous block, t is the index of the slot, z is a hash, x is the content of the block,
y is metadata, pk is the public key of the block proposer, r is a VRF output, π is a VRF proof, and s is a
signature. A valid block satisfies the following conditions:

� z = Hash(x, y);

� (signature verification) SIG.Verify(pk, t, (h, z), s) = 1, i.e., s is a valid signature on (h, z) under pk for
period t;

� (VRF verification) VRF.Verify(vk,Hash(t, a), r, π) = 1, where vk is the VRF key registered together
with pk, i.e., π proves that r is obtained by evaluating the block proposer’s VRF key on Hash(t, a),
where a is the output of the randomness beacon in the epoch of the block;

� (election) r < V
Vtot
·W , where V is the amount of stake of the block proposer.

Notice that t does not need to be part of the signed message: since s is a signature for period t, it cannot
be used in a block for any other slot.

At the beginning of every slot t, each validator Pi performs the following operations:

1. Pi picks the most recent block B′ = (h′, t′, z′, x′, y′, pk′, r′, π′, s′) on their main chain and computes the
pointer h = Hash(h′, t′, z′, pk′).

2. Pi sets c = Hash(t, a), where a is the value produced by the randomness beacon for the current epoch.
Then, Pi computes (r, π) ← VRF.Eval(Ki, c) and checks whether r < Vi

Vtot
· W . If this is the case,

they gather all messages received from the users that are not yet on the chain into a list x. They
also compute metadata y, which typically includes information about the validator themselves and/or

randomness. Then, they derive z = Hash(x, y) and s
$←− SIG.Sign(ski,t, (h, z)).

3. Whether or not they won the election, Pi computes ski,t+1
$←− SIG.Update(ski,t), the secret key for

the next slot, and erases ski,t from their machine. If they won, they then send the new block
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B = (h, t, z, x, y, pki, r, π, s) over the gossip network (it is important that the erasure occurs before
B is released). Finally, they wait for the beginning of the next slot.

When the validators receive a new block B = (h, t, z, x, y, pk, r, π, s), they check whether slot t has begun.
If not, they put the processing of B on hold until slot t begins, and process other blocks in the meantime.
When slot t begins, they retrieve the output a of the randomness beacon for the current epoch. They also
retrieve the verification key vk and the amount of stake V that were committed on the chain by the validator
with signature key pk before the beginning of the previous epoch. If these do not exist, the block is discarded.
Next, the parties verify the following properties:

� z
?
= Hash(x, y), i.e., z is the hash of the content and of the metadata;

� SIG.Verify(pk, t, (h, z), s)
?
= 1 (signature verification), i.e., the block was signed with the secret key of

pk for period t;

� VRF.Verify(vk,Hash(t, a), r, π)
?
= 1 (VRF verification), i.e., r is the output of the VRF of the block

proposer on input Hash(t, a);

� r
?
< V

Vtot
·W , i.e., the block proposer won the election in slot t.

They also check that the slot of the block that B points to is strictly smaller than t. If all these conditions
are satisfied, they add B to their graph. Otherwise, they discard it.

5.4.1 An Informal Explanation of the Design

Before analysing the security of our construction, let us informally explain the role of its main ingredients.
Recall the requirements that we listed in Section 5.1: nobody should be able to increase their chance of
winning the election by performing more computation, nobody should be able to predict who will win the
next elections, and the winners must be able to prove that they won.

The election does not depend on the block. In slot t, a validator finds out whether they won the
election by evaluating their VRF on Hash(t, a), which only depends on the slot t and on the output a of the
randomness beacon. In particular, the outcome of the election is independent of the content x and of the
metadata y of the block that the validator is going to propose, as well as of the block that the new block
is going to be appended to (i.e., of the pointer h). This is fundamental. Suppose, for instance, that the
validators evaluated their VRF on Hash(t, a, h, z) instead. A corrupted validator who lost the election could
then try many different contents, metadata and previous blocks, until finding a combination that makes
them win. This is called a grinding attack : by performing more computation, the corrupted validator would
increase their chance of winning the election, which is exactly what we wanted to avoid. In our construction,
instead, every validator has a single chance of winning in every slot: the input of the VRF is fixed, and the
security of the VRF prevents the validator from choosing among several outputs with valid proofs. This is
also why we use a VRF rather than, for instance, the hash of a signature on Hash(t, a): since signing is often
probabilistic, a corrupted validator could produce many different signatures on the same message and pick
the one with the smallest hash.

The role of the randomness beacon. The output a of the randomness beacon is equally fundamental.
The outcome of the elections of an epoch is determined by the VRF keys of the validators, by their stake, and
by a. It is crucial that a is unpredictable at the time the VRF keys and the stake are committed. Otherwise,
the adversary could grind over the keys and over the distribution of its stake: for instance, it could generate
many VRF key pairs, evaluate each of them on the inputs Hash(t, a) of the slots of the epoch, register the
keys that win the largest number of elections, and split its stake among these keys in the most convenient
way. Indeed, recall that the unbiasability of the VRF (Definition 34) only holds for inputs that cannot be
predicted at the time the keys are chosen. For the same reason, we cannot simply replace a by a constant:
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the adversary could then grind over its keys before registering them. In our construction, the VRF keys and
the stake used in an epoch must therefore be committed before the output of the beacon for that epoch is
determined (we will see in Section 5.6 that, with our implementation of the beacon, this means one epoch
in advance).

Protection against adaptive corruption. VRFs and updatable signatures are fundamental to protect
the protocol against adaptive corruption. Every validator evaluates the VRF with their own secret key and,
by the pseudorandomness of the VRF, the outputs look random to anybody who does not know the key.
Hence, nobody can tell who will win the election in a slot until the winner publishes their block, together
with the VRF proof showing that they won. If we used a public function to determine the winners (for
instance, if a validator won whenever Hash(t, a, pk) < V

Vtot
·W ), everybody could compute the winners of all

the slots of an epoch as soon as a is revealed, and the attacker could try to corrupt them (or, more simply,
take them offline) before their slots. With VRFs, instead, by the time the identity of a winner is revealed,
their block has already been published. An attacker who corrupts the winner right after the publication of
the block could still try to use the secret signing key of the winner to sign a different block for the same slot,
or to rewrite the blocks that the winner proposed in the past. Updatable signatures prevent this: the winner
erases the secret key of the current slot before publishing the block, so the attacker only learns secret keys
for future slots which, by forward security, are useless for signing blocks for the current slot or for past slots.

The role of the signature. Finally, the signature s binds the block to the winner of the election. The
VRF output r and the proof π only show that the validator who registered the keys pk and vk won the
election in slot t: as we saw above, they do not depend on the rest of the block. Without the signature,
anybody who saw the block of a winner could replace its content, its metadata or its pointer, re-use r and
π, and obtain a different valid block for the same slot. The signature prevents this. The signed message
(h, z) contains the pointer h to the previous block and the digest z = Hash(x, y), which, by the collision
resistance of Hash, determines the content x and the metadata y. Moreover, s is a signature for period t, so
it is bound to slot t as well. Hence, the signature binds the content, the metadata, the slot and the pointer
to the previous block to the winner of the election and, by forward security, nobody else can produce it.
This guarantees that every valid block was indeed generated with the approval of the winner of the election.

5.5 A Security Analysis of the Proof-of-Stake Blockchain

In this section, we provide a mathematical proof of security for the proof-of-stake design we have just
introduced. It follows the same approach as for proof of work (see Section 3.2.5). We begin by introducing
the notions of non-empty slot and safe slot.

Definition 37 (Non-empty slot). Consider the graph of blocks of an honest party. We say that a slot is
non-empty if the graph contains at least one valid block generated in that slot.

Definition 38 (Equivalent blocks). Two blocks

B0 = (h0, t0, z0, x0, y0, pk0, r0, π0, s0) and B1 = (h1, t1, z1, x1, y1, pk1, r1, π1, s1)

are equivalent if
h0 = h1, t0 = t1, z0 = z1, pk0 = pk1.

Definition 39 (Safe slot and safe blocks). Consider the graph of blocks of an honest party. We say that
a slot is safe if all the blocks generated in it are equivalent and one of them was generated by an honest
validator. We say that a block is safe if it was generated in a safe slot.

Observe that, if a party with stake Vi is honest, by the pseudorandomness of the VRF, the probability
that they win the election in a given slot is

≈ Vi
Vtot
· W
2k
.
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Suppose that all parties are honest. Using the union bound, we can estimate the probability that at least
one party wins the election as

≈
∑
i

Vi
Vtot
· W
2k

=
W

2k
.

This means that, if everybody follows the protocol, we should expect roughly one new block every 2k

W slots.
Throughout this section, we assume that each slot lasts exactly ∆, i.e., as long as the maximum network
delay, and that a block that reaches a validator exactly at the beginning of a slot is processed before the
operations of that slot. In particular, a block that an honest validator sends at the beginning of a slot reaches
all honest parties before they perform the operations of the next slot. Hence, when the blockchain is not
under attack, producing a new block requires time

L :=
2k

W
·∆.

The next theorem shows that, if an adversary controls only a fraction α of all stake, the fraction of
non-empty slots that are safe is roughly

(1− α)
(
1− ∆

L

)
,

where ∆ is the maximum delay in the gossip network and L is the expected time required to generate a new
block. This is the proof-of-stake analogue of Theorem 7.

Theorem 12. Suppose that

� the VRF scheme is (T, ϵ)-pseudorandom, (T, ϵ)-sound and (T, λ, ϵ, p)-unbiasable for every monotone
statistic p computable in time T , where λ is the output size of Hash;

� the updatable signature scheme is (T, ϵ)-forward-secure;

� the hash function is (T, ϵ)-secure (i.e., collision resistant).

Suppose that the corrupted parties control at most a fraction α of all stake in the protocol. Let ∆ be an upper
bound on the network delay and let L be the expected time required to generate a new block. Consider any
sequence S of ℓ consecutive non-empty slots and suppose that T is an upper bound on the total amount of
computation performed by the system by the end of the last slot in S. Then, for every δ ∈ [0, 1], it holds that

Pr

[
# safe slots in S ≤ (1− δ)(1− α)

(
1− ∆

L

)
ℓ

]
≤ exp

(
−δ

2

2
(1− α)

(
1− ∆

L

)
ℓ

)
+ (4n+ 2)ϵ+ T · 2−λ.

Proof. Observe that all participants in the election have distinct VRF keys. Moreover, with extremely high
probability, all honest participants are included. Indeed, the probability that two honest participants select
the same key is at most ϵ (if it were greater than ϵ, we could use this to break the pseudorandomness of the
VRF). An adversary cannot kick an honest party out of the election by copying their VRF key either. Indeed,
the adversary would also need to provide the evaluation of this VRF on the adversary’s own signature public
key, together with a proof that this evaluation is correct. This would require the adversary either to guess
the result of this evaluation correctly (which happens with probability at most ϵ, by the pseudorandomness
of the VRF), or to generate a valid proof for an incorrect evaluation (which happens with probability at
most ϵ, by the soundness of the VRF). In other words, except with probability 3n · ϵ, all honest participants
are included in the election.

It also turns out that an attacker cannot produce any valid block B = (h, t, z, x, y, pk, r, π, s) in which pk
is the key of a validator P that is honest at the beginning of slot t, unless P has already published a block
B′ equivalent to B in slot t. Indeed, for B to be valid, s must be a signature on (h, z) that verifies under
pk for period t. The attacker may try to corrupt P (e.g., by taking control of their machine) to learn their
secret key. However, P is honest at the beginning of slot t, so P performs the operations of slot t honestly:
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in particular, P computes the secret key for period t + 1 and erases the one for period t (if P wins slot t,
this happens before their block is released). Hence, if the attacker corrupts P at a later point, they only
learn the secret key for some period t∗ > t. By the forward security of the updatable signature scheme,
this key is useless: the attacker cannot produce a valid signature for period t on a message that P has not
signed for period t (for each validator, this happens with probability at most ϵ, so with probability at most
nϵ overall). The only remaining strategy is to reuse a signature that P has already revealed. Unfortunately
for the attacker, an honest party P signs at most one pair (h, z) for period t, and only if P wins slot t.2

Suppose that B′ = (h′, t, z′, x′, y′, pk, r′, π′, s′) is the block that P proposes. To use s′, the adversary is forced
to set h = h′ and z = z′, so B is equivalent to B′. Moreover, the adversary is also forced to set x = x′ and
y = y′; otherwise, Hash(x, y) ̸= z. The alternative is to try to find a collision for the hash function, but this
is extremely unlikely to succeed (it happens with probability at most ϵ).

This argument shows that, if the corrupted parties want to generate a block that is not equivalent to any
honestly generated block in the same slot, their only option is to win the election themselves.

Hence, if in a given slot there is only one winner and this is an honest party, then the slot is most likely
safe (unless the attacker manages to break the forward security of the updatable signature scheme or the
collision resistance of the hash function).

Now, observe that, if we model Hash as a random oracle, the inputs of the VRF are just random strings.
Moreover, all these inputs are unpredictable at the time the VRF keys are selected, because the output a of
the randomness beacon had not yet been revealed (the probability that the adversary queried the random
oracle on some pair (t, a) before a was revealed is at most T · 2−λ, because the adversary’s running time is
at most T , so it can issue at most T queries). This allows us to apply the unbiasability of the VRF to argue
that the statistical properties of the evaluations are essentially the same as those of random strings.

Formally, let p be the statistic that, on input (ri,j)i,j , with ri,j ∈ Z2k ∪ {⊥}, computes

Qi :=

{
j

∣∣∣∣ri,j < Vj
Vtot
·W, ri,j ̸= ⊥

}
for every i. Then, it sets ωi to 1 if either Qi has a single element, which is the index of an honest party, or
there exists ri,j = ⊥ where j is the index of an honest party (otherwise, ωi = 0). Then, p computes the total
number ℓ of non-empty sets Qi and counts how many ωi are equal to 1. If this number is smaller than

(1− δ) · (1− α) ·
(
1− W

2k

)
· ℓ,

p outputs 1; otherwise, it outputs 0. It is easy to see that p is monotone (replacing any ri,j with ⊥ can only
decrease the probability that p outputs 1).

Consider now an execution of the proof-of-stake blockchain, and let ri,j be the VRF evaluation of the
j-th party in the i-th slot. For the honest parties, we can derive it from their secret keys. For the corrupted
parties, we can derive it only if they publish a valid block in the i-th slot; if this does not happen, we set
ri,j ← ⊥. Observe that (assuming that the adversary does not break the collision resistance of Hash or the
forward security of the updatable signature scheme) p computes the fraction of non-empty slots that are safe
and outputs 1 only when this is smaller than

(1− δ) · (1− α) ·
(
1− W

2k

)
.

By the unbiasability of the VRF, however, the probability that p outputs 1 is roughly the same as when
each ri,j is sampled at random (it can be greater by at most ϵ).

Next, we show that the probability that p outputs 1 when the ri,j are sampled at random is extremely
small. Define qi :=

Vi

Vtot
· W
2k

and let H be the set of indices of the honest parties. If we sample r1, . . . , rn

2At registration, P also signed their VRF key for period 1. We implicitly assume that VRF keys and pairs (h, z) are encoded
differently, so this signature cannot be used in a block.
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uniformly at random from Z2k , the probability that there exists exactly one ri such that ri <
Vi

Vtot
·W , and

that i ∈ H, is ∑
i∈H

qi ·
∏
j ̸=i

(1− qj).

By the union bound, we have ∏
j ̸=i

(1− qj) ≥ 1−
∑
j ̸=i

qj ≥ 1− W

2k
.

Therefore, the probability that there exists a single ri such that ri <
Vi

Vtot
·W and i ∈ H is

∑
i∈H

qi ·
∏
j ̸=i

(1− qj) ≥
∑
i∈H

qi ·
(
1− W

2k

)
≥ (1− α)W

2k
·
(
1− W

2k

)
.

On the other hand, by the union bound, the probability that there exists at least one ri such that
ri <

Vi

Vtot
·W is at most W

2k
. Therefore, the probability that there exists a single ri such that ri <

Vi

Vtot
·W and

i ∈ H, conditioned on the existence of at least one ri such that ri <
Vi

Vtot
·W , is at least

(1− α)W
2k
·
(
1− W

2k

)
W
2k

≥ (1− α) ·
(
1− W

2k

)
.

We conclude by applying the Chernoff bound and observing that W/2k = ∆/L: the probability that
there are fewer than

(1− δ) · (1− α) ·
(
1− W

2k

)
ℓ

safe slots among ℓ non-empty slots is at most

exp

(
−δ

2

2
(1− α)

(
1− ∆

L

)
ℓ

)
+ (4n+ 2)ϵ+ T · 2−λ,

where T · 2−λ is an upper bound on the probability that the corrupted parties manage to predict the output
of the randomness beacon, and (4n + 2)ϵ is an upper bound on the probability that they manage to break
any of the security properties of the VRF, the hash function or the updatable signature scheme.

From now on, we assume that the VRF, the updatable signature scheme and the hash function satisfy
the assumptions of Theorem 12, where T is an upper bound on the total amount of computation performed
by the system during the whole execution, and we let

ϵ∗ := (4n+ 2)ϵ+ T · 2−λ.

Recall also that the execution has fewer than M slots, where M is the number of periods of the updatable
signature scheme. Moreover, in the rest of this section, we apply the definitions of non-empty and safe slots
to the union of the block trees of all honest parties at the end of the execution. In this way, these notions
do not depend on the party we consider: for instance, all the blocks of a safe slot that appear in the tree
of any honest party are equivalent. As in proof of work, we need a version of Theorem 12 that holds for all
sufficiently long sequences of consecutive non-empty slots at the same time.

Corollary 2. Suppose that the corrupted parties control a constant fraction α < 1 of all stake, that the
network has delay at most ∆, and that the expected block generation time is L = ∆/γ for a constant γ < 1.
Let η ∈ (0, 1) be a constant. Then, for every integer ℓ ≥ 1, except with probability M · 2−Ω(ℓ) + ϵ∗, every
sequence of m ≥ ℓ consecutive non-empty slots contains more than (1− η)(1− γ)(1− α) ·m safe slots.
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Proof. We proceed as in the proof of Corollary 1. Fix a sequence of m consecutive non-empty slots. By
Theorem 12 with δ = η, the probability that it contains at most (1−η)(1−γ)(1−α) ·m safe slots is at most

exp

(
−η

2(1− γ)(1− α)
2

·m
)
+ ϵ∗.

The term ϵ∗ bounds the probability that the adversary predicts the output of the randomness beacon or
breaks one of the cryptographic primitives. These events concern the whole execution rather than the specific
sequence of slots, so we only need to account for them once.3 There are fewer thanM choices for the first slot
of the sequence so, by the union bound, the probability that some sequence of m ≥ ℓ consecutive non-empty
slots contains too few safe slots is at most

M ·
∞∑

m=ℓ

exp

(
−η

2(1− γ)(1− α)
2

·m
)
+ ϵ∗ =M · 2−Ω(ℓ) + ϵ∗.

Let us define the history of a block in the tree of an honest party as the sequence of blocks from the root
of the tree to the block itself, and the height of a block as the length of its history. As for proof-of-work
consensus, safe blocks play a fundamental role in the security analysis of proof-of-stake consensus. The
reason boils down to the following lemma, which is the proof-of-stake analogue of Lemma 6.

Lemma 7. Consider a protocol execution (recall that slots last exactly ∆). Then:

� No two safe blocks generated in different slots have the same height (even if they belong to the trees
of different parties).

� At the beginning of every slot t, the main chain of every honest party is at least as long as the number
of safe slots preceding t.

Proof. This result is proven as Lemma 6, using the fact that distinct safe blocks cannot be generated in the
same slot and must therefore be generated at least ∆ apart. More precisely, the honest block of a safe slot
is generated at the beginning of the slot and, since slots last ∆, it reaches all honest parties before they
perform the operations of the next slot.

Common prefix. The following theorem is the proof-of-stake analogue of Theorem 8.

Theorem 13. Consider a protocol execution in which the adversary controls a constant fraction α < 1 of
all stake in the system, the network has delay at most ∆, and the expected block generation time is L = ∆/γ
for a constant γ < 1. Suppose that

(1− α) (1− γ) > 1

2

and that all honest parties start from the same genesis block, which is safe. Let ℓ ≥ 1 be an integer and,
for every chain C, let ⌊C⌋ℓ denote the chain obtained by removing the ℓ most recent blocks from C. Then,
except with probability M · 2−Ω(ℓ) + ϵ∗, the following holds at every point in time t: if C1 and C2 are longest
chains in the block trees of two honest parties at time t (the two parties may coincide), then

⌊C1⌋ℓ ⊆ ⌊C2⌋ℓ or ⌊C1⌋ℓ ⊇ ⌊C2⌋ℓ.

We do not prove Theorem 13, since its proof is considerably more involved than that of Theorem 8. Let
us explain, at a high level, where the difficulty comes from. Unlike in proof of work, generating a block
for a slot that one has won costs nothing (this is often called the nothing-at-stake problem): a corrupted

3Formally, in the proof of Theorem 12, we can use a single monotone statistic that checks all sequences of consecutive
non-empty slots at the same time.
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validator who wins the election in some slot can sign as many different blocks for that slot as they wish.
All these blocks, however, carry the same slot number and, since the slots of the blocks along a chain are
strictly increasing, no two of them can belong to the same chain. In other words, a slot won by the adversary
allows them to extend several branches at the same time, but each branch by a single block. In the proof
of Theorem 8, we found a distinct non-safe block at each height at which C1 and C2 disagree. In proof of
stake, a single non-safe slot can provide a block to both chains, so the same counting argument only gives
half as many non-safe slots.

In fact, no argument that only counts the safe and the non-safe slots in a sequence of slots can establish
Theorem 13. For instance, suppose that, from some point on, every third non-empty slot is won by the
adversary, while all the other non-empty slots are safe. Even though two thirds of the non-empty slots are
safe, the adversary can keep two branches of the same length forever (assuming that ties between longest
chains are broken in its favour): it signs two blocks for each of its slots, one for each branch, and lets the
honest parties extend the two branches in turn. Such regular patterns are, however, extremely unlikely, and
a proof of Theorem 13 needs to exploit this fact, by looking at the order in which safe and non-safe slots
occur rather than just at their number (see, e.g., the analysis of the Ouroboros protocols).

Here, we only prove the following weaker statement. It is clearly a consequence of Theorem 13 but, unlike
Theorem 13, it can be proven using the same strategy as in proof of work.

Corollary 3. Consider a protocol execution in which the adversary controls a constant fraction α < 1 of all
stake in the system, the network has delay at most ∆, and the expected block generation time is L = ∆/γ
for a constant γ < 1. Suppose that

(1− α) (1− γ) > 2

3

and that all honest parties start from the same genesis block, which is safe. Let ℓ ≥ 1 be an integer. Then,
except with probability M · 2−Ω(ℓ) + ϵ∗, the following holds at every point in time t: if C1 and C2 are longest
chains in the block trees of two honest parties at time t (the two parties may coincide), then

⌊C1⌋ℓ ⊆ ⌊C2⌋ℓ or ⌊C1⌋ℓ ⊇ ⌊C2⌋ℓ.

Proof. The proof follows that of Theorem 8, with slots playing the role of mining times. Throughout the
proof, we treat equivalent blocks as the same block: the pointer to a block only depends on its components
h, t, z and pk, so every block that points to one of two equivalent blocks also points to the other.

Since the bound in the statement is asymptotic, we can assume that ℓ is larger than any given constant.
Let η > 0 be a constant such that q := (1− η)(1− α)(1− γ) > 2/3 (it exists because (1− α)(1− γ) > 2/3).
By Corollary 2 (with ⌈ℓ/2⌉ in place of ℓ), except with probability M · 2−Ω(ℓ)+ ϵ∗, every sequence of m ≥ ℓ/2
consecutive non-empty slots contains more than q ·m safe slots. Since q > 2/3 and ℓ is large enough, this
is more than (2m + 1)/3 safe slots (indeed, q ·m ≥ (2m + 1)/3 whenever m ≥ 1/(3q − 2)). We show that,
whenever this is the case, the property in the statement holds at every point in time.

Suppose, towards a contradiction, that, at some time t during slot s, the chains C1 and C2 are longest
chains in the trees of two honest parties P1 and P2, but neither ⌊C1⌋ℓ ⊆ ⌊C2⌋ℓ nor ⌊C1⌋ℓ ⊇ ⌊C2⌋ℓ. Define
h1 ≤ h2, B

∗ and h∗ as in the proof of Theorem 8. As shown there, h1 − h∗ ≥ ℓ + 1. Let B0 be the most
recent honest block belonging to both C1 and C2, let h0 ≤ h∗ be its height, and let s0 be the slot in which
it was generated. All blocks of C1 and C2 with height greater than h0 are descendants of B0, so they were
generated in the slots s0 +1, . . . , s (recall that the honest parties put the blocks of future slots on hold). We
now count the safe and the non-safe non-empty slots among s0 + 1, . . . , s.

Safe slots. Consider any safe slot σ with s0 < σ < s, and let B be its block. Since slots last ∆, the honest
party that generated B at the beginning of slot σ had already received B0, so the height of B is greater than
h0. For the same reason, P1 received B, together with its history, by the beginning of slot s. Since C1 is a
longest chain in the tree of P1, the height of B is at most h1. By Lemma 7, the blocks of different safe slots
have different heights, so at most h1 − h0 safe slots lie strictly between s0 and s. Including slot s, at most
h1 − h0 + 1 safe slots lie among s0 + 1, . . . , s.

Non-safe slots. Consider any height h such that h0 < h ≤ h∗. The block of height h on C1, which also
lies on C2, is not honest (by the choice of B0), so it was generated in a non-safe slot. Consider now any

66



height h such that h∗ < h ≤ h1. The two chains contain two distinct blocks of height h and, by Lemma 7,
at most one of them was generated in a safe slot (recall that all the blocks of a safe slot are equivalent).
For i ∈ {1, 2}, let Ai be the set of heights h with h∗ < h ≤ h1 such that the block of height h on Ci was
generated in a non-safe slot. Every height between h∗ + 1 and h1 belongs to A1 or to A2, so one of these
two sets, say Ai, contains at least (h1 − h∗)/2 heights. Since the slots in which the blocks of a chain were
generated form a strictly increasing sequence, the blocks of Ci with heights in {h0 + 1, . . . , h∗} ∪ Ai were
generated in distinct non-safe slots. Hence, at least

(h∗ − h0) +
h1 − h∗

2

non-safe non-empty slots lie among s0 + 1, . . . , s. This is where the proof differs from that of Theorem 8.
There, every height between h0 + 1 and h1 gave a distinct non-safe block. Here, instead, the adversary can
sign several blocks for a slot that it wins, so a single non-safe slot may provide blocks to both chains, and
we can only rely on half of the heights above h∗.

Let m be the number of non-empty slots among s0 + 1, . . . , s. These form a sequence of consecutive
non-empty slots, and m ≥ (h1 − h∗)/2 ≥ (ℓ+ 1)/2. By the above, the number of safe slots in this sequence
is at most

h1 − h0 + 1 = (h∗ − h0) + (h1 − h∗) + 1 ≤ 2

(
(h∗ − h0) +

h1 − h∗

2

)
+ 1,

i.e., at most twice the number of non-safe slots plus one. Hence, the sequence contains at most (2m+ 1)/3
safe slots. This contradicts our assumption on the execution.

Using Theorem 13, we obtain finality exactly as in proof of work.

Theorem 14. Consider a protocol execution that satisfies the assumptions of Theorem 13. Pick any honest
party and any two time instants t1 ≤ t2, and let C1 and C2 be the main chains of the party at times t1 and
t2, respectively. Let ℓ be a positive integer. Then,

Pr [⌊C1⌋ℓ ̸⊆ ⌊C2⌋ℓ] ≤M · 2−Ω(ℓ) + ϵ∗.

Proof. The proof is identical to that of Theorem 9, using Theorem 13 in place of Theorem 8.

Chain growth. The next theorem is the proof-of-stake analogue of Theorem 10.

Theorem 15. Consider a protocol execution in which the adversary controls a fraction α < 1 of all stake
in the system and the network has delay at most ∆. Consider the main chain of an honest party at time t,
and let κ > 0. Then, except with probability exp(−κ) + ϵ∗, the honest party extends their main chain by a
new block by time

t+ 3∆+ κ · L

1− α
.

Proof. As in the proof of Theorem 12, except with probability ϵ∗, we can analyse the execution as if the
VRF evaluations were truly random. Let B be the last block added to the main chain of the honest party,
let h be its height, and let t′ ≤ t be the time at which this block was received. All honest parties receive B
by time t′ + ∆ ≤ t + ∆. Let t1 be the beginning of the first slot that begins at time t + ∆ or later. Since
slots last ∆, we have t1 < t + 2∆. At the beginning of every slot that begins at time t1 or later, the main
chain of every honest party has length at least h. Hence, if an honest validator wins the election in such a
slot, they generate a block of height at least h+1 at the beginning of the slot, and our honest party receives
it within time ∆.

Let H be the set of indices of the honest parties. The probability that no honest validator wins the
election in a given slot is at most

∏
j∈H

(
1− Vj

Vtot
· W
2k

)
≤ exp

−∑
j∈H

Vj
Vtot
· W
2k

 ≤ exp

(
−(1− α) · W

2k

)
= exp

(
−(1− α) · ∆

L

)
,
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where we used Lemma 3, the fact that the honest parties hold at least a fraction 1 − α of all stake, and

L = 2k

W · ∆. Now, consider the slots that begin in the time interval from t1 to t1 + κ · L/(1 − α) (both
included). Since slots last ∆, their number N is greater than κ · L/((1 − α) · ∆). Since the elections in
different slots are independent, the probability that no honest validator wins the election in any of these
slots is at most

exp

(
−(1− α) · ∆

L
·N

)
≤ exp(−κ).

In other words, as in the proof of Theorem 10, except with probability exp(−κ), the honest parties generate
a block of height at least h+ 1 within time κ · L/(1− α) after time t1. Our honest party receives this block
within time ∆, i.e., by time

t1 + κ · L

1− α
+∆ < t+ 3∆+ κ · L

1− α
.

Compared to Theorem 10, the above bound contains an additional term ∆. This is the price of dividing
time into slots: after receiving B, the honest parties may have to wait until the beginning of the next slot
before they can try to extend it.

Chain quality. Finally, we prove the proof-of-stake analogue of Theorem 11. Unlike common prefix, chain
quality concerns a single chain, so the adversary does not benefit from signing several blocks for the same
slot, and we obtain the same bound as in proof of work.

Theorem 16. Consider a protocol execution in which the adversary controls a constant fraction α < 1 of
all stake in the system, the network has delay at most ∆, and the expected block generation time is L = ∆/γ
for a constant γ < 1. Let η > 0 be a constant and suppose that

(1− η)(1− α) (1− γ) > 1

2
.

Pick an honest party and suppose that their genesis block is safe. Consider any sequence S of ℓ consecutive
blocks on the main chain of the honest party at the beginning of some slot. Then,

Pr

[
# honest blocks in S ≥ 2(1− η)(1− γ)(1− α)− 1

(1− η)(1− γ)(1− α)
· ℓ
]
≥ 1−M · exp(−Ω(ℓ))− ϵ∗.

Proof. The proof follows that of Theorem 11, with slots playing the role of mining times, and it is actually
slightly simpler. As in the proof of Corollary 3, we treat equivalent blocks as the same block. Let q :=
(1− η)(1− γ)(1−α). By Corollary 2, except with probability M · exp(−Ω(ℓ)) + ϵ∗, every sequence of m ≥ ℓ
consecutive non-empty slots contains more than q ·m safe slots. We show that, whenever this is the case, S
contains at least 2q−1

q · ℓ honest blocks.
Let s be the slot at whose beginning we look at the main chain C of the honest party (this is the chain

that the party extends if they win the election in slot s, so all its blocks were generated in earlier slots), and
define u, B0, h0, B1, h1 and D as in the proof of Theorem 11 (if B1 does not exist, h1 := |C| + 1). Let s0
and s1 be the slots in which B0 and B1 were generated (if B1 does not exist, we set s1 := s). All blocks of
D are descendants of B0, and they are ancestors of B1 or, if B1 does not exist, they belong to the tree of
the party at the beginning of slot s. Hence, they were generated in slots strictly between s0 and s1. Since
they lie on the same chain, they were generated in distinct slots. Therefore, the number m of non-empty
slots strictly between s0 and s1 is at least |D| ≥ ℓ, and more than q ·m of these slots are safe.

As in the proof of Corollary 3, the block of every safe slot strictly between s0 and s1 has height greater
than h0. Its height is also smaller than h1: if B1 exists, the party that generated B1 at the beginning of slot
s1 had already received the block of the safe slot; otherwise, the honest party received it by the beginning
of slot s, so its height is at most |C|. Since the blocks of different safe slots have different heights, we obtain

q ·m < # safe slots strictly between s0 and s1 ≤ |D|.
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Unlike in the proof of Theorem 11, there is no additional term +1: since slots last ∆ and we look at the
main chain at the beginning of a slot, the party that generated B1 (or the honest party itself) has already
received the blocks of all the previous safe slots. Now, the blocks of D that are not honest were generated
in distinct non-safe slots strictly between s0 and s1, so their number is smaller than m − q · m. Putting
everything together, and using m < |D|/q, we obtain

# honest blocks in S = |D| −# non-honest blocks in D > |D| − (1− q) ·m > |D| − (1− q) · |D|
q

=
2q − 1

q
· |D| ≥ 2q − 1

q
· ℓ.

5.6 Implementing the Randomness Beacon

In Section 5.4, we assumed that, at the beginning of every epoch, a randomness beacon reveals a uniformly
random value a to all participants. We now discuss a simple way of implementing such a beacon using the
blockchain itself: the randomness for the next epoch is derived from the VRF outputs contained in the blocks
of the current epoch. A similar approach is used, for instance, in the Ouroboros Praos protocol.

The construction. The output a1 of the beacon for the first epoch is a random value contained in the
genesis block. For every epoch e ≥ 1, let B1, . . . , Bm be the blocks of epoch e that belong to the main chain,
ordered by slot, and let r1, . . . , rm be the VRF outputs they contain. The output of the beacon for epoch
e+ 1 is

ae+1 := Hash(r1∥r2∥ . . . ∥rm),

where ∥ denotes concatenation and Hash is modelled as a random oracle.4

Two remarks are in order. First, all honest parties must obtain the same value ae+1, so they must agree
on the blocks of epoch e that belong to the main chain. By the common prefix property (Theorem 13), this
is the case for the blocks that are buried deep enough in the main chain at the beginning of epoch e+1. For
this reason, in practice, the beacon only uses the blocks generated in the first part of each epoch. To keep
things simple, we ignore this issue and assume that, at the beginning of epoch e+1, all honest parties agree
on the blocks of epoch e that belong to the main chain.

Second, the VRF keys used in epoch e+ 1 must be fixed before anybody can influence ae+1. Otherwise,
a corrupted validator could try many VRF keys and register one that wins many slots in epoch e+ 1 (this
is an example of a grinding attack). Since the blocks that determine ae+1 are generated during epoch e, the
stake and the keys used in the elections of epoch e + 1 must be committed before the beginning of epoch
e. This is why, in Section 5.4, we required the stake to be committed one epoch in advance. With this
precaution, the VRF keys are fixed before the output of the beacon is determined, as required in the proof
of Theorem 12.

How the beacon can be biased. The adversary cannot predict the VRF outputs of the honest validators
before they publish their blocks. It cannot choose the VRF outputs of its own blocks either: these are
determined by its VRF keys and by the slots, and the soundness of the VRF prevents it from proving any
other value. However, the adversary can decide which of its blocks end up on the main chain, and this gives
it some control over ae+1. Suppose, for instance, that the last slot of epoch e in which some validator wins
the election is won by a corrupted validator only. Before publishing its block, the adversary can compute two
candidate values for ae+1: one that includes the VRF output of its block, and one that does not. Since Hash
is a random oracle, the two candidates are independent and uniformly random. The adversary, however, sees

4In practice, one also includes e + 1 and ae in the input of the hash function. This guarantees that the inputs used in
different epochs are always different, even if, for instance, two epochs contain no blocks.
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both of them, and it can pick the one it prefers (for instance, the one that maximises the number of slots it
wins in epoch e+ 1) by publishing or withholding its block. More generally, if the last j slots of epoch e in
which some validator wins the election are all won by corrupted validators only, the adversary can publish
any subset of the corresponding blocks (each of them can point to the previous block of the subset or, for
the first one, to the last block of the main chain). Hence, it can choose among 2j candidate values for ae+1.
The adversary can also try to bias the beacon in other, more complex ways, which may give it even more
options.

Quantifying the bias. To quantify the power of the adversary, we introduce the following model.

Definition 40 (Biasable beacon). Let R ≥ 1 be an integer. We say that the randomness beacon is R-
biasable if, in every epoch, its output is chosen as follows: R candidate values a(1), . . . , a(R) are sampled
independently and uniformly at random from {0, 1}λ, independently of everything else; the adversary sees all
of them and chooses one, which becomes the output of the beacon for that epoch.

The ideal beacon that we assumed so far is 1-biasable. The next lemma shows that, with an R-biasable
beacon, the probability of an event that concerns j epochs increases by a factor of at most Rj .

Lemma 8. Suppose that the randomness beacon is R-biasable, and let E be an event that only depends on
the elections in j given epochs and on the blocks published in these epochs. Suppose that, for every adversary,
E occurs with probability at most p when the outputs of the beacon in these j epochs are uniformly random
(whatever happens in the other epochs). Then, for every adversary, E occurs with probability at most Rj · p.

Proof. Let A be any adversary. For every choice of indices i1, . . . , ij ∈ {1, . . . , R}, consider the adversary
Ai1,...,ij that behaves exactly like A, except that, in the k-th of the j epochs, it always chooses the ik-th

candidate a(ik) as the output of the beacon, regardless of what A would choose. Since the candidates are
independent of everything else, the outputs of the beacon in the j epochs are uniformly random when we run
Ai1,...,ij , so E occurs with probability at most p. Now, imagine running A and all the adversaries Ai1,...,ij

with the same randomness (the same candidates, the same keys, the same random coins, and so on). If
A chooses the candidates with indices i1, . . . , ij , the execution with A coincides with the execution with
Ai1,...,ij . Hence, whenever E occurs in the execution with A, it also occurs in the execution with one of the
Rj adversaries Ai1,...,ij . By the union bound, E occurs with probability at most Rj · p.

The bound of Lemma 8 is essentially tight: if, for each candidate, the event E occurs independently
with probability p, an adversary who picks a candidate for which E occurs (if there is one) succeeds with
probability 1− (1− p)R, which is close to R · p when R · p is small.

For example, let µ be the expected number of slots of an epoch in which at least one corrupted validator
wins the election, when the output of the beacon is uniformly random. In this case, the elections in different
slots are independent so, by the Chernoff bound (see Theorem 1), the adversary wins in at least (1+δ)µ slots
of the epoch with probability at most exp(−δ2µ/3), for every δ ∈ [0, 1]. By Lemma 8, with an R-biasable
beacon, this probability is at most R · exp(−δ2µ/3). Setting δ :=

√
3(lnR+ κ)/µ (and assuming that this

is at most 1), we conclude that, except with probability exp(−κ), the adversary wins in fewer than (1 + δ)µ
slots of the epoch. Roughly speaking, biasing the beacon has the same effect as increasing the stake of the
adversary by a factor 1 + δ, which is close to 1 when the epochs are long (i.e., when µ is much larger than
lnR+ κ).

To get a feeling for the number of options of the adversary, let us estimate it for the attack described
above, in which the adversary withholds some of its blocks at the end of the epoch (for simplicity, we ignore
the rare slots won by several corrupted validators). Let J be the number of consecutive slots at the end of
epoch e that are won by corrupted validators only, among the slots in which some validator wins the election.
As we have seen, this gives the adversary 2J options. By the computation in the proof of Theorem 12, every
slot in which some validator wins the election is won by corrupted validators only with probability at most
β := 1 − (1 − α)(1 − γ), independently of the other slots. Hence, if ae is uniformly random, we have
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Pr[J ≥ j] ≤ βj for every j ≥ 0: the adversary rarely has many options. What if the adversary also biased
ae? Suppose that it could choose ae among 2j0 candidates. By Lemma 8, we obtain

Pr[J > j0] ≤ 2j0 · βj0+1 ≤ (2β)j0 .

Hence, if β < 1/2, which is exactly the assumption (1 − α)(1 − γ) > 1/2 of Theorem 13, the bias does not
accumulate over time: if the adversary has at most 2j0 options in some epoch, then it has at most 2j0 options
in the next epoch, except with probability (2β)j0 . Keep in mind, however, that this is only one possible
attack, and that more complex strategies may give the adversary more options.

Security with a biased beacon. We now explain how to adapt the security analysis of Section 5.5 to
an R-biasable beacon. In our proofs, the randomness of the elections is only used in Corollary 2 (through
Theorem 12) and in Theorem 15, so we only need to adapt these two results. The price we pay is a factor
R2 in the failure probabilities. Moreover, we need the epochs to be long, so that every epoch contains many
non-empty slots, and the bias to be small compared with the length of an epoch.

Corollary 4. Consider the setting of Corollary 2, and suppose that the randomness beacon is R-biasable
and that every epoch consists of N slots, where γN ≥ C · (ℓ + lnR) for a sufficiently large constant C that
only depends on α. Then, except with probability M · R2 · 2−Ω(ℓ) + ϵ∗, every sequence of m ≥ ℓ consecutive
non-empty slots contains more than (1− η)(1− γ)(1− α) ·m safe slots.

Proof. Let q := (1 − η)(1 − γ)(1 − α). As in the proof of Theorem 12, except with probability ϵ∗, we can
analyse the execution as if the VRF evaluations were truly random.5

First, it suffices to consider sequences of m consecutive non-empty slots with ℓ ≤ m < 2ℓ. Indeed, every
longer sequence can be split into consecutive sequences of this kind and, if each of them contains more safe
slots than q times its length, so does the whole sequence.

Second, every epoch contains at least 2ℓ non-empty slots, except with probability M · 2−Ω(ℓ). Indeed,
consider any epoch. As in the proof of Theorem 15, if the output of the beacon is uniformly random, in
every slot some honest validator wins the election with probability at least 1− exp(−(1−α)γ) ≥ (1−α)γ/2
(since e−x ≤ 1−x/2 for x ∈ [0, 1]), independently of the other slots. Hence, the number of slots of the epoch
won by some honest validator has expectation at least (1−α)γN/2, which is at least 4ℓ if C is large enough.
By the Chernoff bound (with δ = 1/2), fewer than 2ℓ slots of the epoch are won by honest validators with
probability at most exp(−(1−α)γN/16). Since these slots are non-empty, by Lemma 8, with an R-biasable
beacon, the epoch contains fewer than 2ℓ non-empty slots with probability at most R · exp(−(1−α)γN/16).
This is at most e−ℓ if C is large enough, since γN ≥ C · (ℓ + lnR). We conclude by the union bound over
the fewer than M epochs.

Third, if every epoch contains at least 2ℓ non-empty slots, any sequence of fewer than 2ℓ consecutive non-
empty slots lies within two consecutive epochs. Fix a slot u and an integer m with ℓ ≤ m < 2ℓ, and let Eu,m

be the event that the first m non-empty slots starting from slot u lie in the epoch of slot u and in the next
one, and that at most q ·m of them are safe. This event only depends on the elections in two given epochs
and, by Theorem 12 (with δ = η), it occurs with probability at most exp(−η2(1 − γ)(1 − α)m/2) = 2−Ω(ℓ)

when the outputs of the beacon are uniformly random. By Lemma 8, it occurs with probability at most
R2 · 2−Ω(ℓ). Since every sequence of m consecutive non-empty slots consists of the first m non-empty slots
starting from its first slot, we conclude by the union bound over the fewer than M choices of u and the ℓ
choices of m.

Theorem 17. Consider the setting of Theorem 15, and suppose that the randomness beacon is R-biasable
and that every epoch consists of N slots. If κ · L/(1 − α) ≤ (N − 1) · ∆, then, except with probability
R2 · exp(−κ) + ϵ∗, the honest party extends their main chain by a new block by time

t+ 3∆+ κ · L

1− α
.

5The term T · 2−λ in ϵ∗ bounds the probability that the adversary predicts an output of the beacon. Since the adversary
now sees R candidate outputs in every epoch, this term should be multiplied by R. This does not affect our conclusions as long
as R · T is much smaller than 2λ.
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Proof. In the proof of Theorem 15, the slots that begin in the time interval from t1 to t1 + κ · L/(1 − α)
only depend on t. There are at most κ · L/((1 − α) · ∆) + 1 ≤ N of them, so they lie in at most two
consecutive epochs. The event that no honest validator wins the election in any of these slots only depends
on the elections in these two epochs, and its probability is at most exp(−κ) when the outputs of the beacon
are uniformly random. By Lemma 8, its probability is at most R2 · exp(−κ). The rest of the proof is
unchanged.

The other results of Section 5.5 only use the randomness of the execution through Corollary 2. Hence,
with an R-biasable beacon, Corollary 3 and Theorem 16 still hold under the assumptions of Corollary 4
(applied with ⌈ℓ/2⌉ in place of ℓ in the case of Corollary 3), with M · 2−Ω(ℓ) replaced by M ·R2 · 2−Ω(ℓ). The
same holds for finality (Theorem 14), if we derive it from Corollary 3 rather than from Theorem 13. We do
not discuss Theorem 13, whose proof we omitted. Notice that these bounds are meaningful only if lnR is
much smaller than ℓ: intuitively, every bit of bias in the beacon must be compensated by a constant number
of additional blocks of confirmation depth.

5.7 Joining the Protocol

Like proof-of-work consensus, our proof-of-stake protocol is permissionless: validators can join and leave
the protocol without restarting it. In this section, we explain how this works, following the discussion of
Section 3.2.6. We will see that joining a proof-of-stake protocol raises a new threat, which does not arise in
proof of work.

Becoming a validator. To take part in the elections, a newcomer needs some stake, which they can
acquire, for instance, by buying coins from other users. Then, they commit their stake on the blockchain,
together with their signature verification key, their VRF key, and the signature and the VRF evaluation
described in Section 5.4. Recall that the stake used in the elections of an epoch must be committed before
the beginning of the previous epoch (we saw the reason in Section 5.6). Hence, the newcomer starts taking
part in the elections between one and two epochs after committing their stake (other designs require shorter
or longer delays, see Section 5.8). This delay has another useful consequence: at the beginning of every
epoch, the stake used in its elections was committed at least one epoch earlier, so the blocks containing it
are buried deep in the main chain. Hence, if the epochs are long enough, all honest parties agree on these
blocks by the common prefix property.

Leaving the protocol is also slightly more complex than in proof of work. A validator who simply goes
offline keeps being elected, but the slots they win remain empty, which slows down the growth of the chain
(for this reason, several protocols penalise validators who remain inactive). A validator who wishes to leave
should therefore withdraw their stake with a transaction on the blockchain. They stop being elected once
the withdrawal takes effect.

Learning the state of the chain. As in proof of work, the newcomer must also learn the current state
of the chain, and the same precautions apply: the newcomer should query the whole system, ask for whole
chains rather than just for the most recent blocks, and combine all the answers into a single graph. In
proof of work, the newcomer then picks the hardest branch departing from the genesis block. The natural
analogue in proof of stake would be to pick the longest branch. Unfortunately, this is not secure because
of the attacks that we discuss next. Notice that the security analysis of Section 5.5 does not capture these
attacks: it implicitly assumes that the stake of every validator remains the same throughout the execution,
and that every honest party receives every block within time ∆ from its generation, which is not the case
for a party that joins the protocol later.

Long-range attacks. In proof of work, creating a block requires a lot of computation. To convince the
honest parties to switch to an alternative chain, the adversary must produce a chain with more work than the
main chain which, as we saw in Section 3.2.5, is infeasible if the adversary controls a small enough fraction of
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the computational power. Moreover, the further back in the past the alternative chain departs from the main
chain, the more work the adversary must redo. In proof of stake, instead, creating a block costs nothing:
the adversary only needs to win sufficiently many elections on the alternative chain. Crucially, the outcome
of these elections depends on the stake recorded on the alternative chain itself, which the adversary can
influence.

In a long-range attack, the adversary picks a block B far in the past (for instance, many epochs ago) and
secretly builds a private chain departing from B. Its goal is to make the private chain longer than the main
chain, so that, for instance, newcomers adopt it. On the private chain, the adversary can rewrite history at
will: for instance, it can remove the payments that it made on the main chain and spend the same coins
again. At first sight, the attack seems hopeless. Let α < 1/2 be the fraction of all stake that the adversary
controls at the time of B. Right after B, the stake recorded on the private chain is the same as on the main
chain. Hence, the adversary can extend the private chain only in the slots won by corrupted validators, which
are roughly a fraction α of the slots in which some validator wins the election, while the honest validators
extend the main chain in roughly a fraction 1 − α of them. Since α < 1/2, the private chain grows more
slowly than the main chain. Over a long period of time, however, the adversary can increase its share of the
stake on the private chain, for instance, in the following ways.

� Stake bleeding. The adversary is the only validator producing blocks on the private chain, so it collects
the fees of all the transactions it includes there (see Section 4.4). Moreover, a transaction does not
specify the chain it belongs to, so the adversary can copy the transactions of the main chain into
its private chain and collect their fees. In this way, on the private chain, stake slowly flows from
the honest parties to the adversary (on the main chain, instead, the fees are collected by the honest
validators, assuming that the adversary does not produce blocks there). Once the share of the stake
of the adversary on the private chain exceeds (roughly) the share 1 − α of the honest validators on
the main chain, the private chain starts growing faster than the main chain. If the adversary waits
long enough, the private chain eventually becomes longer. This attack works for any constant fraction
α > 0.

� Posterior corruption. Some validators who held a large share of the stake at the time of B may have
withdrawn their stake since then. Their old keys are now worthless to them, so they have little reason
to protect them (or they may even be willing to sell them). On a private chain departing from B,
however, these keys still control the stake that their owners held at the time of B. Hence, an adversary
who obtains the keys of validators that held a large share of the stake at the time of B can make the
private chain grow faster than the main chain. Notice that this does not contradict our assumption that
the adversary controls at most a fraction α of all stake: at the time of the corruption, the corrupted
validators no longer hold any stake.

Mitigations. Proof-of-stake protocols combine several countermeasures against long-range attacks.

� Forward security. Posterior corruption is one of the reasons why we use updatable signatures (see
Section 5.3). Since the honest validators erase their old secret keys, an adversary who corrupts them
later cannot sign blocks for past slots, so it cannot use their old stake in the slots between B and the
time of the corruption. This makes posterior corruption much less effective, although it does not rule
it out completely: the adversary can still use the keys it obtains to sign blocks for the current and
future slots of its private chain. Moreover, nobody can check whether a validator actually erased their
old keys.

� Bounded reorganisations. A party who has been online all the time knows the main chain, so they can
simply refuse to switch to any chain that departs from their main chain more than ℓ blocks in the past,
for a suitable integer ℓ. By the common prefix property (Theorems 13 and 14), if ℓ is large enough, the
honest parties never need to abandon more than ℓ blocks of their main chain in the executions covered
by our analysis, except with small probability. This rule protects the parties who are always online,
but it does not help newcomers, nor parties who have been offline for a long time, since they do not
know the main chain yet.

73



� Trusted checkpoints. A newcomer can obtain a recent block of the main chain (a checkpoint) from
sources they trust (for instance, several independent websites, or the software they install) and discard
all chains that do not contain it. This is the approach followed by Ethereum, where it is known as
weak subjectivity : the newcomer needs to trust some information obtained outside of the protocol but,
after that, they can verify everything else by themselves. The checkpoint must be recent compared
with the time it takes to withdraw stake, so that the validators who held stake after the checkpoint
still hold it. A party who has been offline for a long time also needs a new checkpoint.

� Density-based chain selection. The Ouroboros Genesis protocol modifies the longest chain principle as
follows. When two chains depart from each other only in their last few blocks, the parties pick the
longest one, as usual. When the two chains depart from each other further in the past, the parties
instead compare the numbers of blocks that the two chains contain in a window of slots right after the
point where they depart from each other, and pick the chain with more blocks. Right after that point,
the stake recorded on the two chains is the same so, if the honest validators hold the majority of the
stake, the main chain contains more blocks in this window than the private chain (with high probability,
if the window is long enough), regardless of what happens later. Under suitable assumptions (including
forward security), this allows newcomers to join the protocol knowing only the genesis block, as in proof
of work.

� Context-sensitive transactions. If every transaction contains the hash of a recent block, and is valid
only on chains that contain that block, the adversary can no longer copy the transactions of the main
chain into its private chain. This limits stake bleeding.

5.8 Advantages and Disadvantages of Proof-of-Stake Consensus

We conclude this chapter by comparing proof-of-stake consensus with proof-of-work consensus, following the
discussion of Section 3.2.7. Before doing so, let us put our construction into context.

Other proof-of-stake designs. The construction of Section 5.4 is only one of many proof-of-stake designs,
and the randomness beacon of Section 5.6 is only one of many ways of generating randomness. Many designs
address some of the issues discussed in this chapter in different ways. For instance, Ethereum uses a different
design: the proposer of each slot is computed from the output of a randomness beacon called RANDAO and
is publicly known in advance, so VRFs are not needed (but the proposers are exposed to denial-of-service
attacks). Moreover, instead of following the longest chain principle, the parties follow the branch supported
by the votes of the largest amount of stake, and blocks become final once validators holding at least two
thirds of the stake have voted for them, in a way reminiscent of Bracha’s protocol (see Theorem 4). The
time that newcomers must wait before taking part in the elections also varies: for instance, it is much shorter
in Algorand, where blocks are final as soon as they are added to the chain, and longer in Ethereum, where
newcomers also wait in a queue.

Fees, rewards and the economy. Like proof-of-work blockchains, proof-of-stake blockchains are usually
equipped with the fee and reward mechanisms discussed in Section 4.4: users pay fees for their transactions,
and the validators collect (part of) these fees, together with rewards consisting of newly created coins.
For instance, Ethereum kept the fee mechanism of Section 4.4 when it switched to proof of stake, and it
rewards its validators not only for proposing blocks but also for voting. Moreover, proof-of-stake blockchains
typically run a whole economy, based either on the UTXO system (Section 4.1) or on the account-based
system (Section 4.2), and often support smart contracts (Section 4.3). For instance, Ethereum also kept its
account-based economy and its smart contracts, while Cardano uses an extension of the UTXO system that
supports smart contracts. In these systems, the stake is cryptocurrency recorded on the blockchain itself (for
instance, coins locked in a special deposit, or delegated to a stake pool), so the fees and rewards collected
by the validators increase their stake.
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Energy costs. The main advantage of proof of stake is that it does not require the validators to waste
computational power. In our construction, checking whether one has won the election in a slot only requires
a single VRF evaluation. In general, running a validator requires roughly the same resources as running
an ordinary server, and the security of the protocol does not depend on how much energy the validators
consume. As discussed in Section 3.2.7, the energy consumption of Ethereum dropped to virtually zero when
it switched from proof of work to proof of stake.

Communication complexity. As in proof of work, only the winners of the elections need to distribute
their blocks, so the total communication per block grows linearly with the number of validators.

Permissionlessness and fluidity. Proof of stake is still permissionless: anybody who acquires stake can
become a validator, and Sybil attacks do not help, since introducing virtual parties does not increase the
stake of the attacker. However, the system is less fluid than in proof of work. First, newcomers take part
in the elections only after a delay (between one and two epochs in our construction). Second, as we saw in
Section 5.7, joining the protocol securely may require trusting a recent checkpoint while, in proof of work,
anybody can identify the hardest chain starting from the genesis block alone. Third, the resource that grants
influence is internal to the system: computational power can be bought from any hardware manufacturer,
while stake can only be acquired from those who already hold it (or earned as fees and rewards by taking
part in the protocol). As a consequence, the initial distribution of the stake, which is recorded in the genesis
block, has a long-lasting influence on the system.

Inequalities. As in proof of work, the influence of each validator, as well as their rewards, is proportional
to their resources, so the considerations of Section 3.2.7 apply to proof of stake too. Some differences are,
however, worth noticing. In proof of work, large miners benefit from economies of scale (for instance, they
can access cheaper energy and specialised hardware), so their profits may grow more than proportionally
with their investment. In proof of stake, instead, the rewards are proportional to the stake, regardless of the
size of the validator. On the other hand, when the rewards consist of newly created coins, the users who
do not take part in the elections see their share of the stake shrink over time. For this reason, many users
who do not want to run a validator themselves delegate their stake to validators run by others, called stake
pools, in exchange for a share of the rewards. Some of the largest stake pools are run by large companies,
such as cryptocurrency exchanges, which concentrates the influence over the protocol in the hands of a few
operators.

Security assumptions. Proof of stake typically relies on more assumptions than proof of work. Our
construction requires synchronised clocks, since time is divided into slots, and additional cryptographic
primitives, namely, VRFs and updatable signatures. Moreover, the honest validators must erase their old
secret keys, something that nobody can check, and the protocol needs a randomness beacon which, as we
saw in Section 5.6, the adversary can bias to some extent. Finally, newcomers may need to trust a recent
checkpoint. Other designs replace some of these assumptions with different ones (for instance, Ethereum
needs neither VRFs nor updatable signatures, but it relies on trusted checkpoints). The security analysis is
also considerably more involved: because of the nothing-at-stake problem, we did not prove Theorem 13, and
we only proved the weaker Corollary 3, which requires a larger fraction of honest stake than its proof-of-work
analogue (Theorem 8).

Cost of attacks and accountability. In proof of work, the resources of the adversary (hardware and
energy) lie outside the system. In proof of stake, instead, to attack the system, the adversary must own a
large fraction of the cryptocurrency itself, whose value is likely to collapse if the attack succeeds. Moreover,
some forms of misbehaviour leave evidence that everybody can verify: for instance, two different blocks signed
by the same validator for the same slot. Several proof-of-stake protocols, including Ethereum, punish such
misbehaviour by destroying part of the stake of the culprit (this is called slashing). Slashing also mitigates
the nothing-at-stake problem, since signing several blocks for the same slot is no longer free. Nothing similar
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is possible in proof of work, where the miners are anonymous and their resources lie outside the system.
Notice, however, that these arguments are economic rather than cryptographic, and that they do not apply
to long-range attacks, in which the adversary may use stake that was withdrawn a long time ago.

Overall, proof of stake eliminates the energy costs of proof of work, at the price of more complex pro-
tocols, additional assumptions and new threats, such as long-range attacks. Which of the two approaches
is preferable is still debated. Today, Bitcoin still relies on proof of work, while Ethereum and many of the
blockchains created in recent years rely on proof of stake.
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