
Privacy and Surveillance
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AI Surveillance

● Why we should worry about this now?

● Who is supplying this technology?
○ China: Major driver in AI surveillance 

e.g. Huawei serves at least fifty countries 
worldwide

○ The US: IBM, Palantir, Cisco

Big Data + Neural Networks + GPUs
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“For three years now, South Wales Police has 
been using it against hundreds of thousands of 
us, without our consent and often without our 
knowledge.”

“We should all be able to use our public spaces 
without being subjected to oppressive 
surveillance.”

https://www.bbc.co.uk/news/uk-wales-53734716

https://www.bbc.co.uk/news/uk-wales-53734716


"The question isn't whether you're undocumented — but rather whether a 
flawed algorithm thinks you look like someone who's undocumented." 

Alvaro Bedoya, 
the founding director of Georgetown Law's Center on Privacy & Technology.

#disarmICE
In 2017, Palantir software allowed ICE to launch an operation that targeted 
and arrested family members of children who crossed the border, leading to 
443 arrests.

Ethical Issues: deporting migrants, refugees, and asylum seekers, 
separating families, keeping children in detention...

*ICE: Immigration and Customs Enforcement 6



Cybersecurity

“the claim of individuals, groups, or 
institutions to determine for 

themselves when, how, and to 
what extent information about 

them is communicated to others.” 
(...)  

- Alan Westin

Systems

Networks

Programs

Data
Privacy

Cybersecurity
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Privacy Definitions

● someone's right to keep their personal matters and relationships 
secret 

○ Controlling personal information disclosure and processing

○ e.g., laws to protect people’s privacy

● the state of being alone

○ Controlling access to self

○ “Right to be let alone”
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Controlling Personal Information Disclosure
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Controlling Access to Self
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11Acquisti, A., Brandimarte, L., & Loewenstein, G. (2015). Privacy and human behavior in the age of information. Science, 347(6221), 509-514.
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Uncertainty

● Privacy uncertainty arises from incomplete and asymmetric
information.

○ Data collection and data processing is often invisible. 

○ People are uncertain about how much information to share. 

● People are uncertain about their privacy preferences. 

○ This leads to privacy paradox.
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Context-dependence

● Depending on time and place, Westin 
categorizes people into three groups: 
pragmatists, fundamentalists, or 
unconcerned.

● Difficult to decide on boundaries.
● We are influenced by our culture and 

the behaviour of other people.
● Privacy concerns are also a function of 

past experiences (e.g., intrusive tech).
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Malleability and Influence

● Some entities exploit behavioral and psychological processes to 
promote disclosure.

● Default settings in applications are interpreted as implicit 
recommendations.

● Malicious interface designs confuse users into disclosing personal 
information (e.g., cookies). 

● “62% of respondents to a survey believed (incorrectly) that the 
existence of a privacy policy implied that a site could not share their 
personal information without permission.” 
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Malleability and Influence
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“An app may tell users that granting access to their location will help them get 
traffic information, but not mention that the data will be shared and sold. That 
disclosure is often buried in a vague privacy policy.”

https://www.nytimes.com/interactive/2018/12/10/business/location-data-privacy-apps.html

https://www.nytimes.com/interactive/2018/12/10/business/location-data-privacy-apps.html
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What we know so far?

● Uncertainty and context-dependence

○ People are unaware of the information they are sharing, unaware of how it can be 
used, uncertain about their privacy preferences. 

● Malleability implies that people are influenced in what and how much 
they disclose. 

● Social and behavioural empirical research suggests that people are 
vulnerable, and they behaviour may be altered by the ones holding 
the data (power imbalance). 

● Privacy policies should protect real people (naïve, uncertain, 
vulnerable) who need assistance and protection. 
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