Dark Patterns
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What are Dark Patterns?

* Also known as deceptive patterns or deceptive design patterns

* They are tricks used in websites and apps that make you do things
that you didn’t mean to, like buying or signing up for something
(deceptive.design)

* Deliberately deceptive design practices aimed at benefitting the
platform at the user’s expense

* Term coined by Dr Harry Brignull


https://www.deceptive.design/

Types of Dark Patterns
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Isguised Ads
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In order to be able to fully enjoy a movie or song,
appropriate applications need to be used. Media files
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https://www.deceptive.design/types/disguised-ads



Fake Scarcity/FOMO

https://www.deceptive.design/types/fake-scarcity

Tshirt

$250.00 USD

Size

S v

@ Only 3 Left In Stock # 12 Sold Just Today

ADD TO CART ‘

BUY IT NOW

The Shanghai T-Shirt is cut in soft stretch cotton jersey to a fitted silhouette with
a contrast heat-pressed. Ribbed crewneck with a center-back slit. Short
sleeves, Slim fit. 95% cotton, 5% elastane.

E1 SHARE W TWEET @ PINIT



Fake Social Proof
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Fire Wood Stack together
‘ with Reebok Crossfit

https://www.deceptive.design/types/fake-social-proof



Fake Urgency

Hurry up! Sale ending in:
00 11 59
Days Hrs Mins Sec

Sale Ends Once The Timer Hits Zero!

https://www.deceptive.design/types/fake-urgency



Forced Action
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Linked T3]

Grow your network on LinkedIn.

Step 2 of 7 [l
Get started by adding your email address.

Your emalil: | danlinkedintest@gmail.com

Welll import your address book to suggest connections and
help you manage your contacts. Leam More

Skip this step »

Linkedin Corporation © 2015

Commercial use of this site without express authorization is prohibited.

https://www.deceptive.design/types/forced-action



Hard to Cancel/Roach Motel
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Hard to Cancel/Roach Motel

X

Are you sure?

Are you sure you want to remove this city from your profile?

facebook makes the
‘Cancel’ blue (a positive
colour) and places it on
the right (right, as in ‘the

a subliminal way correct thing to do’)

of saying it's
WCLERCEEUETEN | Confirm Cancel
your information.
https://www.reddit.com/r/darkpatterns/comments/9g8rnk/f
acebooks_data_deletion_dark_pattern/




Hidden Costs

Order Subtotal $50.98
Standard Delivery $14.99
( Care & Handling $2.99)
Tax $4.56
Total $73.52
Savings Today © $9.00

Get a Delivery Rebate up to $15 for your
Proflowers purchase! Learn More

https://www.fyresite.com/dark-patterns-a-new-scientific-
look-at-ux-deception/



Nagging

Please Turn On Notifications

Know right away when people follow
you or like and comment on your
photos.

Not Now



https://darkpatterns.uxp2.com/pattern/instagram-no-option-for-no/
https://www.deceptive.design/

Obstruction

Required: Review your data
settings
Personal data laws are changing in the
European Union, and we want to make it
easy for you to view some of your data
settings.

Please 1ake a few minutes to review these
updates and make choices about some
specific data settings.

Here's what we'll ask you to review:

(“) How we use personal data from
advertisers, app developers and
publishers to show you relevant ads

(~) An option for turning on face recognition

() Our updated Terms, Data Policy and
Cookie Policy

GET STARTED

We show you better ads by using data
from advertisers, app developers and
publishers

We care about protecting your privacy. We
don't sell your data, and we've designed
our ad system so that we can show you
relevant and useful ads without telling
advertisers who you are. To show you
better ads, we use data that advertisers,
app developers and publishers provide us
about your activity off Facebook Company
Products. This data includes your use of
these partners' websites and apps, and
certain offline interactions with them, such
as purchases. You control whether we use
this data to show you ads. To confirm that
we can use this data to decide which ads
to show you, select Accept and Continue.
If you don't want us to use this data to
decide which ads to show you, select
Manage Data Settings.

MANAGE DATA SETTINGS

ACCEPT AND CONTINUE

€& BACK

You control whether we use data from
partners to show you ads

Data from advertisers, app developers and
publishers about your activity off Facebook
Company Products helps us show you
relevant and useful ads. It includes your use
of these partners’ websites and apps, and
certain offline interactions with them, such
as purchases.

This setting applies to ads that we show you
across Facebook Company Products,
including Facebook and Instagram, as well
as on websites, apps and devices that use
our advertising services.

Ads based on data from partners:

Allowed

Ads will be more relevant 1o you

https://www.deceptive.design/types/obstruction




Preselection
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Official Website of Donald J. Trump for President

WE MADE HISTORY

We showed America the silent majority is no longer
silent. We've made history. We made our hopes, our
dreams - our limitless potential - a reality. We created
a government that is once again of, by and for the
people.

But those same forces that tried to stop us during the
election are still out to destroy our movement.

We must keep fighting the media, Democrats, and the
special interests who thrive off of the swamp.

Contribute to keep fighting for America.

m 190

Your contribution will benefit Donald J. Trump
for President, Inc.

Make this a monthly recurring donation

Let's break a fundraising record on
President Trump's birthday! Join now!
This additional donation will process on 6/14

$150 Monthly
+$150 on 6/14

Donated before using an account? Login

https://www.deceptive.design/types/preselection
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BUY NOW
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i
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My Shopping Bag Bought
<< CONTIN Pl SECURE CHECKOUT . ~
Product Detalls ‘Quantity Unit Price Total
Campri Snowdon Karrimor K2 Mens.
Asolo Ascender Mens Walking Boots 3 + £184.99 £184.99 Waterproof Mens. Sandals
‘ ColourGrptie Sz 12 = a e £17.00 £19.99
£59.99 £39.99

Forever Sports Sports Fantastic Value Magazine and Free Giant Mug (Ge to your
Bag to remove) = 1 Remove £1.00 £1.00 =
Colour - SeN

s UPDATE BAG

Sub Total £1 85'99 Karrimor Urban 30 Karnimor Taurus 20

Backpack Rucksack

<< CONTINUE SHOPPI SECURE CHECKOUT @ £14.99 £9.00
£2299

Tm

Buniop Check Golf Polo Muddylox Cycling

Shint Mens Padded Shorts Ladies
£7.00 £9.50
£29.99 £3299

https://www.deceptive.design/types/sneaking




Trick Wording

Search » Select » Services » Payment » Itinerary

P. ger Details - Al names must match those in the passport/accepted travel document |@ Flights
1|Ttle & ¥ 0.00 GBP| || Going Out: 11/10/2010 10:30hrs
Beat the queues, buy priority boarding: Yes ONo O 0.00 GBP East Midlands - Beriin
Buy AXA travel insurance View policy benefits | Please select a country of residence ~ 0.00 GBP| || 1 xAdult 10.99 GBP
1f you do not wich to buy insurance select No Travel Insurance in the drop down menu. Taxes/Fees 0.00 GBP
- 1 x Web Check in 5.00 GBP
|SMS Confirmation
Coming Back: 18/10/2010 13:45hrs
Click Yes to receive a text message confir ves One O 0.00 GBP
Reservation Number and flight details (Click o |nfnrmalmn)7 Berlin - East Midlands
Your mobile phone number will be entered on the following page and will only be used to send important flight informatien. 1 x Adult 16.99 GBP
. . Taxes/Fees 0.00 GBP
|Ryana|r Approved Cabin Bag ‘
1 x Web Check in 5.00 GBP
Samsénite ves Ono O 0.00 GBP | @ ;
Total

The Samsonite Aspire cabin bag is available exclusively at Ryanair.com

and is approved for carriage on Ryanair flights, subject to our cabin Total Cost 37.98 GBP

baggage weight and size restrictions detailed in the cabin bag specification Free

below. 4 1 Excluding administration fee (if applicable)
Delivery*

If you would like to purchase an approved Ryanair Cabin bag
from Samsonite please click “Yes" (Cabin Bag specification)

|Sport5 Equip /! ical Instruments/Infant Equipment

- !a E Please check box if one or more passengers wishes to carry sports equipment, a musical
instrument or infant equipment.

[Special Assistance

Please check box to reserve special assistance at the airport for members of your party. Failure to
B prebook special assistance may result in the service being unavailable.

[ Important - Please check box to continue

I have read and accept Ryanair's Terms and Conditions of Travel and Website Terms of Use. All travel is
offered in accordance with Ryanair's General Conditions of Carriage for Passengers and Baggage.

I will advise Ryanair of any changes to my contact detail
reservations centre.

including my email address to a local Ryanair

The e-mall address provided at the ime of reservation will be used to notify passengers of any flight time
to general corr or to send other important travel information. Evidence of
& AN A AER Wil b ACCEptA:l A% EVIAaEn of TECEMt.

we offer SSL{
to pr

ure Sockst Layer] tachnology
t your persons| information. [RSELIBUIS

Q. | Privacy Policy | Terms and Conditions | Conditions of Carriage | Terms of Use | Contact Us | Fees
Copyright 2008 Ryanair Ltd.

https://www.deceptive.design/types/trick-wording



Visual Interference

UPGRADES

Eligible

Autopilot Upgrades

Full S

Due Today $4,000.00

Pay With Credit Card

https://www.deceptive.design/types/visual-interference



Ethical Design



Ethical Design Principles

* Transparency: clear communication
* Informed consent: opt-in rather than op-out, granular permissions

* Autonomy: easy deactivation or deletion, no pressure tactics,
voluntary notifications

* Design for clarity: simple navigation, unambiguous language,
highlight key actions

* User wellbeing: healthy usage prompts, minimise addictive
features (infinite scroll, autoplay), inclusive design

* Privacy: accessible privacy policies, minimal data collection, user
data control, data security



Activity

* On the next slides are 4 screenshots of real-life interfaces using
dark patterns

* Work in groups to identify the dark patterns in each example and
suggest how they would redesign them to be more ethical

e Class discussion
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A
Solutioninn 2z f QA =
Membership Cancellation Request
We sin k you for being orm your
cance request
This will take about 5 minutes, Help us understand what went wrong,
Country: v
Phone Number = I I
Required

Date of Birth [ J (] ] Wiy we need yoor birthday?
We Wit e you it on your rthasy.
Required

Please refer a friend who can benefit l l
from our service

Type a Valid Email

Get In Touch Company info

Services

Tutors v

https://www.reddit.com/r/assholedesign



Allow Instagram to
use your app and
website activity?

To provide a better ads experience,
we need permission to use future
activity that other apps and websites
send us from this device. This won't
give us access to new types of
information. about how
we limit our use of your activity if you
turn off this device setting, and
related settings on Instagram.

Make Ads Less Personalized

Make Ads More Personalized




MUN vs LEI Final CHE vs ARS Final

11 ”H

Your notifications for news and more
are currently off

Turn on notifications to get updates on the things

that you care about

Turn on

Don't get updates )

Q Al

Search Saved

https://www.reddit.com/r/assholedesign/comments/1gp5uz
3/aggressive_notifs_ping_from_google_because_i/#lightbox




)

Apple Music

Individual See All Plans...

You've subscribed through a free offer.

Starting January 17, 2025, plan renews for $10.99 per month until canceled.

You Might Like

Apple One

Get more when you bundle. Enjoy Apple TV+, Apple Music, Apple Arcade,
and more, all at a low monthly price.

Cancel Free Trial
If you cancel, you will immediately lose access to Apple Music and the
remainder of your free trial. You cannot reactivate this trial.

https://www.reddit.com/r/assholedesign/comments/1g664x
4/apple_doesnt_let_you_cancel_your_free_trial_to/#lightbox
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