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Who are we?
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  Dr Tara Capel            Nicole Meng-Schneider
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Related 
to HCI

Photo by Niels And Marco on Unsplash

Photo by Jessie McCall on Unsplash

Photo by Victor Freitas on Unsplash

https://unsplash.com/@dutch_swiss_photographers?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/passenger-plane-about-to-take-off-nYMaxzYFRJ4?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/@littlegreeneyes?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/man-in-white-button-up-shirt-holding-black-and-white-box-guXX_Wm-wnY?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/@victorfreitas?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/person-about-to-lift-the-barbel-WvDYdXDzkhs?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Think - Pair - Share

What other examples can you think of?

Think for 1 min

Discuss with your neighbour for 2 min

Share with the class for 3 min



HCI is everywhere.
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URLs are used 
in Phishing
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URLs are used 
in Phishing

http://hmrc-dataonline-gov-uk.paradisetravelinc.com/ 
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People 
can’t read 

URLs*

● paypal.com.login-myaccount.policy.country 

● paypal.com.updates-information-accounts.ga 

● paypal.com.account.update.amquipac.org 

● paypal.com.login.summary-limited-account.gq 

● paypal.com-websecure.limited 

● paypal.com.resolution-ticket.tk 

● www.update-paypal-informations-account.ga 

None of these go to Paypal

* Sara Albakry, Kami Vaniea, and Maria K. Wolters. 2020. What is this URL's Destination? Empirical 
Evaluation of Users' URL Reading. In Proceedings of the 2020 CHI Conference on Human Factors in 
Computing Systems (CHI '20). Association for Computing Machinery, New York, NY, USA, 1–12. 
https://doi.org/10.1145/3313831.3376168
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Design Process
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What is 
needed or 
wanted?

Analysis Design Implement 
and deploy

Prototype



Design Process
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and deploy
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Run survey 
to verify 
theory

● facebook.profile.com 

● mobile.twitter.com 

● profile.travbuddy.com 

● weheartit.mobile.com 

● bbc.profile.com 

● mobile.cnn.com 

● profile.dunfermlinepress.com 

● haysfreepress.mobile.com 

● paypal.profile.com 

● mobile.westernunion.com 

● profile.purepoint.com 

● revolut.mobile.com 

RQ: Can people differentiate between parts of a  
URL?

* Sara Albakry, Kami Vaniea, and Maria K. Wolters. 2020. What is this URL's Destination? Empirical 
Evaluation of Users' URL Reading. In Proceedings of the 2020 CHI Conference on Human Factors in 
Computing Systems (CHI '20). Association for Computing Machinery, New York, NY, USA, 1–12. 
https://doi.org/10.1145/3313831.3376168



13

Run survey 
to verify 
theory

Results:

8% of participants consistently answered with the 
domain (correct answer)

92% of participants cannot read a URL.

RQ: Can people differentiate between parts of a  
URL?

* Sara Albakry, Kami Vaniea, and Maria K. Wolters. 2020. What is this URL's Destination? Empirical 
Evaluation of Users' URL Reading. In Proceedings of the 2020 CHI Conference on Human Factors in 
Computing Systems (CHI '20). Association for Computing Machinery, New York, NY, USA, 1–12. 
https://doi.org/10.1145/3313831.3376168



92% of participants cannot 
reliably answer this question:
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Does this URL go to Facebook?

https://facebook.mobile.com 



Design Process
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What is 
needed or 
wanted?

Analysis Design Implement 
and deploy

Prototype



Designing  
Methodology
Initial Design 
Inspired by (Kelly et al, 2009)
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After 8 Focus Groups 

Kholoud Althobaiti, Nicole Meng, and Kami Vaniea. 2021. I Don’t Need an Expert! Making URL Phishing 
Features Human Comprehensible. In Proceedings of the 2021 CHI Conference on Human Factors in 
Computing Systems (CHI '21). Association for Computing Machinery, New York, NY, USA, Article 695, 1–17. 
https://doi.org/10.1145/3411764.3445574



Design Iterations
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Kholoud Althobaiti, Nicole Meng, and Kami Vaniea. 2021. I Don’t Need an Expert! Making URL Phishing Features Human Comprehensible. In Proceedings of the 2021 CHI 
Conference on Human Factors in Computing Systems (CHI '21). Association for Computing Machinery, New York, NY, USA, Article 695, 1–17. 
https://doi.org/10.1145/3411764.3445574



Design Process
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What is 
needed or 
wanted?

Analysis Design Implement 
and deploy

Prototype



Design Validation
Report Appearance
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Kholoud Althobaiti, Nicole Meng, and Kami Vaniea. 2021. I Don’t Need an Expert! Making URL Phishing Features Human Comprehensible. In Proceedings of the 2021 CHI 
Conference on Human Factors in Computing Systems (CHI '21). Association for Computing Machinery, New York, NY, USA, Article 695, 1–17. 
https://doi.org/10.1145/3411764.3445574

● Tested on 2023 
safe and 2617 
phishing URLs

● Test appearance of 
visual cues and 
colours

● only 3.4% of safe 
URLs showed a 
“trick”

● Safe URLs were 
normally green 
and phishing ones 
had red rows



Design Validation
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Online User Study

Kholoud Althobaiti, Nicole Meng, and Kami Vaniea. 2021. I Don’t Need an Expert! Making URL Phishing Features Human Comprehensible. In Proceedings of the 2021 CHI 
Conference on Human Factors in Computing Systems (CHI '21). Association for Computing Machinery, New York, NY, USA, Article 695, 1–17. 
https://doi.org/10.1145/3411764.3445574

● 158 Prolific participants were 
asked to judge URL safety

● 3 groups with domain 
highlighting as control setting

● Participants were able to 
answer comprehension 
questions for 7.73/10 row 
descriptions on average

Condition Accuracy Per user correctness

Domain
highlighting

65% 3.88/6

Report 
Summary

83% 4.96/6

Full report 92% 5.5/6
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Design Process
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What is 
needed or 
wanted?

Analysis Design Implement 
and deploy

Prototype

 



Design Process
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What is 
needed or 
wanted?

Analysis Design Implement 
and deploy

Prototype

Coursework 1: Initial Mockup of Learn (OpenCourse)



Design Process
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What is 
needed or 
wanted?

Analysis Design Implement 
and deploy

Prototype

Coursework 2: Evaluate other designs and give design 
recommendations



Design Process
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What is 
needed or 
wanted?

Analysis Design Implement 
and deploy

Prototype

Coursework 3: Refine and justify design
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Group Sign Up
● You will pretend to be the design team working with a client who wants to redesign learn and 

opencourse. 
● You will be working in groups of 3 or 4 and produce three short reports and develop mock-ups 

on figma.
● We do not expect fully functioning prototypes, but focused redesigns of problematic screens.

Group Sign Up instructions under assessment on opencourse: 

SIGN UP BEFORE WEDNESDAY NEXT WEEK.
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What else are we 
going to cover in 

this class?

● Accessibility

● Defining a problem and requirements

● Develop a prototype and how to iterate on it

● Design Evaluation

● User studies and how to design and conduct them

● Qualitative data analysis

● Ethics

● Interface design

● Design research



Flipped Classrooms
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x 10
for 10 weeks in 
the semester

Screenshot of last year’s HCI playlists on 
media.ed.ac.uk

Photo by Dylan Gillis on Unsplash Photo by Andrew Neel on Unsplash

Videos, Guidance 
Text and 

Recommended 
Reading on 

https://opencourse.i
nf.ed.ac.uk/hci/sche

duleAndMaterial

Live Sessions with 
Recap, Q&A and 

Hands-On Activities
on Tuesdays and 

Fridays

Brief weekly quizzes 
to help you estimate 
your understanding
on Fridays, due at 

4pm

https://unsplash.com/@dylandgillis?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/people-sitting-on-chair-in-front-of-table-while-holding-pens-during-daytime-KdeqA3aTnBY?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/@andrewtneel?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/girl-wearing-grey-long-sleeved-shirt-using-macbook-pro-on-brown-wooden-table-ute2XAFQU2I?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://opencourse.inf.ed.ac.uk/hci/scheduleAndMaterial
https://opencourse.inf.ed.ac.uk/hci/scheduleAndMaterial
https://opencourse.inf.ed.ac.uk/hci/scheduleAndMaterial


Any questions for now?
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HCI is 
Important

30
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Raise your hand if 
you’ve ever had a 

similar experience 
with technology

http://www.youtube.com/watch?v=HtTUsOKjWyQ
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Experience with Technology

Work in pairs - 2 minutes 
each
Consider any interactive 
technology you use

Is it easy to use? 

Is it useful?

Is is enjoyable, satisfying or frustrating 
to use?

Why?
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Why is HCI Important?

● Understand users and their 
needs

● Create a smooth user 
experience, reduce 
frustration, and increase 
usefulness

● Being aware of the dark 
side of user experience 
design

https://darkpatterns.uxp2.com/patter
n/instagram-no-option-for-no/

 https://www.deceptive.design/

https://darkpatterns.uxp2.com/pattern/instagram-no-option-for-no/
https://darkpatterns.uxp2.com/pattern/instagram-no-option-for-no/
https://www.deceptive.design/
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Who is HCI important for?  

● Anyone who interacts with 
technology

● People with accessibility 
needs
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Homework

● Until Friday, note down any technology or 
interfaces you experience difficulties with. 
Take a screenshot or jot down some notes to 
discuss during out in-class activity on Friday.
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