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Hey Google, turn on light.

turn light on

Photo by Vladislav Nikonov 
on Unsplash

Remember how smart speakers work

https://unsplash.com/@memtor?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/orange-light-bulb-QUzPQh5VNo4?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


3

Hey Google, turn on light.

turn light on

Photo by Vladislav Nikonov 
on Unsplash

Before GDPR: Little transparency and control

Before GDPR: Black Box

I have no idea how it 
works or where my data 
is going. This is scary.
Someone is surely selling 
my data.

https://unsplash.com/@memtor?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/orange-light-bulb-QUzPQh5VNo4?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
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Hey Google, turn on light.

turn light on

Photo by Vladislav Nikonov 
on Unsplash

After GDPR: More Transparency and Control

https://unsplash.com/@memtor?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/orange-light-bulb-QUzPQh5VNo4?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash


What is GDPR?
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General Data 
Protection 
Regulation 

(GDPR)

● In effect from May 2018

● Legal framework that governs data privacy and security 
across the EU and UK

○ i.e. how companies should collect, store, and handle 
our personal data

○ Applies to any organisation with ties to EU, even if 
based somewhere else

● Main Goal: Protect people’s privacy by giving them 
more control

● Dictates: 

○ Consent for data collection, handling and storage

○ Users should have control over their data

○ Data should be handled securely

○ Transparency of data use

○ What is personal data

Full legal text: https://gdpr-info.eu/

https://gdpr-info.eu/
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What is 
personal data?

Full legal text: https://gdpr-info.eu/

GDPR Art.4 (1) - Definition of Personal Data

GDPR Art.9 - Sensitive Data (special category)

https://gdpr-info.eu/
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GDPR Main 
Principles

● Strong Data Subject Rights
○ Right to erasure (Right to be forgotten)
○ Right of access
○ Right to rectification
○ And others

Full legal text: https://gdpr-info.eu/

https://gdpr-info.eu/
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GDPR Main 
Principles

● Strong Data Subject Rights
○ Right to erasure (Right to be forgotten)
○ Right of access
○ Right to rectification
○ And others

● Data Minimisation
○ Collection of personal information to what is directly 

relevant and necessary to accomplish a specified purpose
○ Store only for as long as needed

● Consent
○ When consent can be implied and when it has to be explicit
○ Right to withdraw consent
○ Freely given, Specific, Informed, Unambiguous

● Transparency
○ Clear communication what data is collected and why

● Security measures
○ Strong security measures in place to protect user data (e.g. 

Encryption and pseudonymisation)
○ Immediate notification in case of data breach

● Responsibility
○ Dedicated Data Protection Officer to ensure compliance 

(large companies only)
Full legal text: https://gdpr-info.eu/

https://gdpr-info.eu/
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Think Pair 
Share

What does GDPR mean for us as  
designers and developers?

GDPR Principles

● Strong Data Subject Rights

● Data Minimisation

● Consent

● Transparency

● Security measures

● Responsibility

Think for 1 min

Pair for 3 min

Share for 5 min



A good designer 
translates these legal requirements 
into clear, usable features to help build 
safe and trustworthy technology
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So how can we 
do that?
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Clear Consent Mechanisms
- Accept and decline option
- Way to get more information
- Unambiguous: consent is not assumed through 

pre-ticked boxes or ambiguous phrasing
- User makes an active choice
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So how can we 
do that?

Facebook Privacy centre

Accessible Privacy Settings
- Privacy settings are easy to find and manage
- Intuitively organised and easily understood
- Allow users to easily update their preferences
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So how can we 
do that?

Spotify’s Privacy Policy

Transparent Language
- clear, straightforward language
- no jargon or complex legal language
- help users understand what data is collect, why 

and how it will be used
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So how can we 
do that?

Screenshot from https://bluedot.io/blog/location-prompt-ios-13-permissions/

Limiting Data Collection
- determine which data is necessary for the service to 

run and which is optional
- Avoid collecting data when not absolutely relevant
- Ensure deletion when data is not needed anymore

https://bluedot.io/blog/location-prompt-ios-13-permissions/
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Think Pair 
Share

Which other GDPR UI components  
can you think of?

GDPR Principles

● Strong Data Subject Rights

● Data Minimisation

● Consent

● Transparency

● Security measures

● Responsibility

Think for 1 min

Pair for 3 min

Share for 5 min



What changes followed GDPR?
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Internet of 
Things (IoT) 
Devices (e.g. 
smart home)

Image from https://blog.google/products/google-nest/new-in-google-home-io22/

- Enhanced Data Control (Retention, Deletion, 
Management)

- Transparency on Data Usage
- Clearer Consent and Privacy Notices
- Data Security Improvements
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Mobile Apps 
(e.g. Health 
and Fitness 

Apps)

Image from https://www.theverge.com/2023/8/1/23814481/fitbit-app-redesign-google-pixel-watch-2

- Data Minimization
- Consent for Sensitive Data
- Anonymization of Data
- Parental Consent for Minors
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Messaging 
Apps (e.g. 
WhatsApp, 
Telegram)

Images from https://www.whatsapp.com/expressyourself and 
https://www.reddit.com/r/Telegram/comments/17m9tmh/telegram_app_looks_outdated_but_app_store_insists/

 

- Data Minimization
- End-to-End Encryption 
- Deletion and Data Portability
- More Transparency on 
- Data Processing

https://www.whatsapp.com/expressyourself
https://www.reddit.com/r/Telegram/comments/17m9tmh/telegram_app_looks_outdated_but_app_store_insists/
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Summary 
GDPR

● Greater Control Over Personal Data
○ Data Access and Portability
○ Right to Be Forgotten

● Clearer Consent and Privacy Settings
○ Transparency and Consent Mechanisms
○ Better Privacy Notices and Settings

● Protection from Data Misuse
○ Minimized Data Collection
○ Clear Purpose Limitation

● Improved Security Standards
○ Stronger Data Security Requirements
○ Data Breach Notifications

● A Culture of Accountability in Tech Companies
○ Increased Accountability
○ Privacy by Design

Full legal text: https://gdpr-info.eu/

https://gdpr-info.eu/


Any questions?
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