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All your answers need to be justified via a formal argument.

General notation. In this exam, we use < to denote assignment of a value

(e.g. a < b means that we assign the value of b to a). We use & to denote
a random sampling operation. We use OR(z) to denote the function computing
the logical OR of all the bits of x (e.g., if z = 010001 then OR(z) = 1). We
use || to denote the concatenation operation. We use [z]} to denote the function
that returns the sub-bit-string of x starting from the bit in position ¢ up to the
bit in position j (e.g., if z = 010001 then [z]; = 01000). We use U, to denote
the uniform distribution of bit-strings of size n. We use = to denote standard
equality check and we use & when defining an object (e.g., define how a function
behaves). We use negl(n) to denote negligible function in n.

1. Shift Cipher. Alice and Bob want to exchange messages using the Shift Cipher
as their encryption scheme. Alice is about to send a message to Bob. Eve, who
is eavesdropping on their communication, knows that the message is either going
to be DEMO or STOP. Describe how can Eve determine which message was sent,
based on the encrypted message that she observes and explain how she can break
the encryption scheme. [3 marks]

2. PRF and PRG

(a) (PRF) Let F: {0,1}"x{0,1}" — {0,1}" be a length-preserving keyed pseu-
dorandom function (PRF). Let H : {0,1}*" — {0, 1}" be a collision resistant
hash function. State whether each of the following PRF candidates is or is
not a pseudorandom function. If yes, prove it; if not, show a distinguisher
that succeeds with non-negligible probability. Hint: to prove that some of
these candidates are not PRFs, it may be useful to assume the existence of
hash functions or PRFs with input and output of arbitrary size. Feel free
to assume that such PRFs and hash functions do exist, and pick the length
parameters that are the most suitable to prove your result.

i F'(k,2) € H(F(k,z)||om). [4 marks]

def

. F'(k,x) = F(k,H(x||0™)) [6 marks]
(b) (PRG) Let G be a pseudorandom generator (PRG) that {0,1}" — {0, 1}*".
State whether each of the following PRG candidates is or is not a pseudo-
random generator. If yes, prove it; if not, show a distinguisher that succeeds
with non-negligible probability (as for the previous exercise, if needed, you
can assume that there exists PRG with input and output of arbitrary size
based on your choice):

i G'(z) & G(x)||OR(z). [4 marks)

i G"(z) € Gx) @ Glx) [4 marks]
QUESTION CONTINUES ON NEXT PAGE
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. G"(z) ¥ G([2]71||OR(x)). (6 marks)
3. Hash Functions

(a) Let H : {0,1}*" — {0,1}" be a collision resistant hash function. Let
F :{0,1}" x {0,1}* — {0,1}" be a length-preserving keyed pseudoran-
dom function. State whether each of the following hash-function candidates
is or is not a collision-resistant hash function. If yes, prove it; if not, show
a distinguisher that succeeds with non-negligible probability (as before, if
needed, you can assume that there exist hash functions or PRFs with input
and output of arbitrary size based on your choice):

i. H'(x) & F(k,2'), where k < [z]}, and 2’ +— [z]2",. [6 marks]
i H"(z) < H([z)21)0). [3 marks]
4. Public-key and secret key encryptions

(a) Let Gen,Enc, Dec be the ElGamal encryption scheme. Let us define a new
encryption scheme as follows:
e Gen'(1™):
— pk, sk < Gen(1"™) (recall that pk def (G,q,9,9") and sk dof x).
— return (pk, sk).
e Enc'(pk,m):
— Parse pk as (G, q, 9, 9")
— k< Z,,
— ct <+ Enc(k)
— return (ct, (m + k) mod q)
e Ded/(sk, (ct,t)):
— « < Dec(sk, ct)
— return (¢t — ) mod ¢
Prove that the above encryption scheme (Gen’, Enc’, Dec’) is IND-CPA
secure. Hint: to prove the security of the scheme you can refer to results

that we have proven in the class. In particular, you can use the fact
that ElGamal is CPA secure. [5 marks]

(b) Let IT with (Gen, Enc, Dec) be a secret key CCA secure encryption scheme.
Design a CPA secure scheme that is not CCA secure. For this exercise, you
cannot use additional computational cryptographic primitives like PRGs,
PRFs or CPA encryption scheme (of course), but you can (and should) use
the algorithms of II. Other than that, you can use any type of operation,
like bit-string operation (e.g., xor) and the ability to sample random strings. [6 marks]
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5. Digital Signatures. Let Sig &f (Sign, Verify) be a secure digital signature

scheme. Prove or disprove the security of the following digital signature scheme
Sig' & (Sign’, Verify'). [3 marks]

Sign'(sk,m) :
6 « Sign(sk, [m]7™ 1)
Return 0

Verify'(pk,m, 0) :
Return Verify(pk, [m]7~!, 0)



