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Abstract

The emerging ecosystem of artificial intelligence (Al) ethics and governance auditing has grown rapidly in recent years in
anticipation of impending regulatory efforts that encourage both internal and external auditing. Yet, there is limited under-
standing of this evolving landscape. We conduct an interview-based study of 34 individuals in the Al ethics auditing eco-
system across seven countries to examine the motivations, key auditing activities, and challenges associated with Al ethics
auditing in the private sector. We find that Al ethics audits follow financial auditing stages, but tend to lack robust stake-
holder involvement, measurement of success, and external reporting. Audits are hyper-focused on technically oriented Al
ethics principles of bias, privacy, and explainability, to the exclusion of other principles and socio-technical approaches,
reflecting a regulatory emphasis on technical risk management. Auditors face challenges, including competing demands
across interdisciplinary functions, firm resource and staffing constraints, lack of technical and data infrastructure to enable
auditing, and significant ambiguity in interpreting regulations and standards given limited (or absent) best practices and
tractable regulatory guidance. Despite these roadblocks, Al ethics and governance auditors are playing a critical role
in the early ecosystem: building auditing frameworks, interpreting regulations, curating practices, and sharing learnings
with auditees, regulators, and other stakeholders.
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The emerging Al ethics audit ecosystem Crawford, 2016). These ethical issues are widely considered
a management concern (Khalil, 1993). Consequently, firms

and public sector organizations, specifically their managers,
should bear ethical responsibility (Martin, 2018).

In 2016, as reports of unethical Al outcomes became
more frequent, organizations developed Al principles—nor-
mative documents stating how Al systems should and
should not be used by a firm’s employees (Kelley, 2022)
in hopes of articulating ethical priorities and minimizing

Artificial intelligence (Al) is increasingly being used to aid
decision-making in organizations. According to a prominent
definition by the Organisation for Economic Co-operation
and Development (OECD, 2024) adapted by the European
Union (EU) in the recently enacted Al Act, an Al system
refers to

a machine-based system that for explicit or implicit objec-
tives, infers, from the input it receives, how to generate
outputs such as predictions, content, recommendations, or
decisions that can influence physical or virtual environ-
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ethical risks related to AI (Schiff et al., 2021). However, Al
principles are not enough to prevent unethical outcomes
(Camacho and Villas, 2022; Munn, 2022; Rességuier and
Rodrigues, 2020; van Maanen, 2022). The limits of ethics
principles are well-known to business ethics experts
(Kaptein, 1998; Metzger et al., 1993) who support the use
of audits, among other tools, to drive more robust account-
ability and assurance.

More recently, in response to the explosion of generative
Al models in the 2020s, prominent Al stakeholders have
called for slowing or pausing the development of Al
systems with human-competitive intelligence. These calls
reiterate the need for improved risk management protocols
that are rigorously audited by both internal and external
experts. This support for Al ethics audits builds upon the
mandated conformity audits of high-risk Al systems and
voluntary codes of practice called for in the recently
enacted EU AI Act. Researchers have likewise recom-
mended Al ethics audits as a governance mechanism to
operationalize Al ethics principles and prevent unethical
Al system outcomes (Brown et al., 2021; Mokander and
Floridi, 2022).

Al ethics audits, also referred to as “Al audits” or “algo-
rithmic audits,” have been defined as

a process through which an [Al system] is evaluated [by] an
Al auditor, [who] evaluates according to a specific set of
criteria and provides findings and recommendations to the
auditee, to the public, and/or to another actor, such as a
regulatory agency, or as evidence in a legal proceeding.
(Costanza-Chock et al., 2022: 1)

With limited regulation to date, evaluation criteria are
often “ethics-based” and can include a firm’s Al principles,
industry standards, best practices, guidelines, or other docu-
ments that specify criteria aligned with or over and above
existing regulation (Mokander and Floridi, 2022). (While
a variety of related terms are used loosely to refer to these
audits, including governance audits, impact or conformity
assessments, and assurance, we use the term “Al ethics
audits” for simplicity.)

The development of Al ethics audits has been accom-
panied by an emerging Al ethics auditing ecosystem. It
includes internal and external auditors (e.g., both start-ups
and the Big Four accounting firms), auditing frameworks,
risk and impact assessments, efforts by standards-setting
organizations (e.g., [IEEE, ISO, CEN-CENELEC), software
as a service (SaaS) providers, and non-profits working on
developing auditing criteria and certifications, as well as
work on associated regulation. Some examples from this
ecosystem include the ForHumanity Independent Audit of
Al Systems,' the Government of Canada’s Algorithmic
Impact Assessment,2 IEEE CenifAIEdTM,3 and the
International Association of Algorithmic Auditors,* along
with regulations such as the AI Act in the European

Union and New York City Local Law 144 on Automated
Employment Decision Tools. These initiatives and other
draft Al regulations commonly propose the use of Al
ethics or governance audits, fueling the growth of the
audit ecosystem.’

While support for Al ethics audits has been strong from
academics and regulators, industry practitioners and other
scholars have highlighted the lack of guidance provided.
Numerous aspects regarding both the descriptive status
and the normative ideal remain unclear, including an Al
ethics audit’s scope, which activities constitute an Al
ethics audit, the role of internal versus external auditors,
what kinds of information sharing and reporting are
required, the challenges of conducting audits, which stake-
holders are engaged in the process, and how audits fit with
existing Al ethics implementation initiatives and sectoral
regulations (Costanza-Chock et al., 2022). Beyond the pro-
posed role of Al ethics audits in Al system regulation and
firm governance, the motivations for engaging in Al
ethics audits are also unknown; for instance, whether
audits are being implemented to reduce risk or for less altru-
istic reasons like ethics-washing (Bietti, 2020). Thus,
despite the critical role of Al ethics auditing in Al govern-
ance, there remains very little empirical evidence on what
constitutes an Al ethics audit, much less an effective one.

Developing an Al ethics auditing framework

Given these unknowns, we develop the following research
questions in an effort to offer a descriptive framework and
account of (early) Al ethics auditing: (1) What is the typical
scope of an Al ethics audit?; (2) What drives auditees to
request Al ethics auditing services?; (3) What processes,
stakeholders, tools, frameworks, and deliverables are lever-
aged in an Al ethics audit?; (4) How is the success of an Al
ethics audit measured?; and (5) What are the challenges
associated with conducting an Al ethics audit?

To answer these questions, our study empirically evalu-
ates the practices and perceptions of 34 Al ethics auditors
largely employed in the private sector and engaged in
private sector audits through the qualitative analysis of
semi-structured interviews. The work builds on a few
prior studies on Al ethics auditing by presenting interview
results from a larger set of Al ethics auditors, both internal
and external to companies, across several firms, industries,
and seven countries. This allows us to provide a more com-
prehensive understanding of Al ethics auditing activities in
practice, helping make prior framework-building efforts
more complete.

In summary, we find that Al ethics audits follow the
same process as financial audits, but tend to lack robust
stakeholder involvement, measurement of success, and
external reporting. Al ethics audits focus narrowly on tech-
nical Al ethics principles like bias, privacy, and explainabil-
ity, reflecting regulatory emphasis on technical risk
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management, unfortunately at the expense of less technical,
but equally important principles. Challenges faced by the
auditors conducting the work include interdisciplinary and
cross-functional coordination, resource constraints, insuffi-
cient technical infrastructure, and ambiguous regulations.
Despite these issues, Al ethics auditors play a crucial role
in developing the Al ethics ecosystem by creating auditing
frameworks, interpreting regulations, curating practices,
and sharing insights with stakeholders.

After discussing the relevant literature and gaps in the
next section, the paper presents the qualitative methodology
used to conduct the research. This is followed by results:
first, an account of the Al ethics auditing framework as it
is beginning to manifest, which we find follows the
process flow set forth by financial auditing: planning, per-
forming, and reporting an audit. The discussion of
second-order findings from the thematic analysis and the
conclusions follow.

Situating Al ethics audits in the literature

Audits are a tool used to determine, through the examin-
ation of process or activity evidence, whether an organiza-
tion is demonstrating the behaviors set out in some
standard, which could include formal regulation, industry
standards, or internal management metrics (Financial
Reporting Council, 2020). They can act as a way for a
firm to demonstrate adequate and meaningful accountabil-
ity and should produce an economic or social benefit
(Flint, 1988).

Financial audits

The most well-developed and practiced type of audit is the
financial audit (Kaptein, 1998): the process of examining a
company’s financial records to ensure they are accurate and
comply with laws and regulations (Porter et al., 2014).
Financial audits are conducted by two groups: external
and internal auditors. External auditing is an objective
examination of an organization’s financial statements by
an individual or organization not employed by the organiza-
tion being audited to determine whether the statements are
free from material misstatement either due to fraud or errors
(Porter et al., 2014). Internal auditing involves the same
objective examination of financial documentation, but is
run by the organization itself usually by the internal audit
function, who also conduct an array of risk assessments,
control assurance, and compliance work that maps to cor-
porate governance (Gramling et al., 2004).

External and internal auditing follow a consistent frame-
work that consists of planning, performing, and reporting
(Porter et al., 2014). Planning involves understanding the
environment being audited and conducting an initial risk
assessment. Performing the audit follows, which includes
scoping and evidence collection. Reporting closes the

audit loop and includes the provision of a report (usually
to the Board of Directors and other stakeholders). The
responsibilities of both external and internal auditing func-
tions during these three stages are clearly defined in finan-
cial regulation: for example, the Generally Accepted
Accounting Principles (Financial Reporting Council,
2020). In our analysis, we evaluate whether Al ethics
audits follow a similar framework and discuss the implica-
tions for the process and prospects of Al ethics audits.

A key principle of both external and internal audits is
that they are independent, meaning they operate separately
from the department (or organization) being audited to
ensure the provision of objective review. The framework
for the Generally Accepted Auditing Standards outlines
the fundamental principles of audits as follows: adequate
technical training, adequate planning and staff supervision,
sufficient understanding of the internal control environment
to allow for competent evidence gathering, clear reporting
versus standards, information disclosure, and independence
(as noted above). Additional components outside these fun-
damental principles that have been found to support the
quality of (external) audits are personal credibility, inde-
pendence, openness of reporting, industry expertise,
loyalty to minority shareholders, and professional skepti-
cism (Warming-Rasmussen and Jensen, 1998). We build
upon this well-developed classification of auditor types by
leveraging the language of “internal” and “external” audi-
tors when discussing Al ethics auditors within our study.

Business ethics audits

Beyond financial audits, business ethics audits are another
common auditing activity that refers to “a systematic
approach which makes a description, analysis, and evalu-
ation of the relevant aspects of the ethics of a corporation”
(Kaptein, 1998: 52). They have also been defined as
“regular, complete and documented measurements of com-
pliance with the company’s published [ethics] policies and
procedures,” such as codes of ethics or codes of conduct
(Rosthorn, 2000). Business ethics audits have several ben-
efits for organizations. They can highlight weaknesses
that could lead to unethical conduct (Madsen, 1990), deter-
mine whether employees take their ethical responsibilities
seriously (Laczniak and Murphy, 1991), demonstrate that
ethics programs are not just symbolic (Weaver et al.,
1999), and help monitor unethical behavior (Maclean and
Behman, 2010). Unlike financial audits, business ethics
audits are often not released to the public (Kaptein,
1998), as they are designed to improve the ethical behavior
of the organization’s employees and not as a transparency
tool for stakeholders; per these objectives, they are often
conducted by internal auditors. Notably, however, the aca-
demic literature related to these audits struggles from a lack
of cohesive theory (Kaptein, 1998). Our study presents a
framework for an Al ethics audit, which we show is
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related to business ethics audits in that Al ethics audits often
focus on compliance with a code or framework of Al ethics
(as opposed to just a code of ethics). We then discuss how
the evolution of Al ethics regulation is leading to the develop-
ment of Al ethics audits that more closely align with financial
audits, as opposed to business ethics audits.

Impact and risk assessments

Risk and other assessments are closely related to, although
distinct from, audits. Risk (also referred to as impact) assess-
ments are “a type of fact-finding and evaluation that precedes
or accompanies research, or the production of artefacts and
systems, according to specified criteria” that are deemed rele-
vant by stakeholders (Raab, 2020: 6-7). Risk assessments are
used across a variety of industries and business units and
include assessments related to environmental, occupational
health and safety, financial, operational, reputational,
quality, information technology, privacy, cybersecurity, and
other sectors and functions. While the term ‘risk assessment’
(or ‘impact assessment’) is often used interchangeably with
the term ‘audit’ (including by our interviewees), risk assess-
ments are considered just one component of a financial
audit, part of the planning stage (Porter et al., 2014). We
take care to differentiate between Al ethics audits and early-
stage Al ethics risk assessments in our content analysis and
discussion of results.

Al ethics audits and assessments

While Al ethics audits (and assessments) are a relatively nascent
development, much can be learned from leveraging existing
auditing and assessment tools (Raji et al., 2020; Rismani
et al., 2023). Following this perspective, much of the research
to date has focused on reviewing existing auditing frameworks
and recommending what aspects should be used to create suc-
cessful Al ethics audits or assurance processes (see columns 1
and 2 in Figure 1). The literature has also discussed many poten-
tial challenges of Al ethics auditing (see column 3 in Figure 1);
however, there has been very limited empirical work validating
these studies in real-world settings (see column 4 in Figure 1 for
a summary of methodologies in past studies).

Beyond conceptions of Al ethics auditing as a whole,
scholars and policymakers have also proposed assessments
for both specific and overarching Al ethics issues, with a
particular focus on fairness and bias (Landers and
Behrend 2022; Saleiro et al., 2019), human rights (ECNL
and Data and Society, 2021), and well-being impact-
focused assessments (Schiff et al., 2020). See Ayling and
Chapman (2022) and Costanza-Chock et al. (2022) for a
review of existing assessment tools.

Building on the insights from the literature review, we
now outline the methodology used to investigate the moti-
vations, key auditing activities, and challenges of Al ethics
auditing.

Literature Attributes of successful Al ethics audits Challenges of Al ethics audits include  Methods
a Y4 Y limited documentation due to agile development Yy )
Raii et al methods, system complexity, limited traceability
) i follow a consistent auditing process of model output, lack of reliable standards, and
(2020) - T : ] )
ability to anticipate the larger societal impacts of review
Al systems
N A\ AN y
( O\ { iimited to the protected atribut ) N
Clavell et al. collaborative (between auditors and Al imited access to the protected atlributes ©g.
race, gender) necessary to conduct bias and
(2020) developers) discrimination risk
| U i iscrimination risk assessments i case study
s N Y4
continuously monitored, systems-based, lack of clarity on who audits whom, Al system
Mékander & Floridi (2021) question-based, aligned with organizational access issues, harmonizing standards across a
goals, focused on continuous improvement decentralized organization review
A AN AN
7 N N
Mékander et al. (in addition to attributes from Mékander & Floridi « - Q%
(2021) (2021)): traceable, accountable see Mokander & Floridi (2021) challenges .
\ Y IS review
N\ R harmonizing standards across a decentralized
integrated into product development, integrated organization, determining scope, change &
Mokander & Floridi (2022) into existing governance structures, risk-based, management and communication, and
based on a set of Al principles, measurable designjng autlilit t(?at clan h;/rlclﬂe external and case study
\ AN JAN internally develope systems .
s N Ve o
ublicly disclosed. consider real-world harm a lack of standards, limited regulation, auditee Q ofa—=
Costanza-Chock et al. publicly ! ! buy-in, lack of incident reporting by employees; gT@ 8=
involve stakeholders, follow standards, .
(2022) be accredited challenges may differ between external and
internal audits interview,
- U\ ZAN survey

Figure |. Conceptions of Al ethics audits in prior literature.
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Methodology

We used a semi-structured interview approach, followed by
a directed content analysis (Hsieh and Shannon, 2005) com-
plemented by a secondary thematic analysis (Nowell et al.,
2017) as our primary methodologies. Qualitative research
methodologies have been used extensively to study auditing
in practice (Hazgui and Brivot, 2020; Power and Gendron,
2015) and have been recommended as a critical method-
ology for emergent business ethics research (Reinecke
et al.,, 2016). The methodology is a strong fit given our
interest in the newly developing practice of Al ethics audit-
ing in light of significant ambiguity, complexity, and socio-
technical aspects that beg deeper elaboration. Below, we
present details of our study recruitment process and
sample before describing the qualitative analysis approach.

Recruitment and sample summary of Al ethics
auditors

We identified the relevant population for this study as ‘Al
ethics auditors’ defined as individuals who play a role in
coordinating, facilitating, or conducting reviews of an organi-
zation’s Al governance or ethics approach. The research team
conducted an initial search based on a purposive, selective
sampling strategy via LinkedIn, organization websites, and
interviewers’ personal networks to identify an initial set of
50 AI ethics auditors. These individuals were invited by the
researchers to participate in April and May of 2022, resulting
in 18 first-round interviews. In June, July, and August of
2022, the researchers invited 50 additional Al ethics auditors
to participate, resulting in an additional 16 participants.
Overall, a total of 34 of 100 individuals contacted were inter-
viewed via 26 individual and three group interviews across 23
unique organizations from seven countries.®

Notably, our respondents all come from the private
sector, although some have academic or civil society affilia-
tions, as well. Furthermore, while a few individuals
engaged in audits of government AI systems, the vast
majority of the work pertains to the private sector context.
While this was broadly reflective of our understanding of
the core ecosystem, it nevertheless has implications for
the sample, tenor of findings, and generalizability of
results to public or non-governmental sector Al ethics audit-
ing, such as by media and civil society organizations that
may function as critical ‘watch dogs.” Additional research
is needed to contrast auditing across these contexts.

As per our inclusion criteria, we incorporated both indivi-
duals inside of an organization responsible for overseeing Al
ethics audits internally (internal or first-party auditors) and indi-
viduals outside of a given organization (external, primarily
second-party auditors). The individuals worked in both estab-
lished companies and relatively new start-ups focused on Al
ethics auditing and governance. Internal auditors were
employed in financial services, telecommunications, retail,

and insurance, while external auditors were employed at con-
sulting firms, software-focused start-ups, and law firms.
Interviewees held a wide variety of functional roles across
industry sectors, with titles, such as President or CEO,
Product Manager, Director of Analytics, Researcher, and
Chief Compliance Officer, among others. We deliberately
sought diversity in terms of firm size, age, location, sector, as
well as interviewee functional role and gender.

Table 1 provides basic descriptive information about the
sample presented primarily in terms of participating organ-
ization characteristics. We also report participant gender.’

Semi-structured interview approach

We carried out individual and group semi-structured inter-
views during the months of April through August 2022
based on a semi-structured interview protocol iteratively
developed by the research team and pilot-tested. The
study was approved by the ethics boards at each author’s
institution at the time of the research (approval numbers:
H22108, GBUS-744-22, 2022/28). All interviewees pro-
vided appropriate region-specific consent and did not
receive compensation.

The interview instrument was developed in anticipation of a
directed content analysis approach (Hsieh and Shannon, 2005)
using existing literature on Al ethics audits and non-Al audits
and assessments (Carcello et al.,1992; Stoel et al., 2012), as
discussed in the literature review. The interview script captured
the following domains: (1) organization auditing scope and
planning process; (2) motivations to engage in auditing; (3)
auditing activities and outcomes; (4) engaged stakeholders;
(5) alignment with and attitudes toward ethical concepts; (6)
organizational and technical challenges; and (7) recommenda-
tions. Part A in the Online Supplement provides the full semi-
structured interview protocol.

Interviews were conducted in English or Spanish and
took approximately 45 min. Interviews were recorded, tran-
scribed using the natural language processing tool Otter.ai,
translated into English by the research team when appropri-
ate, and then reviewed for accuracy. Due to the nature of the
content, which could be sensitive to organizations or their
clients, we allowed all participants to provide redactions
or suggest other changes.

Coding and analysis

Following the interview process, the research team first fol-
lowed a directed content analysis method, which included
the development of codes both before and during the
initial analysis. Codes were derived from the research ques-
tions, interview protocol, and related literature, and an a
priori codebook was created. Additional codes and asso-
ciated definitions were added, and others were refined
across several iterations of early data analysis.
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Table I. Summary of participating organizations (n =23) and interviewees (n = 34).

Variable Count (%)
Primary work location

United States 9 (39.1)
Spain 6 (26.0)
Canada 3 (13.0)
United Kingdom 2 (8.7)
Australia | (44)
India | (4.4)
Singapore | (4.4)
Internal or external auditor

External auditor 18 (78.3)
Internal auditing role 5(21.7)
Company scope

Governance audits 10 (43.5)
Algorithmic audits 5(21.7)
Software-as-a-service 4 (17.4)
Governance and algorithmic audits 4 (17.4)

Variable Count (%)
Company sector

Al ethics consultancy 7 (30.5)
Software 5(21.7)
Legal 3 (13.0)
Consulting 3 (13.0)
Financial services 2 (8.6)
Telecommunications | (4.4)
Retail | (4.4)
Insurance | (4.4)
Company age

Start-up 13 (56.5)
Established firm 10 (43.5)
Interviewee gender (n = 34)

Man 22 (64.7)
Woman 12 (35.3)
Non-binary 0 (0.0)

The researchers conducted a coding check by separately
reviewing two individual interviews each using the prelim-
inary codebook. After several rounds of iteration, the team
engaged in a synchronous coding exercise to test the code-
book. Finally, the two researchers who conducted the full
coding of the 34 interviews engaged in a round of asyn-
chronous coding before agreeing on the final codebook con-
sisting of 96 codes. The combination of peer debriefing,
synchronous, and asynchronous coding among the
researchers helped to establish reliability (Hsieh and
Shannon, 2005). The two coders divided the interviews ran-
domly and coded them separately using the codebook® and
qualitative coding software ATLAS.ti (22).

Following the directed content analysis, the coders
engaged in a round of thematic analysis primarily at the
level of code domains as a means of identifying and reporting
higher-level themes found in the interview data. Following
the thematic analysis methodology set forth by Nowell
et al. (2017), we triangulated prominent themes, diagrammed
them to make connections, sometimes engaging in a process
of theoretical redescription, all while keeping detailed notes
about their development. We discussed the themes among
the researchers and revised them until we reached a consen-
sus on the prominent themes that aligned with our research
questions. We first report the findings of the directed
content analysis, followed by the second-order thematic
results in the key themes discussion section.

A framework for Al ethics auditing:
planning, performing, and reporting
The findings that constitute the identified framework for Al

ethics auditing are presented in line with the financial audit-
ing approach of planning, performing, and reporting, which

we find effectively describes the process of Al ethics audits.
We begin with a discussion of what drives a company to
engage in Al ethics auditing, followed by key findings
across planning, performing, and reporting, and a discus-
sion of the challenges faced by Al ethics auditors.

Before the audit: regulation and reputation as drivers
of engaging in an Al ethics audit

Regulatory requirements and reputational risk were the
most common drivers for the adoption of Al ethics audits.
The majority’ of interviewees discussed regulatory
motives, followed by a plurality noting reputational ones.
For instance, interviewees noted that adoption of Al
ethics auditing will be: “...mainly driven by regulation,
because in the realities of today, companies have multiple
priorities to abide by, and there are only so many priorities
they can pursue” (External, UK, Woman).

Another interviewee agreed that “there’s probably no
greater motivator than realizing regulatory oversight is
not just on the horizon” and emphasized that the
European Union (EU) Al Act “will be a massive driver”
(External, Canada, Man). The EU AI Act was by far the
most common regulatory development mentioned, lending
further credence to the likelihood that this regulation will
facilitate an international harmonization of regulations
(i.e., the Brussels Effect) (Bradford, 2020; Siegmann and
Anderljung, 2022) as auditors and companies shape much
of their thinking around this legislation.

Participants also mentioned a range of other existing or
proposed regulations, standards, and ethical frameworks
that play a role in their thinking and auditing activities. For
example: at the international level, the FEuropean
Commission’s Guidelines for Trustworthy Al; at the national
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level, the United Kingdom’s (UK) Algorithmic Transparency
Standard and US National Institute of Standards and
Technology (NIST) AI Risk Management Framework; at
the subnational level, New York Local Law 114 on auto-
mated employment decisions; and at the sector-specific
level, the US’ SR117 on model risk management.'® Al regu-
lation as an extension of existing data regulation—as pro-
posed by Mokander et al. (2021)—was rarely discussed.

Even concerning regulatory motives, interviewees
described variation in how seriously these drivers are
taken. For instance, one interviewee noted that companies
“will not feel the heat for several years” given that
“GDPR was passed seven years ago...and still, there’s
very little effort in that respect” (External, USA, Woman).
Another auditor noted that companies could take a “react-
ive” or “proactive” approach (External, USA, Woman),
such that even the consensus view that responsiveness to
emerging regulation was important was itself subject to sig-
nificant flexibility. Nevertheless, a common view was that
“the most pressing and most recent kind of motivation...is
now just compliance with upcoming regulations”
(External, USA, Man).

Reputational motives were the second most commonly
mentioned'! and often, but not always, associated with a
reactive style of engagement, which was sometimes
described as instrumental or minimalistic: “The starting
point which we’ve had is significant public backlash or
outrage in response to some risk that was uncovered, or
something that causes significant pressure from the
outside onto your company” (External, USA, Man).
However, we found that even these relatively instrumental
drivers were part of a web of interconnected and evolving
motivations, including prosocial goals alongside economic
rationalizations. Interviewees described how reputational
motives, for instance, were associated with an emphasis
on customer trust, employee trust, a desire for ethical
culture surpassing regulatory requirements, and even recog-
nition that proper Al ethics auditing is just essential for Al
performance:

I think that in all the cases we have audited, two elements
have come together: conviction, because they were con-
vinced that artificial intelligence ... has to be
ethical ... And then they also saw a reputational issue, a
branding issue. (External, Spain, Man)

[Companies] don’t want to get in trouble with either the
media or the regulators, there’s that kind of fear. But I
would say that’s not a sustainable thing. Even those who
start off like that, what they quickly realize is, we don’t
want to do this only for reputational reasons, or regulatory
reasons. Frankly, if our models are not good enough, we
don’t want to use them, because they’re just not good.
(External, Singapore, Man)

In contrast, there were fewer consensuses about growing
public concern or awareness by investors and corporate
boards playing a major role.'? Yet, in line with the import-
ance of leadership buy-in as noted by Kelley (2022), parti-
cipants also pointed to individuals as important drivers,
typically CEOs and other organizational leaders who them-
selves might be influenced by multiple motivations.

[...] it’s driven by certain personalities, as well. So, you
have one or two senior leaders who believe in the import-
ance of this. (Internal, Canada, Man)

Unless you change the mindset at the top, you’re not going
to stick. (External, UK, Man)

Planning an Al ethics audit: open-ended scope
determination and limited stakeholder engagement

Most of the interviewees’ organizations (18 out of 23) were
external to the organization they were auditing and had pre-
vious experience in consulting, auditing, data, or quality
management. The other participants were internal,
employed by an organization, and responsible for conduct-
ing audits within that firm. External auditors offered audit-
ing services to both large companies and start-ups in several
sectors, with a focus on highly regulated domains: financial
services, insurance, technology, healthcare, hospitality, and
telecommunications.

Participants noted two distinct approaches to auditing:
governance and algorithmic audits. Auditors (internal or
external) who employed a governance approach typically
focused on a larger set of Al systems, their development
processes, and associated organization-level structures.
Alternatively, some auditors took an algorithmic approach,
where the audit was generally centered on the data, per-
formance, and outcomes of one or more Al systems or algo-
rithms, but not the surrounding processes, although some
governance auditors incorporated algorithmic audits as
well (see Table 1). Lastly, the software-as-a-service
(SaaS) providers were all external to the audited organiza-
tion and focused on providing technical tools and the asso-
ciated servicing of those tools (usually via a
subscription-based fee) to support Al ethics principle
assessments (typically bias, privacy, or explainability
assessments).

The definition of the scope of the audit worked out
between auditors and their clients was, therefore, critically
important according to participants because it had substan-
tial impacts on the types of auditors, associated activities,
and possible gaps. Other factors involved during the
scoping stage included the planned duration of the audit
(often open-ended) and the determination of stakeholders
to be engaged (often focused narrowly on certain key
stakeholders):
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It is so important to first define the purpose of the audit, the
objective I am pursuing, and the scope I want to cover. The
levels of audit I want to get to, whether it is a technical
model, statistical models or whatever, down to the data
level. (External, Spain, Man)

The organizations and teams involved in the audits were
often multidisciplinary, with experts in data science, ethics,
data protection and privacy, compliance, and legal aspects,
etc., involved depending on the agreed-upon scope. Each
engagement typically had a lead individual managing the
project who called in colleagues as necessary. The
average duration for an audit, according to the interviewees,
varied from a few weeks to a year or more depending on
factors, such as client availability, availability of necessary
data and evidence, or requirements for conducting add-
itional fieldwork. Overall, the scope in terms of duration,
activities, and deliverables was often highly contextual
and negotiated in an ongoing fashion, with external auditors
hoping for continued engagements as part of their joint
auditing and consulting activities.

We also asked auditors which stakeholders they consid-
ered important or engaged with as part of the auditing
process. Figure 2 depicts the frequencies of the most com-
monly mentioned stakeholders. Auditors were substantially
more likely to engage with technical individuals and teams,
such as technology and data strategy leads, data scientists,
and ML engineers. In certain sectors, such as finance, indi-
viduals in risk management, compliance, and legal settings
were among the key stakeholders while involvement with
laterally relevant functions like data protection offices
varied. Executives and other business and product leads
were also common stakeholders, including system and
product design and development teams.

One associated complication was that auditors were soli-
cited by, and interacted with, different departments with
potentially competing interests, such as data scientists,
executives, or risk professionals. Navigating between

Technical/Design _ 62.1%
Legal/Compliance/Risk _ 44.8%

Executives _ 37.9%

Business/Product _ 31%
Customers _ 27.6%

Business Clients _ 24.1%
Vulnerable Groups _ 17.2%
]

Public & Society 17.2%

Shareholders . 3.4%
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% of interviews that discuss a specific stakeholder group

Figure 2. Stakeholders discussed by Al ethics auditors.

these different teams and finding a common language was
a key challenge:

You definitely could see there is a friction between different
teams. Data science wants to be technical, they don’t neces-
sarily want to hear opinions of other teams. [...] For me, the
success in that project was to actually [...] forcing them to
have that dialogue with each other [...] to translate their
technical thoughts into a language that the compliance
team or the management team would be able to understand.
(External, USA, Woman)

However, the results also revealed that stakeholders,
such as the general public and vulnerable groups (as well
as shareholders), are far much less likely to be engaged
compared to core technical and risk professionals. This con-
trasts with the near-ubiquitous advice in scholarship and
industry to support diverse and public engagement
(Buhmann and Fieseler, 2023) and reveals significant
gaps in auditing practice.

Performing an Al ethics audit: emphasis on risk
identification and model validation

Regarding the core activities that constitute most audits,
two activities stood out beyond the rest: risk management
and model validation. The risk management approach
heavily focused on risk identification with less robust
efforts on assessment (i.e., measurement) much
less mitigation, and employed various tools ranging from
scorecards to questionnaires to identify operational,
ethical, legal, and reputational risks. Overall, the vast
majority of audits followed a risk-based approach despite
the concern raised by Raji et al. (2020) that this approach
may not be well-suited to anticipate the larger societal
impacts of Al systems, involving complex human—AlI inter-
actions and feedback effects. Participants also referenced
the need to document “evidence for identification, priori-
tization, and maybe also justification for why [a] certain
risk was identified or evaluated as low or high” (External,
USA, Man).

Before launching the product to the market, they need to go
through an assessment process ... For instance, we have
14 ... very specific questions related to each of the five prin-
ciples that we define. (Internal, Spain, Man)

With respect to the other most common activity, model
building and validation, this could involve auditing many
aspects, from evaluating the design procedures and data col-
lection approach to testing and validation of current models
to assess bias, explainability, data drift, etc. Disparate
impact analysis and other forms of algorithmic fairness
testing were the most common. Several auditors were also
tasked with building their own models to improve model
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performance and/or bias metrics, while the decision about
which thresholds or models were ultimately used given pos-
sible trade-offs between performance and fairness was left
up to the parties who requested the audit.

There are three key findings related to this core activity:
first, whether robust model validation occurred was depend-
ent on whether the model and data were shareable or shared,
often contingent on adequate governance and infrastruc-
ture; second, model validation was at times integrated
into a broader analysis of the socio-technical system and
surrounding development and governance processes, but
more often limited to the assessment of model outputs;
and third and relatedly, the scope of the validation sought
by clients was often shaped by regulation, reinforcing the
idea that regulation is not just a key driver of adopting an
audit, but also for determining the objectives and activities
of the audit.

So, we would examine the entire lifecycle of the model,
from the design stage: did the developer choose the right
approach of all the possible approaches? ... Did they
select the right data? ... Are there data errors, which are
going to produce modeling errors downstream? Was the
model tested properly? Do we have confidence that it actu-
ally works as intended? (Internal, Canada, Man)

Participants also noted that organizations using Al are
increasingly aiming to advance their ability to monitor
and track models after they have been deployed to evaluate
if they are working as expected over time. As such, continu-
ous post-deployment monitoring and associated controls
were mentioned as essential tasks related to model valid-
ation. The relevant tasks thus not only went beyond initial
assessments, but also involved establishing supervision
mechanisms, such as dashboards and other visualizations.
These allowed for manual review or automatic flagging
related to key performance metrics, demographic biases,
and model or data drift based on identified thresholds and
associated deviations. However, identifying the appropriate
controls, thresholds, and responses was non-obvious.
Making these decisions was rendered even more difficult
by the rapid evolution and uncertainty of regulation, as
well as the wide variety of model techniques and use
cases embedded in their respective social contexts.

Several of the systems that we have audited have stopped
being used, so the system just doesn’t exist anymore, so
we can’t go back and audit them again. But in some cases,
when we have been able to go back, what we are finding is
that this space is evolving so quickly, that we can’t really
just use the metrics and the understandings that we devel-
oped the year before. (External, USA, Woman)

Reporting an Al ethics audit: less clarity on measures
of success and limited external reporting

Given that a major need for Al ethics auditing as a new field
is evaluating what constitutes a quality audit, we asked
interviewees how—or indeed whether—they measured
success. Interviewee answers related to two main areas:
quantitative indicators and perceptions of organizational
impact and change. Regarding indicators, many auditors
discussed improvements to certain OKRs or KPIs, espe-
cially reducing disparate impact and improving model
accuracy, as well as occasionally profit indicators or
related metrics (depending on sector, these included conver-
sion rate, retention rate, time-to-market, revenue, etc.).

It’s areally good feeling to be able to go back to a client and
say, hey, we dropped these 20 features from the model,
tweaked these hyper parameters, and now you’ve got a
model that has far less disparate impact. (External, USA,
Man)

Yet, many auditors noted they did not have specific
metrics of success, and some were intrigued by the question
as they had not thought it through in an explicit sense. In
discussion, however, they identified that completing an
audit report, fulfilling the initial scoped deliverables of the
audit, improving organizational awareness, and especially
witnessing improvements in organizational capacity and
governance based on auditor recommendations were some
of the most meaningful indications of impact.

What I can say is that the success starts when the recom-
mendations are being implemented and applied, because
in the end, what we really want is not to deliver a report
if it is not useful for the client or if it is not going to
change anything. I think success is about changing things
in a positive direction. (External, Spain, Woman)

Furthermore, in almost every audit, auditors produced a
technical report. External auditors, especially from
consulting-focused organizations, typically created their
own templates related to a variety of deliverables such as
bespoke model validation reports and governance recom-
mendation reports targeted at data scientists (e.g., integrated
with Jupyter Notebooks) or business leaders. The final
reports were almost entirely oriented toward internal audi-
ences. Auditors did note a few examples where they sus-
pected clients might elaborate or adjust a report to meet
certain regulatory requirements, and some auditors
designed their templates in anticipation of this. However,
the practice of external reporting was mostly hypothetical
and not in the control of auditors, suggesting many other
reports currently function more as consulting artifacts and
are not currently used to satisfy regulatory or public
transparency goals. As one external auditor proposed:
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Figure 3. Activities discussed in Al ethics auditing aligned with existing auditing frameworks.

When you’re reporting, you could potentially be providing
a report just for internal use only, and then be editing it to
create something that’s much more public-facing like, on
your website for transparency, for your customers, or to
provide a nice to have or sweetener for regulators.
(External, USA, Woman)

In summary, our qualitative findings evaluating the
auditing process are largely commensurate with the high-
level internal audit framework proposed by Raji et al.
(2020) of scoping, mapping, artifact collection, testing,
reflection, and a post-audit stage (see Figure 3). Our find-
ings indicate that this framework is highly representative
of how the Al ethics audit process is developing in practice
for both internal (first-party) and external (second-party)
auditors. Furthermore, this process aligns with the financial
auditing framework of planning (scoping and mapping),
performing (artifact collection and testing), and reporting
(reflection and post-audit stage) (Porter et al., 2014: 8;
Raji et al.,, 2020), an association we visually map in
Figure 3 with individual activities listed as part of an
updated account and framework of Al ethics auditing.

Yet, we do observe great variability in what is involved
in each of these high-level steps and whether they are
carried out robustly. Regarding variability, for instance,
Raji et al. (2020) suggested specific artifacts that should
be created by auditors at a given stage, such as a social
impact assessment and a use case ethics review during the
scoping stage. Our findings suggest that auditors are often
not generating consistent artifacts from their audits, but

rather adapt their activities in each of these stages depend-
ing on the Al system being reviewed, the organizational
engagement, and the objectives, even when auditors begin
with an attempt at driving a standardized framework.
Perhaps, more importantly, we witness less evidence of
robust auditing associated with the reporting stage. For
instance, while there are some advances in post-deployment
monitoring, we see very little evidence of external
reporting despite discussion of its importance. Further, the
plurality of audits is oriented at evaluating a limited group
of technical topics, representing a fairly narrow subset of
the diverse socio-technical dimensions scholars associate
with the Al lifecycle.

Across the audit: challenges identified by auditors

The most common challenges'® discussed surrounded
uncertainty and ambiguity resulting from preliminary
and piecemeal regulation and an associated lack of effect-
ive and vetted best practices. Other challenges
included organizational complexity, interdisciplinary
and cross-functional coordination, limited data availabil-
ity and quality, a lack of baseline data and Al infrastruc-
ture, and an underdeveloped capacity of clients to even
engage with auditors.

Foremost, auditors noted that the regulatory ecosystem is
immature, and that they cannot readily answer questions
about how to interpret regulations, although they are
asked to do so by clients or effectively required to as part
of their efforts.
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I think it’s all very immature, it’s all very new, nobody
knows where this is gonna go in the future. I think that
we’re all waiting for regulation. (External, USA, Man)

Another challenge is lack of regulatory clarity. It’s still
unclear, many of these questions are still unsettled by reg-
ulators. Makes it very difficult, because somebody asks
you, in your expert opinion, what should we do? And
your answer is, basically, I don’t know, regulators don’t
know. (External, USA, Man)

The lack of mature regulation also meant that some
clients may not have felt the need to resource their Al
ethics and governance work in a way that even enables
high-quality engagement with auditors. As one auditor
noted,

People are talking about Al ethics, but like, actual budgets
allocated for AI ethics? Why is that not happening? The
reason why that doesn’t happen is there’s no well-defined
regulation. (External, USA, Man).

Along these lines, many auditors noted that there simply
are not clear standardized tests or metrics regarding how to
assess even common issues like algorithmic bias, which
creates uncertainty, even when auditors’ work requires
making associated decisions. Similar concerns around a
lack of viable standardization have been voiced previously
by Mokander and Floridi (2021, 2022) and the practitioners
surveyed by OpenLoop (2022). Auditors further worried
that even commonly utilized practices may be insufficiently
robust, leading to neglect of important social and ethical
issues. This was especially true when auditing strategies
were limited to technical or ‘measurable’ approaches such
as algorithmic fairness auditing centered on statistical tests.

When I first got into the field, I thought, okay, here’s what
we’re gonna do. We’re going to define what we mean by
fairness. And then we’re gonna go out and measure it.
And then we’ll be able to say, this one’s fair. That one’s
not fair. After I did some reading, I abandoned this idea.
(Internal, Canada, Man)

I'm a little bit wary that this sort of sensationalizing and
promotion of these technologies as if they can solve the
governance problem is a little bit negligent or reckless. I
think that it gives this false illusion that we can engineer
our way out of these problems. And that’s just not the
case. (External, USA, Woman)

As suggested by Mokander and Floridi (2021), simply
getting sufficient access to the Al systems is itself a signifi-
cant auditing challenge. Our findings expand on this, as
auditors indicated that many companies lack robust data
and model governance and documentation, meaning it is

difficult to find where data exist, how they were collected,
what data were used by different models, and so on. This
spells problems for identifying the appropriateness of data
and models, understanding limitations and biases, and
having access to basic demographic data to engage in tech-
niques like fairness testing. The same is true for general pro-
cesses around model design and evaluation, as auditors
described, reflecting a lack of basic model inventories,
provenance for modeling decisions, or data traceability.

In terms of challenges, I think the issue of data, it’s one of
the most important ones. Even sometimes this data is not
well structured or is not only a problem of access and prop-
erty rights that also, but it’s a matter of even how code is
written or how the data sets are built. (External, Spain, Man)

It also exemplifies how weak the legs of this whole technical
ecosystem around us are. Because no one can locate the data
or the people that came up with trade-offs. It’s just really hard
for them to understand how their own systems are working,
which is terrible, scary. (External, USA, Woman)

These governance gaps meant the auditors spent much of
their time trying to encourage clients to build basic data and
model documentation and governance infrastructure.
Furthermore and critically, we found that auditors may
not only lack access to Al systems and data, but also to
appropriate individuals and sufficient information to
answer their questions in a timely fashion (or at all). The
associated set of challenges included navigating organiza-
tional complexity, identifying the appropriate point people
—a concern also raised by Mokander and Floridi (2021)
—and keeping track of dynamic structures and processes.
As auditors observed:

A practical limitation is getting to all the information in an
organization. Some organizations are massive, and they are
not well documented and the processes internal to the
organization are not like you can just read a book on it.
[...] If we can’t embed ourselves in there 100%, then it’s
going to be hard for us to really come up with the right solu-
tion. (External, USA, Man)

You can’t just look at a product in isolation, without
looking at how it works in the wider organization,
about what kinds of employees they have, their capacity,
their competence, the resources and budget behind them.
Because it’s all well and good having someone desig-
nated to in your data science department to check for
algorithmic bias, but if they’ve got no budget to go and
do that, or if they’ve got no tools to assist them, how
can they realistically go ahead and do that? (External,
USA, Woman)
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Coordinating across multiple different teams was
another common difficulty as individuals with diverse func-
tional roles at times had competing perspectives and prior-
ities. Interviewees noted that some employees appeared to
hold objectives that differed from those of
other colleagues even within their own companies,
leading to lack of coordination, communication, and even
resistance, as noted below.

That’s part of the challenge that a lot of these organizations
have, three teams working in silos on these issues, but none
... are speaking to one another. (External, USA, Woman)

The first one is a coordination challenge, because it is a con-
versation between multiple teams. Usually, this takes a very
long time to get everyone [to] buy in and [be] trained and so
on. So first off, you don’t get anywhere without that.
(External, Canada, Man)

In combination, this means that auditors must work
across social, technical, and governance functions, but
while often lacking effective access, buy-in, and resources
across these functions to do so. Moreover, without standar-
dized understanding of expectations or processes, either
from regulation or from the companies themselves (who
often do not know what they want or need), auditors are
effectively asked to address a challenge that can only be
solved by resolving broader organizational complexities
and providing regulatory certainty. As auditors summarized:

I think a lot of people’s view is that no organization is ready
to put their Al algorithm and autonomous systems through
an audit. (External, UK, Man)

Our clients are nowhere near ready to perform audits.
Because in order to perform an audit, you need to have gov-
ernance of Al. (External, UK, Woman)

Discussion: key themes in the emerging Al
ethics audit ecosystem

Following our first-level findings, we also conducted a
cross-domain analysis using underlying codes and com-
pared results to the existing literature on Al ethics auditing.
We identified several higher-level themes that may be espe-
cially important in understanding the status of the Al ethics
auditing ecosystem today.

Ambiguity, but progress in the development of the Al
ethics audit ecosystem

Perhaps foremost, our findings highlight how Al ethics
auditing is a complex and challenging endeavor on
several levels. Auditors are keenly aware of the ambiguity
between auditing and consulting activities, and there is

some concern from participants about professional inde-
pendence in the Al space as many explicitly noted that
they may not be engaged in “true” auditing
(Costanza-Chock et al., 2022). This ambiguity in the early
development of Al ethics auditing is exacerbated by
factors like emerging and piecemeal regulations, lack of
harmonization around standards and best practices, an
absence of measures for determining Al ethics auditing
quality, and the associated lack of accredited auditing pro-
cedures and certifications. Additionally, as early-stage Al
ethics auditing organizations work to build out their prac-
tice, they need to resource their organizations and satisfy
the variable preferences and needs of diverse companies:
all of these tasks require the audited organizations to
develop their data and Al infrastructure and organizational
capacity to a sufficient level to engage in audits in the first
place (Clavell et al., 2020).

Despite these challenges, we do observe that the Al
ethics auditing ecosystem has progressed on some fronts.
Compared to Costanza-Chock et al. (2022), who noted
that effectively no standards are referenced, we find that
auditors mentioned dozens of international and subnational
regulations, emerging standards, and theoretical frame-
works (see Part B, Online Supplement for examples).
There are indications of convergence around the EU Al
Act and the US NIST AI Risk Management Framework.

Furthermore, our findings indicate that Al ethics auditors
have had success in a diverse array of tasks. This includes
operationalizing ambiguous regulations, improving model
fairness given certain criteria, and even promoting socio-
technical frameworks that may be unfamiliar to technical
teams. Auditors have helped spur organizational change
in terms of guiding advances in data infrastructure and
model inventories, promoting goals like interdisciplinarity
and traceability, developing and sometimes evaluating pro-
gress on ethical principles, and more.

Finally, a key takeaway is that Al ethics auditing is
evolving along lines most closely connected to financial
auditing, although it also has connections to business
ethics auditing, as well as novel features and challenges.
These core relationships are helpful in suggesting directions
for theoretical and practical development and in cautioning
about potential pitfalls.

Gaps in the Al ethics audit ecosystem: measuring
success, reporting, and stakeholder engagement

Indeed, in several key respects, Al ethics audts have not yet
realized practices called for in literature and across public,
private, and NGO sectors. Three areas for continued pro-
gress are measuring outcomes and establishing success,
effective and public reporting, and broader stakeholder
engagement. For example, Mokander and Floridi (2022)
and Raji et al. (2020) noted the importance of measuring
outcomes, reflection, and a post-audit stage. Yet, we
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found that very few Al ethics auditors had well-formulated
conceptions or specific qualitative or quantitative criteria
for what ‘success’ meant in the context of their audits, bar
a couple of organizations developing Al ethics certification
schema. For some, achieving a certain statistical threshold,
minimizing model bias, completing a final report, or
observing cultural change in an organization is a marker
of success. Indeed, a number of interviewees were surprised
and intrigued by the interview question on “how they deter-
mine audit success” and expressed interest in thinking more
carefully about this in the future.

Second, we identified limited forms of stakeholder
engagement, deviating from repeated guidance urging
broader efforts. Auditors are variably solicited by and
engage with business leadership, individuals in law and
risk, and data science and design teams. Indeed, we found
that auditors spend most of their time talking directly to
technical or governance teams often to gather information
on data or Al systems to support algorithmic bias assess-
ments. In contrast, in only a few cases did auditors pro-
actively reach out to broader stakeholders (e.g.,
conducting qualitative interviews with members of the
public). This suggests a need for progress in realizing
diverse, public, and interdisciplinary stakeholder participa-
tion, a call that has been made across governments, com-
panies, standards organizations, civil society, and
academia and an active area of research (Buhmann and
Fieseler 2023; Schiff 2024).

Overall, while key regulatory documents like the EU Al
Act and NIST Risk Management Framework call for public
transparency, accountability, and interdisciplinary subject
matter expertise, these processes are currently secondary
at best in Al ethics auditing practice, especially regarding
stakeholders external to firms. Resource limitations, per-
ceived regulatory pressures, lack of clear best practices
for stakeholder engagement, concerns about reputational
risk, and even trade secrecy concerns could be limitations.
Auditors and auditees may need to devote more attention
to developing these capabilities and addressing the asso-
ciated challenges if they are to satisfy this repeated
demand for deep engagement. Yet, other forms of public
engagement and accountability may still be realizable,
such as through public access to transparent reporting,
attention via civil society and media watchdogs, and polit-
ical engagement.

How Al ethics auditors are shaping Al governance

While most external Al ethics auditing efforts do not (yet)
meet the key criteria specified by Warming-Rasmussen
and Jensen (1998) of independence, sufficient understand-
ing of the internal control environment to enable competent
evidence gathering, or openness of reporting, it is arguably
premature to articulate this as a failure of the Al ethics
auditing ecosystem. Instead, our results point to the

current situation as transitional and developmental. If the
Al governance community ultimately fails to develop suffi-
cient independent external auditing capabilities and relies
largely on consulting efforts, this would indeed fail to
meet standard criteria for successful auditing, as cautioned
by Raji et al. (2020) and others. Yet, our interpretation is
that Al ethics auditors who take on the risk in this early
stage are playing a critical role in developing the broader
ecosystem’s ability to transition to more robust auditing.
As noted previously, Al ethics auditors inherit numerous
challenges, one being a patchwork of standards and forthcom-
ing regulations. This means Al ethics auditors are often
required to, explicitly or implicitly, determine which regula-
tions and standards are relevant, make hard calls about disam-
biguating vague requirements into operationalizable
frameworks, decide which technical or social tools are relevant,
and co-develop processes with under-resourced or under-
prepared organizations for implementing these decisions.
Auditors thus must have broad familiarity with multi-layered
regulations and interdisciplinary techniques and must engage
with a variety of organizational stakeholders with potentially
disparate perspectives and incentives. They must do so while
also engaging in careful case-making and balancing acts
related to company interests in regulatory, reputational, or
financial goals, sometimes against ethical ones. As a result,
we found that auditors often create their own frameworks, soft-
ware packages, reporting templates, and other tools to oper-
ationalize Al ethics and governance, thereby playing a
critical role as the interpreters and translators of the ecosystem.

Implications for practitioners and scholars

We offer a few practical implications based on the findings
and explicit recommendations of interviewees. For organiza-
tions considering auditing, key goals include adequately
resourcing Al governance efforts, building baseline technical
and data infrastructure, identifying relevant point people and
responsibilities, and coordinating contact with Al auditors
along a streamlined process to maximize appropriate
sharing of information and minimize internal dissensus. For
auditors, strategies include considering governance-level
audits for their greater robustness, tracking key emerging reg-
ulations for alignment, encouraging auditees to meet certain
scope requirements for effective engagement, and working
toward other goals like broader stakeholder engagement,
external reporting, and more robust treatment of ethics.
Both auditees and auditors can continue to play a key role
in sharing best practices with actors across the ecosystem,
including standard organizations, academics, and policy-
makers. Finally, policymakers were repeatedly recognized
as key actors with the capacity to substantially shape this eco-
system. According to our interviewees, their efforts to
develop consensus around sufficiently tractable and detailed
recommendations and provide guidance that minimizes ambi-
guities are indispensable.
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For scholars, in addition to the theoretical directions dis-
cussed above, future research could look to identify varia-
tions in Al ethics auditing as it evolves across different
sectors, types of auditors and audits, countries with different
cultural and policy environments, highly regulated vs. less-
regulated industries, high-risk vs. lower-risk Al systems,
and so on. Furthermore, as interviewees noted, there are
currently relatively few efforts among Al ethics auditors
to engage with members of the public, report externally,
or even define auditing success during their work with
clients or internally. As auditing standards and practices
advance and become formalized through law and consen-
sus, researchers will need to identify goals and challenges
associated with numerous sub-components of Al ethics
and governance auditing.

Conclusion

In this paper, we present an empirically grounded frame-
work for Al ethics audits developed via a study of current
Al ethics auditors, their perceptions, and their activities in
practice. The study thus presents an alternative view to
the primarily normative-based study of Al ethics audits
and Al ethics in general and consists of the largest-scale
interview study of Al ethics auditors to date. Drawing on
English and Spanish language interviews of 34 auditors in
seven countries, both internal and external to companies
across sectors, we gather insights from individuals advan-
cing Al ethics auditing and evaluate motivations, activities,
and barriers to effective auditing practice. We present our
results with respect to existing financial and business
ethics audits, building upon the extensive practical frame-
works developed there, and advancing prior framework-
building efforts in the AI ethics and governance auditing
space. We offer a descriptive account of the field and a tract-
able framework to enable future theoretical development.

Our research is subject to limitations common to qualita-
tive research and studies of nascent and evolving fields.
While our sample is relatively large and diverse compared
to prior research, it still captures only a fraction of the
broader Al ethics auditing community (only seven coun-
tries) and represents only a snapshot of a highly dynamic
ecosystem. For example, our rationale and search approach
led us to emphasize private sector organizations and audi-
tors who overwhelmingly serve the private sector. Our
study’s results may not extrapolate as immediately to audit-
ing in or by the public sector or civil society. Finally, given
the variability of participants across multiple countries, we
did not offer findings on possible regional or institutional
differences within the scope of this paper nor comment
on differences across individual auditor characteristics,
such as gender; both research topics that should be explored
in future work.

Overall, we find that the community focused on Al
ethics auditing is rapidly evolving, experimenting, and

preparing for landmark changes in Al regulation, policy,
and standards. We find that Al ethics auditors apply both
governance and algorithmic auditing, serving clients with
a complex and mixed set of motivations, with regulatory
risk most salient, followed by reputational risk mitigation.
While the auditing process often centers around processes
like risk identification and overly centers technical model
validation efforts surrounding bias or performance, the fra-
meworks and strategies used are incredibly diverse and the
chosen set of tools is unique to each auditor and auditee. We
do observe though that a broader socio-technical and ethical
approach is often valued by governance auditors, in part due
to their expressed prosocial motivations.

Yet, auditors and the companies they serve face deep
challenges related to interdisciplinary and cross-functional
engagement, limited organizational capacity to engage in
auditing, and a lack of technical and data infrastructure,
as well as a broad absence of regulatory clarity and consen-
sus on standards and best practices. In response to this
ambiguity, auditors have served as ecosystem builders
and translators, curating frameworks and building best prac-
tices, even as they socialize these ideas with clients, regula-
tors, and other stakeholders. As recognized by auditors in
this study, solving the challenges associated with Al
ethics auditing will require a collective effort from auditors,
companies, governments, academics, and beyond.

Acknowledgments

We are grateful to Jacqui Ayling for her support in research design
and data collection. We also wish to thank all of our interviewees.

Declaration of conflicting interests

The authors declared no potential conflicts of interest with respect
to the research, authorship, and/or publication of this article.

Ethical approval and informed consent statements

The study was approved by the ethics boards at each author’s insti-
tution (approval numbers: H22108, GBUS-744-22, 2022/2028).
Participants provided verbal consent.

Funding

The authors received no financial support for the research, author-
ship, and/or publication of this article.

Data availability

To promote confidentiality, interviewee identities and transcripts
are not available. However, additional information on the research
process is available via the Online Supplement or on request.

ORCID iDs

Daniel S. Schiff (2} https:/orcid.org/0000-0002-4376-7303
Javier Camacho Ibéfiez https:/orcid.org/0000-0001-7565-5480


https://orcid.org/0000-0002-4376-7303
https://orcid.org/0000-0002-4376-7303
https://orcid.org/0000-0001-7565-5480
https://orcid.org/0000-0001-7565-5480

Schiff et al.

15

Supplemental material

Supplemental material for this article is available online.

Notes

1. https:/forhumanity.center/independent-audit-of-ai-system

2. https:/www.canada.ca/en/government/system/digital-
government/digital-government-innovations/responsible-use-
ai/algorithmic-impact-assessment.html

. https:/engagestandards.ieee.org/ieeecertifaied.html

. https:/iaaa-algorithmicauditors.org

5. For a more complete list of Al ethics ecosystem members, see:
https:/www.eaidb.org.

6. The final sample’s regional composition in part reflects the
home countries of the research team and the team’s linguistic
comfort (interviews were only conducted in English and
Spanish). Team members initially reached out to organiza-
tions and individuals in their home countries to increase the
diversity of the sample. However, the final sample also ultim-
ately reflects our understanding of the prevalence of promin-
ent Al auditing organizations and results from snowball
sampling based on outreach to these organizations. For
example, many major Al auditing organizations are headquar-
tered in the US, Europe, and various high-income countries,
as they tend to serve organizations in those regions, which
also have more developed AI regulatory frameworks.
Nevertheless, this can only provide partial insight into audit-
ing ecosystems across a variety of national, regulatory, and
institutional contexts.

7. While gender does not impact the results, the authors consider
it important to include participants’ gender in a traditionally
non-diverse space (Al and STEM in general). Including
gender in the participant quotes maintains awareness of the
issue and promotes understanding of the implications of
gender diversity and representation in STEM (e.g., in align-
ment with UN Sustainable Development Goal 5: Gender
Equality).

8. The detailed codebook with the full list of the 96 individual
codes and definitions is available in Part C of the Online
Supplement.

9. For example, 104 out of 324 quotes related to motives
mention regulatory ones, making this the most discussed
driver.

10. A full list of regulations, standards, and ethical frameworks
discussed is included in Part B of the Online Supplement.

11. Reflected in 69 of 324 quotes about motives.

12. The data collection was conducted before the prominent
public release of LLMs like ChatGPT.

13. A total of 42 out of 161 quotes related to challenges mention
regulatory limitations and uncertainty.
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