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Agenda

• Why ethics?

• What needs ethics approval?

• How do we evaluate applications? 

• An example with social media data

• An example of dual use



Why ethics?



Good ethical practice

Participant information sheet Data management plan

Consent form



What needs ethics approval?

https://web.inf.ed.ac.uk/infwe

b/research/ethics-and-integrity/ethics-levels

• Involves no human participants

• Involves no personal data
• Involves none of the points mentioned under Level 2

• You can still submit an ethics application if your funder / supervisor / … requires it

Level 0: No 
application required

• Involves human participants or personal data

• Involves none of the points mentioned under Level 2

Level 1: Reviewed by 
one member

• Involves collecting sensitive personal data

• Issues with regards to data protection good practice (e.g. anonymisation and secure 
storage of personal data)

• No explicit participant consent (e.g. social media data)

• Significant potential for harm – physical or psychological

• Vulnerable participants (e.g. children, disabilities, stigmatised minorities)

• Targeting developing countries (incl. India, China)

• For more, see https://web.inf.ed.ac.uk/infweb/research/ethics-and-integrity/ethics-levels

Level 2: Reviewed by 
two members

https://web.inf.ed.ac.uk/infweb/research/ethics-and-integrity/ethics-levels
https://web.inf.ed.ac.uk/infweb/research/ethics-and-integrity/ethics-levels


What needs ethics approval?

• Involving extremely vulnerable populations

• Conducted in war zones

• Potentially serious implications for 
participant welfare

Level 3: 
Reviewed by full 

committee

• Intention to observe an illegal activity

• Use of materials which are the subject of 
legal action against the University

Level 4: 
Escalated for 

review at College

These levels are very rare – talk to use before considering doing such research!



What needs ethics approval?

• A research project level 1 and over

• Student project at time of project definition – UG and MSc projects 
have a deadline

• Staff at funding proposal stage if level 2 – high level lightweight 
application, can update application with details when research 
begins

• Think about the research methods
• Will you need existing data? What kind of data?

• Will you collect new data?

• Will you have human participants / users / data created by or about 
humans?



Things to consider: Human participants

• Are you collecting personal data?
e.g. names, student numbers, email addresses, IP addresses, audio/video recordings…

• Are you collecting sensitive personal data?
e.g. race, religion, political opinions, sexual orientation, …

• Do you comply with GDPR? (don’t know? take the training!)

• Can the participants understand their rights and provide informed 
consent? (e.g. are they aged 15 or older?)

• Conflicts of interest



Things to consider: Personal data

• If you get data from other sources, do you have permission?

• Does your intended use comply with terms of use?

Relevant for all who work with speech corpora and language data!

• Treat any data carefully and confidentially

• Only collect and process the data you need

• Is it possible for people to be identified? What would be the harm?



Other things to consider

• If you are working with industry partners or academics outside 
Informatics, is there an agreement about their / your role?

• Has the research been reviewed in other countries, if (some of) it 
takes place outside the UK?

• Who will benefit from the research? Will you make findings 
available to participants?



Scenario

Research Project:

Post prison influence of high profile twitter users

We want to study how users of social media platforms change their behaviour before and 
after going to prison. We create a list of high-profile users and we gather the timelines of 
users which have interacted with them before, and after they went to jail. This involves 
gathering their tweets, retweets, and quotes. We then use hate-speech detection tools, topic 
modelling techniques to analyse the differences.

Aspects to consider: privacy, consent, terms of service



Scenario

• Scenario: Ana graduated in quantum computing, and now works 
at a start-up creating quantum cryptography. These methods are 
safe against attackers with quantum computing capabilities, but 
are hard to understand. The device they produce uses open 
source software. She would like to convince the UK government to 
use her company's services. What issues should she consider in 
her presentation?

• Aspects to consider: privacy, dual use, export controls, intellectual 
property
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