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ethical considerations that accompany their development 
and deployment.

The power of words holds immense responsibility, espe-
cially where the impact can directly influence individuals, 
families, and communities. Authors bear the weight of 
accountability for the spoken and written words they craft, 
understanding the potential repercussions they may have on 
those affected. In an era where technology burgeons, LLMs 
driven by artificial intelligence have emerged as potent tools 
for generating text, for example content relevant to health 
research and information and disinformation dissemination. 
These LLMs, such as ChatGPT, Jasper, Surfer, and oth-
ers, wield the potential to transform the way information 
is conveyed and shared. However, with this transformative 
capability comes a heightened need for accountability and 
ethical consideration, as acknowledged by developers who 
concede the propensity for inaccuracy within AI-generated 
content [1].

This paper explores the multifaceted landscape of ethi-
cal dilemmas surrounding LLMs. We embark on a journey 
through the intricacies of these AI-driven language models, 
dissecting ethical quandaries that arise in their operations, 
shedding light on their impact on society, and presenting 
prospective pathways to navigate the complex ethical web 

1  Introduction

Development of language models based on artificial 
intelligence (AI) resulted in dramatic advancements in 
human–computer interaction, and the nature of informa-
tion dissemination and communication went through a 
remarkable transformation. At the forefront of these mod-
els are LLMs, with their astounding capabilities in generat-
ing texts and decoding languages across diverse domains. 
However, with their remarkable power comes a critical 
responsibility—a responsibility underscored by necessary 
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Abstract
This study addresses ethical issues surrounding Large Language Models (LLMs) within the field of artificial intelligence. 
It explores the common ethical challenges posed by both LLMs and other AI systems, such as privacy and fairness, as 
well as ethical challenges uniquely arising from LLMs. It highlights challenges such as hallucination, verifiable account-
ability, and decoding censorship complexity, which are unique to LLMs and distinct from those encountered in traditional 
AI systems. The study underscores the need to tackle these complexities to ensure accountability, reduce biases, and 
enhance transparency in the influential role that LLMs play in shaping information dissemination. It proposes mitigation 
strategies and future directions for LLM ethics, advocating for interdisciplinary collaboration. It recommends ethical 
frameworks tailored to specific domains and dynamic auditing systems adapted to diverse contexts. This roadmap aims 
to guide responsible development and integration of LLMs, envisioning a future where ethical considerations govern AI 
advancements in society.
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they weave. Our exploration begins with an elucidation of 
the convergence between Conventional Language Models 
(CLMs) and Pre-trained Language Models (PLMs), delv-
ing into their fundamental differences in training, causal-
ity constraints, and token representation. This comparison 
sets the stage for understanding the ethical considerations 
interwoven within the architectures of these models. Fur-
thermore, we scrutinize the inherent biases ingrained within 

LLMs, dissecting their origins and their impact on AI deci-
sion-making. Our account also encompasses complex ethi-
cal aspects, acknowledging the interdisciplinary nature of 
addressing ethical concerns in LLMs. Additionally, as we 
grapple with the challenges of opacity within LLMs, we 
advocate for dynamic audit tools tailored to these models, 
emphasizing continuous monitoring, explainability tech-
niques, and adaptable frameworks capable of navigating the 
ever-evolving landscape of AI-driven language models.

In this study, our pursuit is twofold: firstly, to illuminate 
the pressing challenges that demand immediate attention, 
and secondly, to present strategies for their mitigation and 
ethical enhancement, paving the way for responsible devel-
opment and deployment of LLMs in society. Our explora-
tion progresses in the following sequence (see, Table 1): it 
commences by conceptualizing LLM and ethical frame-
works. The section labeled "3. Methodology" delineates the 
systematic review methods applied to analyze studies con-
cerning the ethics of LLM. "4. Findings" showcases the dis-
coveries and outcomes pertaining to primary principles and 
significant codes, along with their discussions in literature, 
comprising 13 subsections. "5. Discussion" critically exam-
ines the principal codes, fundamental values, and ethical 
considerations associated with LLM, along with potential 
strategies to address ethical concerns, thereby facilitating 
the responsible advancement and integration of LLMs in 
society. This section encompasses 11 subsections. Further-
more, the concluding thoughts and prospects concerning 
LLM ethics are deliberated in Sect. 6.

2  Conceptualization and frameworks

Large language models (LLMs) represent a transformative 
advancement in artificial intelligence, enabling sophisti-
cated natural language processing and generation. This 
section explores their foundational principles and ethical 
implications. Section 2.1 examines the technical underpin-
nings of LLMs, including their predictive mechanisms and 
societal applications. Section 2.2 discusses key ethical theo-
ries and approaches guiding their responsible development 
and deployment.

2.1  Understanding large language models

Language models (LMs) are essential tools within the scope 
of natural language processing (NLP) for understanding 
and predicting probability distributions within sequences 
of linguistic units, such as words or phrases. Their primary 
function is to anticipate the likelihood of tokens (textual 
units, often broken down into sub-word units) occurring 
within a given text sequence. These models, particularly 

Table 1  A road map of this study
Section Title Subsection themes
1. Introduction
2. Conceptu-
alization and 
frameworks

Understanding large language models
Ethical theories and approaches

3. Methodology
4. Findings 4.1. Ethical concerns in LLM

4.2. Ethical frameworks and platforms in LLM
4.3. Bias and fairness in LLM 4.3.1. 

Different 
types of 
bias in 
LLM
4.3.2. 
Fairness 
in LLM
4.3.3. 
Bias and 
fairness 
detection 
methods

4.4. Privacy and data security in LLM
4.5. Misinformation and disinformation in LLM
4.6. Accountability and governance in LLM
4.7. Case studies in LLM ethics
4.8. Mitigation strategies in LLM ethics
4.9. Transparency in LLM
4.10. Censorship in LLM
4.11. Intellectual property and plagiarism in LLM
4.12. Abusive LLM, hate speech and 
cyber-bullying
4.13. Auditing LLM

5. Discussion 5.1. The Advantages of pre-trained models in 
integrating normative ethics in LLM
5.2. Embracing multidisciplinary perspectives 
beyond engineering for ethical AI in LLMs
5.3. Protecting privacy in language models 
amidst growing data concerns
5.4. Ethical uniqueness: specialized consider-
ations for LLMs
5.5. Hallucination and distorted realities in LLMs
5.6. Verifiable accountability and citation integ-
rity system in LLMs
5.7. Diversifying Case Studies in LLMs
5.8. Decoding Censorship Complexity in LLMs
5.9. Breaking the Black Box and Crafting 
Dynamic Audit Tools for LLMs

6. Conclusion and Future directions
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the generative ones, function in an autoregressive manner, 
predicting the probability distribution of a token based on 
its preceding tokens. The predictive mechanism of LMs 
involves using the chain rule of probability and conditional 
probabilities to estimate this joint probability:

P (u1, u2, · · · , ut) = P (u1) P (u2|u1) P (u3|u1, u2) · · · P (ut|u1, ...ut − 1) ,

wherein 'u' symbolizes a sequence comprising T tokens, and 
P(u1) signifies the probability of the first unite u1, P (u2 | 
u1) signifies the probability of the u2 given u1, representing 
the probability of u2 occurring after u1, and so on up to ut 
[2].

A LLM significantly augments the size of an LM, incor-
porating a large number of model parameters, typically 
ranging from tens of millions to billions [3]. These mod-
els have exhibited some unexpected abilities and emerging 
skills [4, 5]. To enhance its proficiency, an LLM undergoes 
extensive training using large volumes of diverse data. 
This augmented size and extensive training enable LLMs 
to grasp intricate linguistic patterns, thereby improving 
their ability to generate more coherent and contextually 
appropriate text. The methodological foundation of LLMs 
involves leveraging immense computational power coupled 
with sophisticated algorithms to process and analyze colos-
sal amounts of textual data. This enables these models to 
acquire a deep understanding of language structures and 
semantics, thereby generating a text that closely resembles 
human-written content.

LLMs represent a milestone in the field of artificial 
intelligence, embodying sophisticated neural architectures 
designed to comprehend and generate human-like text. The 
historical trajectory of these models indicates a progressive 
evolution from early language processing frameworks to 
the advent of contemporary behemoths like Google Gem-
ini, Claude, GPT, DeepSeek, Meta Llama, Grok 3. With 
billions of parameters, these models demonstrate excel in 
natural language understanding, generation, and transla-
tion [3]. Their key attributes include contextual understand-
ing, semantic coherence, and adaptability, enabling them 
to perform diverse language-related tasks with remarkable 
finesse. Furthermore, they continuously improve through 
their capacity for unsupervised learning and adaptation to 
varying linguistic contexts.

LLMs have applications across multifaceted domains, 
highlighting their significance and pervasive impact on 
modern society. These models expedite breakthroughs 
in industries like healthcare, education, and finance by 
facilitating language translation, text summarization, con-
versational AI, and content generation. These models can 
be utilized in information retrieval, sentiment analysis, 
and personalized content recommendation. Further, their 

transformative capabilities are evident in their potential 
to revolutionize human–computer interaction. With the 
progress of these models, their use in diverse applications 
has profound implications for reshaping the landscape of 
human–computer interfaces and the broader technological 
paradigm [6, 7].

2.2  Ethical theories and approaches

There are various ethical considerations surrounding LLMs, 
involving various moral frameworks such as Utilitarianism, 
Deontology, Virtue Ethics, and more [8, 9]. These frame-
works and related theories can lay the ethical grounds for 
developing, implementing, and using LLMs. Some mul-
tidimensional approach are also proposed for embedding 
ethical concerns into LLM development, as it involves inte-
grating ethical considerations throughout the design pro-
cess, ensuring diversity representation in data collection, 
fostering transparency in model development, and imple-
menting mechanisms for accountability and ongoing evalu-
ation of the model’s outcomes. Furthermore, it requires 
interdisciplinary collaborations where ethicists, technolo-
gists, policymakers, and stakeholders engage to establish 
comprehensive frameworks that align ethical principles 
with practical applications in the realm of large language 
models [10].

3  Methodology

We conducted an inclusive and systematic review of aca-
demic papers, reports, case studies, and frameworks regard-
ing LLM ethics, written in English. Given that there is not 
a specific database on LLM ethics in particular, we used 
the Preferred Reporting Items for Systematic Reviews and 
Meta-Analyses (PRISMA) framework to develop a protocol 
in this review (Fig. 1) [11].

In order to conduct a comprehensive review of the rel-
evant studies, we followed two approaches. First, we manu-
ally searched for the most related papers on LLM ethics: 
17 papers were identified through online search after the 
removal of duplicate files. Secondly, we fulfilled a keyword-
based search (using the Google Scholar search engine) to 
collect all relevant papers on the topic. This search was 
accomplished using the following keyword phrases: (1) 
“ethics + large language models” which provided 14 rele-
vant result pages of Google Scholar, (2) “ethics + large + lan-
guage + models” for which the first six result pages were 
reviewed, and (3) “LLM + ethics,” for which the first nine 
result pages of Google Scholar were reviewed.

Moreover, the following keywords “transparency/privacy/
fairness/bias/accountability/mitigation/misinformation/hate 
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First, articles that were published in academic journals were 
included. Second, the dominant topic of the papers (or a sig-
nificant part of it) was LLM ethics. To this end, the papers’ 
main sections were reviewed to understand their dominant 
topic rather than only relying on the title and papers’ key-
words (As a result, 264 papers were excluded.)

4  Findings and resultant themes

The qualitative analysis on the selected papers was per-
formed by four researchers who critically read the papers 
and who developed the eight major key codes as the build-
ing blocks of the categorization of the review result in the 
next step of this research (Table 2).

speech/cyber-bullying/copyright/Censorship/auditing/limi-
tations/Case studies + large language models/LLM” were 
reviewed respectively in first 3/6/5/6/4/16/6/6/6/6/4/6/10 
pages of google scholar and included because of their cen-
tral role in the research as the major known (based on a 
preliminary review) ethical considerations of LLM. Addi-
tionally, the search was suspended within results for each 
search term due to limited appearances of new relevant 
papers on the following pages.

The results of the search were 456 relevant papers (which 
were selected based on the semantical keywords relevancy), 
out of 1147 (which appeared on the result pages). Afterward, 
the duplicated papers were eliminated from the analysis. We 
selected the 192 target papers for this systematic review 
based on the following two inclusion/exclusion criteria. 

Fig. 1  Developed PRISMA flow diagram for ethics of large language models (LLM Ethics)
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accountability, intellectual property and plagiarism, access 
and inequality [12–20].

Biases may exist in data with which LLMs have been 
trained. These may affect their functioning, resulting in 
outputs that accentuate stereotypes or involve unjust dis-
criminations against certain groups, negatively affecting 
marginalized groups [12, 14]. Moreover, the data with 

4.1  Ethical concerns in LLM

LLMs like ChatGPT and LLaMA give rise to various 
ethical concerns with significant implications for society 
[12–15], including bias and fairness, privacy and data secu-
rity, misinformation and disinformation, transparency and 

Table 2  Major and minor codes included in the reviewed papers
Major ethical 
codes

Num-
ber of 
reviewed 
papers

Minor ethical codes

1 Ethical concerns 
in LLM

14 Bias and fairness, Privacy and data security, Misinformation and disinformation, Transparency and 
accountability, Intellectual property and plagiarism, Access and inequality, Reinforcement of societal 
prejudices, Data breaches, Public safety, False or misleading content, Manipulation of public opinion, 
Discrimination, Environmental impact, Marginalized groups

2 Ethical frame-
works and plat-
forms in LLM

12 Responsible deployment, Human-centered framework, Users' mental models, Utility of use cases, User-
centric measures, Deontological ethics in NLP, Risk assessments and regulations, Human autonomy 
in AI systems, Intentional misuse, Unintentional harm, Bottom-up approaches, Top-down framework, 
Common-sense morality datasets, Two-step framework, Ethics by Design, Default ethical settings, 
Embedded ethics

3 Bias and fairness 
in LLM

23 Social biases, Language biases, Representation biases, Income, Race, Lifestyle choices, Gender 
biases, Dialects, Linguistic styles, Social inequalities, Representation biases, Misrepresented groups, 
Demographic representations, Cultural representations, Socioeconomic representations, Reinforcing 
stereotypes, Perpetuating inequalities, FaiRLLM benchmark, Group and individual fairness, Real-world 
datasets, Superior fairness

4 Privacy and data 
security in LLM

10 Safeguarding sensitive information, Privacy risks, Mitigation techniques, Privacy-preserving methods, 
Differential privacy, Maintaining utility and accuracy, Integrating privacy-preserving techniques, Rigor-
ous data security standards

5 Misinformation 
and disinformation 
in LLM

13 Unintentional propagation, Mechanisms to detect misinformation, Misleading content, Influence on pub-
lic opinion, Discourse shaping, Contextual accuracy, Contextually inappropriate content, Unintentional 
or intentional biases, Regulatory compliance of misinformation

6 Accountability 
and governance in 
LLM

22 Auditable decision-making, Accountability in the Healthcare sector, Risks of AI recommendations, 
Documentation of data origins, Interactive model cards, Integration of a citation mechanism in LLMs, 
Stakeholder accountability, External scrutiny methods, Red-teaming and auditing, ASPIRE framework, 
Knowledge Management Systems (KMS)

7 Case studies in 
LLM ethics

25 Healthcare sector, Patient data confidentiality, Impact on research integrity, Plagiarism, Changing land-
scape of academic publishing, Educational sector, Ethical use of AI in student evaluations, Workplace 
communication automation, Ethics judgment, Streamlining and automation, Digital divide within 
society, Replacement of human job

8 Mitigation strate-
gies in LLM ethics

26 Multifaceted challenge, Bias mitigation, Privacy protection, Hallucinations prevention, Social bias, Gen-
der bias and stereotypes, Dataset enhancement, InfoEntropy Loss function, Adversarial learning, Seman-
tic similarity task, Embedding Purification (E-PUR), Comparative testing, E-PUR method and baseline 
methods, Hallucinations Prevention, Output verification, Proactive detection, Participatory design

9 Transparency in 
LLM

7 Clarity and understandability, Facilitating accountability, Interpretable models, Engaging in open 
practices, Chaining LLM steps, Model reporting, Publishing evaluation results, Undocumented data, 
Questionable legality

10 Censorship in 
LLM

1 Benefits of censorship, Preventing harmful outputs, Censorship Concerns, Subjectivity in Censorship, 
Risk of infringing on free speech, Transparency in censorship policies, Beyond semantic restrictions, 
Allowed outputs, Implementing censorship

11 Intellectual prop-
erty and plagia-
rism in LLM

6 Intellectual property rights, Copyrighted material, Watermarking models, Ownership in academic 
research, Fair use, Liability, Highly resource-intensive

12 Abusive LLM, 
hate speech and 
cyber-bullying

7 Facilitation of harmful content, Abusive language, Hate speech, Toxic or abusive content, LLMs for 
detection of online abusive language, Utilizing open-source pre-trained Llama 2 model, Detecting 
cyberbullying on social media platforms

13 Auditing LLM 7 Systematic evaluation, ChatGPT-powered causal auditor, Discrete optimization, Continuous auditing 
tools, Frequency of audits, Hindrance to audits, Cultural and global boundaries, Dynamic and adaptable 
auditing practices
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the model. Zelch et al. [21] explored the ability of current 
LLMs to blend advertisements with organic search results, 
indicating that their proficiency in merging ads with rele-
vant topics is clear.

As discussed in literature, the ethical concerns in LLMs 
arise due to factors inherent in their design, training, and 
potential applications [12, 13, 15, 16, 21, 23–25]. Dealing 
with these concerns involves a multi-faceted approach that 
includes technical strategies (e.g., algorithms to detect and 
reduce biases), policy development (e.g., privacy protection 
regulation), ethical guidelines (e.g., respecting intellectual 
property), and stakeholder engagement (e.g., collaboration 
between industry, academia, and regulatory bodies).

4.2  Ethical frameworks and platforms in LLM

The ethical frameworks surrounding LLMs are multifaceted 
and crucial for their responsible deployment (See Table 3). 
In order to mitigate potential dangers and misconceptions, 
a human-centered evaluation framework for LLMs is pro-
posed. This framework places emphasis on understanding 
users' mental models, assessing the utility of use cases, and 
addressing cognitive engagement in human-AI interaction 
[26].

Given the need for new evaluation metrics, a shift from 
task-specific to user-centric measures is also proposed in 
employing LLMs [27]. Some scholars outlined seven trust-
worthiness categories and 29 sub-categories related to reli-
ability, safety, fairness, explainability, adherence to norms, 
and robustness [28]. Moreover, [29] provides a solid founda-
tion for an ethical framework for LLMs by invoking deon-
tological ethics in Natural Language Processing (NLP). The 
paper highlights the application of this framework in ques-
tion-answering systems and objectionable content detec-
tion through four case studies, emphasizing the robustness 
of deontological ethics in safeguarding individuals' rights 

which LLMs are trained may contain personal, sensitive, 
or proprietary information, which raises worries about pri-
vacy and data security, risking individual and public safety 
and compromising trust in digital systems [12]. The mis-
information and disinformation concerns are raised by the 
fact that LLMs are capable of generating convincing but 
potentially false or misleading content. This can be used to 
spread misinformation, manipulate public opinion, or cre-
ate fraudulent materials, which has severe consequences for 
public health, democracy, social harmony [15, 18, 21, 22]. 
Transparency and accountability concerns result from the 
black-box nature of LLMs, which makes it difficult to deter-
mine responsibility for harmful outputs or decisions [12]. 
The ability of LLMs to generate texts that closely resemble 
human writing raises concerns about intellectual property 
and plagiarism [13]. In addition, the benefits of LLMs might 
be unequally distributed, exacerbating existing inequalities, 
raising concerns on access and inequality [12, 23].

Existing studies have explored these ethical concerns in 
LLM using surveys, experiments, and reviews. Stahl et al. 
[12] examines the ethical aspects of LLMs like ChatGPT, 
using established methods for technology ethics analysis. It 
identifies benefits and challenges, including issues of social 
justice, autonomy, safety, bias, accountability, and environ-
mental impact. Moreover, the study highlights the need for 
a broader approach to AI ethics, focusing on stakeholder 
engagement and holistic policy interventions. Weidinger et 
al. [15] summarized the risks from LLMs into six areas and 
reviewed 21 risks in detail, covering discrimination, data 
security, misinformation, environment issues, and so on. 
Yang et al. [16] investigated the effects of biases on LLMs 
to understand the practical aspects of implementing LLMs. 
Some studies focused on the ethical concerns in specific 
scenarios. For example, Spennemann et al. [13] analyzed 
ChatGPT's ability to offer advice on cheating in assessments 
by a series of 'conversations' held with multiple instances of 

Table 3  Ethical frameworks and platforms for LLMs
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models such as GPT-3 and RoBERTa. It notes their reliance 
on fine-tuning with specific data and the need for a prescrip-
tive foundation based on ethical theories [37].

4.3  Bias and fairness in LLM

Large Language Models (LLMs) can inherit and amplify 
biases from their training data, raising ethical and opera-
tional concerns. This section examines (4.3.1) key types 
of biases in LLMs, (4.3.2) fairness evaluation and mitiga-
tion strategies, and (4.3.3) methods for detecting biases and 
assessing fairness.

4.3.1  Different types of bias in LLM

Language Large Models (LLMs) like ChatGPT and LLaMA 
can exhibit biases. These biases generally result from their 
training data and the algorithms used in their development. 
The biases in LLMs can be categorized into social biases, 
language biases, and representation biases.(See Table 4).

Social biases in LLMs have been extensively studied by 
scholars recently. Social biases reflect model biases related 
to various aspects of social status and characteristics, such 
as gender, age, income, race, occupation, education, and 
lifestyle choices [38–51]. These biases are generated due to 
the nature that LLMs can perpetuate biases in the training 
data, which reinforces stereotypes and unequal performance 
in content generation related to different social groups. Wan 
et al. [46] conducted an examination of gender biases in 
reference letters generated by LLMs, focusing on biases 
in language style and lexical content. The results indicated 
substantial gender biases in the LLM-generated recom-
mendation letters. Fang et al. [42] employed ChatGPT and 
LLaMA to create news content, using headlines from two 

and duties. Regarding chatbots in healthcare, particularly in 
hard-to-reach communities, some scholars propose a guide 
for evaluating and monitoring chatbot technology deploy-
ment, recommending the incorporation of medical ethics 
into AI regulatory frameworks in order to enhance risk 
assessments and regulations [30].

Chan et al. [31] underscores the importance of prioritiz-
ing human autonomy in AI systems, addressing concerns 
about intentional misuse, unintentional harm caused by 
biases, and societal impacts. It advocates for ethical deci-
sion-making in organizational settings and curated datasets 
to mitigate harmful language model outputs. Some also 
critiques bottom-up approaches and proposes a top-down 
framework based on moral theories, demonstrating its effec-
tiveness in guiding LLMs on normative ethics and com-
mon-sense morality datasets [32]. Highlighting polarization 
in AI debates, some scholars also argue for a systematic, 
interdisciplinary approach to managing the risks associated 
with LLMs.They propose RegNLP as a multidisciplinary 
research space for identifying and measuring risks emerg-
ing from LLMs and NLP technology [33].

In their examination of ethical considerations in detect-
ing online abusive content, some scholars raise concerns 
despite high accuracy. They proposes a two-step framework 
guided by the principle of Ethics by Design, which catego-
rizes and assesses abuse severity within content categories 
[34]. Discussing ethical outcomes in NLP system develop-
ment, some scholars advocate for an "Ethical by Design" 
approach, which promotes best practices such as proactive 
planning, default ethical settings, embedded ethics, trans-
parency, and respect for user value [35, 36].

Discussing ethical frameworks in LLMs, some studies 
addresses methodological challenges in developing mor-
ally informed AI systems, particularly in the case of recent 

Table 4  Major identified biases in LLMS
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biases are systematic, favoring well-resourced languages 
(especially English) and standard dialects. Tools like XNLI 
and FLORES help in detecting these, but low-resource lan-
guage support remains poor [197, 198]. Mitigation is tough 
due to data scarcity, model scaling challenges, and uneven 
community engagement in model training. Representation 
biases are hardest to detect and fix. They don’t always pro-
duce offensive content but can lead to underrepresentation 
of certain groups or overemphasis on dominant cultural nar-
ratives. These biases often originate from skewed training 
datasets (e.g., overuse of Western-centric sources). Miti-
gation requires rebalancing or augmenting data, which is 
expensive, time-consuming, and complex to validate.

4.3.2  Fairness in LLM

Recent AI research has increasingly focused on the issue of 
fairness in LLMs, driven by an expanding recognition of 
their potential to perpetuate or even magnify existing biases. 
Research in this area primarily concentrates on assessing 
the fairness of LLMs and developing strategies to improve 
their fairness [52–60].

Multiple scholars have proposed evaluation methods 
to assessing the fairness of LLMs. Zhang et al. [54] intro-
duced a new benchmark named FaiRLLM. This benchmark 
includes meticulously designed metrics and a dataset that 
considers eight sensitive attributes within two specific rec-
ommendation contexts: music and movies. Their evaluation 
of ChatGPT revealed that the model continues to show ele-
ments of unfairness in relation to some of these sensitive 
attributes. Li et al. [53] examined ChatGPT's performance 
in high-stakes areas such as education, criminology, finance, 
and healthcare. They employed a detailed evaluation frame-
work that accounted for both group and individual fairness 
and analyzed disparities in ChatGPT's responses to biased 
and unbiased prompts.

Researchers have been developing methods to improve 
the fairness in LLMs, focusing on improvements in both 
the model training process and the design of the prompts. 
Wang et al. [59] proposed an approach to make references 
to demographic groups unrelated to their portrayal in the 
text, thus reducing social bias. They also introduce a method 
to estimate this correlation's upper limit using importance 
sampling and a natural language corpus. Empirical tests on 
real-world benchmarks show that this method effectively 
improves fairness without compromising language model-
ing proficiency. Hua et al. [55] leverages a personalized pre-
fix prompt and a prompt mixture designed to boost fairness 
in relation to various sensitive attributes. Their experiments 
with two real-world datasets reveal that the UP5 model 
demonstrates superior fairness compared with benchmark 
fairness-aware recommendation models.

newspapers recognized for their unbiased reporting. They 
assessed the gender and racial biases in the content gener-
ated by these LLMs by comparing it with the original news 
articles. The study found that the LLM-generated content 
displayed significant biases, particularly showing discrimi-
nation against women and Black individuals.

Language biases refers to the preferential treatment or 
unequal performance of LLMs across different languages, 
dialects, or linguistic styles. These biases can lead to 
unequal service quality or information accuracy, reinforcing 
social inequalities in education, communication and busi-
ness [38, 45]. In addition, [38] found that biases regarding 
gender, race, age, religion, and social class exist when the 
LLMs are used for translation tasks.

Representation biases in LLMs occur when certain 
groups, perspectives, or types of information are under-
represented or misrepresented in the training data of these 
models, including demographic, cultural, and socioeco-
nomic representations. The consequences of representation 
bias can reinforce stereotypes, perpetuating inequalities, 
and failing to serve diverse user groups effectively [41, 44, 
45, 48].

It is worth noting that bias in language models is usually 
multidimensional and content-specific, extending beyond 
simple polarity distinctions such as positive or negative 
sentiment [202, 203]. It encompasses deeper issues of what 
content is represented, how frequently it appears, and whose 
perspectives are prioritized or omitted. This includes dis-
parities in visibility across social identities, geographic 
regions, and topic domains, all of which can shape user 
perceptions and reinforce structural inequalities. Moreover, 
social, language, and representation biases are often deeply 
interconnected. For example, biases in language use, such 
as favoring standard dialects or dominant languages, can 
reflect and reinforce existing social hierarchies. Similarly, 
underrepresentation of certain groups in training data can 
simultaneously manifest as both social and representational 
bias. In multilingual settings, translation can propagate or 
even amplify the social biases present in the target language’s 
cultural context. These overlaps underscore the complexity 
of bias in LLMs and highlight the need for nuanced, inter-
sectional approaches to detection and mitigation.

While these categories of biases are interconnected, they 
differ in terms of how commonly they occur, how seri-
ous their implications are, and how challenging they are 
to detect and mitigate. Social biases are the most visibly 
harmful and most frequently flagged during public audits. 
They are detectable through bias benchmarks (e.g., Ste-
reoSet, CrowS-Pairs), but mitigation is difficult due to the 
scale of training data and the nuanced nature of prejudice 
[188, 189]. Alignment strategies like RLHF help, but may 
also introduce new forms of censorship or bias. Language 
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may inadvertently disclose information about other users. 
Third-party integrations expand this vulnerability, creating 
complex chains of data exposure that are difficult to monitor 
and control. These privacy risks intersect with regulatory 
frameworks such as GDPR and CCPA, creating compliance 
challenges for LLM deployment. Right to deletion require-
ments conflict with the technical difficulty of "untraining" 
specific data, data minimization principles clash with LLMs' 
need for vast training datasets, and consent requirements 
prove practically impossible to implement retroactively for 
existing models.

Researchers are actively exploring innovative techniques 
to mitigate privacy risks inherent in LLMs [63, 64], with 
key areas including developing privacy-preserving meth-
ods like differential privacy [65], discriminator use [66], 
and matrix–vector functions [67]. These approaches aim to 
protect user data while maintaining utility and accuracy of 
LLMs. Research directions increasingly focus on integrat-
ing privacy-preserving techniques directly into architecture 
and training processes of LLMs [68, 69], seeking balance 
between advanced language processing capabilities and 
data security standards.

4.5  Misinformation and disinformation in LLM

Many scholars are concerned with how LLMs can uninten-
tionally propagate or amplify false information [70], given 
their capacity to generate realistic and coherent text. The 
distinction between misinformation, defined as inadver-
tently false information, and disinformation, characterized 
as deliberately false information, becomes crucial when 
examining LLM-generated content. LLMs can unintention-
ally propagate or amplify false information through several 
identified pathways, including training data contamination 
with existing false information, hallucination phenomena 
generating plausible but incorrect facts, outdated infor-
mation presented as current due to training data temporal 
limitations, and accurate information being presented inap-
propriately for specific circumstances.

More concerning is the demonstrated potential for 
deliberate misuse of LLMs in disinformation campaigns. 
Research has documented LLM capabilities for generating 
convincing fake news articles at scale, creating mislead-
ing social media content, automating generation of con-
spiracy theories and propaganda, and enabling sophisticated 
manipulation of public opinion through targeted messaging. 
Scholars are developing mechanisms to detect and miti-
gate misinformation spread by LLMs [71–74], focusing on 
automated fact-checking systems that verify LLM outputs 
against reliable sources, tracking to identify AI-generated 
content, real-time monitoring systems for detecting mis-
information spread, and training methods to make LLMs 

4.3.3  Bias and fairness detection methods

Bias and fairness detection in large language models (LLMs) 
is essential to ensure ethical, safe, and equitable AI systems. 
LLMs often inherit or amplify societal biases present in their 
training data. To address this, researchers have developed a 
range of bias and fairness detection methods, which can be 
grouped into several categories, including template-based 
bias probing, likelihood and score-based fairness metrics, 
embedding space analysis, and behavioral audits.

The template-based bias probing methods use controlled 
sentence templates to isolate and test specific biases. For 
example, Nadeem et al. [188] presents StereoSet, a large-
scale natural dataset in English, to measures bias across four 
domains: gender, race, religion, and profession by evaluating 
if models prefer stereotypical over anti-stereotypical com-
pletions. Nangia et al. [189] introduces the Crowdsourced 
Stereotype Pairs benchmark (CrowS-Pairs) that contains 
sentence pairs with stereotypical and anti-stereotypical 
forms across social dimensions (race, gender, age, etc.) to 
measure social bias in LLMs. Likelihood and score-based 
fairness metrics compare output probabilities, completions, 
or toxicity scores across demographic groups. For example, 
Wang et al. [190] evaluates toxicity of LLM outputs across 
prompts involving different identity groups. Embedding 
space analysis measures biases in the vector space of word 
embeddings by word embedding association test [191] and 
sentence encoder association test [192]. Behavioral audits 
test how LLMs behave in real-world interaction scenarios to 
see if the model generates biased outputs [193].

4.4  Privacy and data security in LLM

Most academic research on data security and privacy in 
LLMs reflects a growing recognition of the critical need 
to safeguard sensitive information [60–62], as these mod-
els present unique privacy challenges. LLMs demonstrate 
capacity for inadvertent memorization and reproduction of 
sensitive information from training data, including personal 
identifiable information such as names, addresses, and phone 
numbers, financial data including credit card numbers and 
bank account details, medical records and health informa-
tion, and private communications and personal documents. 
Research has demonstrated that LLMs can be prompted to 
reveal memorized training data through targeted extraction 
attacks [60], posing significant risks for individuals, whose 
personal information was included in training datasets with-
out consent.

Inference-time privacy concerns emerge when users 
interact with LLMs. User queries frequently contain sensi-
tive personal information, conversation histories can reveal 
behavioral patterns and preferences, and model responses 
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policies that establish accountability measures for both cli-
nicians and AI systems, highlighting the importance of edu-
cation and regulatory frameworks in the healthcare sector 
[85].

The call for greater transparency and accountability in 
high-stakes AI research requires a fundamental overhaul 
of incentives, turning away from rapid advancement that 
may overlook meticulous scientific inquiry [90]. This trans-
formation involves acknowledging the critical role of data 
work, incentivizing thorough documentation of data ori-
gins, and addressing the need to identify and mitigate any 
adverse effects [91]. By leveraging established frameworks 
from software engineering and infrastructure, fields such as 
AI and NLP can adopt robust structures to enforce dataset 
accountability [92]. Furthermore, integrating human-centric 
approaches like interactive model cards [93] holds promise 
in promoting comprehensive documentation and account-
ability within these domains [94]. Moreover, open-source 
initiatives in conversational text generators play a critical 
role in fostering accountability by evaluating and highlight-
ing various degrees of openness across key dimensions such 
as data legality, documentation standards, and accessibility. 
This impacts fairness and accountability from data collec-
tion to model deployment [94].

Research suggests that the scientific language used by 
AI, such as ChatGPT, might mislead users about its reli-
ability, which highlights the need for accessible references 
generated by humans [95, 96]. Scholars emphasize the sig-
nificance of accountability in LLMs by proposing the inte-
gration of a citation mechanism to address issues related to 
intellectual property, ethics, transparency, and verifiabil-
ity. By adopting a citation system that attributes sources, 
these models can foster accountability, respect intellectual 
property rights, and uphold information integrity, thereby 
contributing to the development of more responsible and 
trustworthy AI systems [97, 98]; Furthermore, certain 
frameworks are proposed for dataset accountability [99]. 
Cacciamani et al. [100] proposed CANGARU Guidelines 
for data scientists, which encompass ethical accountability, 
reproducibility, disclosure, and proper reporting concern-
ing GAI/GPTs/LLMs in academic papers, aiming to pro-
mote critical adherence among academics, authors, editors, 
reviewers, publishers, and readers.

Some scholars stress the necessity of holding stake-
holders accountable in the development and use of LLMs 
through external scrutiny methods like red-teaming and 
auditing, guided by the ASPIRE framework. Anderljung 
[101] examines the implementation of an AI system at 
BlockScience, an engineering company, where an LLM 
was integrated into their internal Knowledge Management 
System (KMS). This study delves into the challenges and 
implications of this integration, highlighting the importance 

more discerning in processing and relaying factual informa-
tion [77–79].

Key research areas include understanding the models' 
susceptibility to biases that might lead to the generation of 
misleading content [75, 76] and designing training meth-
ods to make LLMs more discerning. The societal impact 
of LLM-generated misinformation extends to fundamental 
questions about information reliability and democratic dis-
course. Studies examine LLMs' potential role in influenc-
ing public opinion and shaping discourse [80, 81], while the 
challenge of equipping LLMs with capabilities to evaluate 
truthfulness of input data and contextual accuracy of gen-
erated information [82] remains unsolved. Social media 
platforms and search engines are implementing detec-
tion systems for AI-generated content, while governments 
consider regulations requiring disclosure of AI-generated 
information. However, the rapid advancement of LLM 
capabilities often outpaces detection technologies, creat-
ing ongoing challenges for information integrity in digital 
environments.

4.6  Accountability and governance in LLM

Accountability is a pivotal principle essential for ensur-
ing transparent and auditable decision-making processes. 
It serves as a cornerstone in bolstering public trust and 
meeting the increasing expectations set by regulatory bod-
ies [84]. Large Language Models may amplify and solidify 
pre-existing biases ingrained within their training data. This 
tends to produce misleading or inaccurate information. Con-
sequently, ensuring accountability is of utmost importance 
when incorporating these models into the Healthcare sec-
tor [85]. Healthcare professionals have expressed concerns 
about added tasks managing technology, the potential risks 
of unreliable AI recommendations, and the potential loss of 
human connection in patient care due to AI integration [1].

In addition to LLMs, the issue of generating misleading 
information also applies to Large Vision Language Models 
(VLMs). As confirmed by [86], objects with a high fre-
quency of occurrence or those that co-occur with elements 
in visual data are particularly susceptible to misinterpreta-
tion by VLMs. The creation of counterfactual speech further 
complicates the pursuit of accountable AI. For example, 
fabricating references in scientific article composition [87] 
and inventing fictitious legal cases within the legal domain 
[88] underscore the inherent risks associated with the uti-
lization of ChatGPT in critical domains. Choudhury et al. 
[89] underscore the importance of addressing accountability 
in healthcare by educating practitioners on how to evaluate 
AI recommendations, acknowledging challenges posed by 
heavy workloads and limited statistical training. To effec-
tively tackle these hurdles, the paper suggests implementing 
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can perpetuate discriminatory responses, and decreased 
decision-making transparency as AI complexity increases. 
Within ethical training and religion, studies have addressed 
ethics judgment [121, 122], dilemmas [29, 123], and the use 
of LLMs related to religious texts [124], demonstrating how 
specialized domains require tailored ethical frameworks.

4.8  Mitigation strategies in LLM ethics

Mitigating ethical concerns in LLMs is a multifaceted chal-
lenge that requires a combination of technical, ethical, and 
procedural approaches. Key mitigation strategies include 
bias mitigation, privacy protection, and hallucinations pre-
vention [125–154] (See Table 5). Most studies on mitigat-
ing ethical concerns in LLMs focus on mitigation of social 
bias, such as gender bias and stereotypes. These studies pro-
posed mitigating methods focusing on the training dataset 
[128, 132, 139, 143, 151], the training object [125, 143], the 
training method [127, 131, 136, 149, 150, 155, 156], fine-
tuning [133, 140, 157], and the model architecture [204, 
205]. For example, Ernst et al. [128] created OccuQuest, 
an instruction-tuning dataset encompassing more than 1000 
different occupations across 26 occupational categories. By 
fine-tuning LLaMA with OccuQuest, they achieved a model 
that outperformed existing state-of-the-art LLaMA vari-
ants. Su et al. [126] proposed an InfoEntropy Loss func-
tion that can dynamically evaluate the learning difficulty 
of specific tokens and adaptively scale the training loss, 
directing the model's focus towards tokens that are more 
challenging to learn. Experimental results demonstrate that 
models using the InfoEntropy Loss function consistently 
show enhanced performance in downstream benchmarks. 
Ernst et al. [128] propose a novel debiasing technique that 
incorporates adversarial learning in the pre-training phase 
of the model. This approach has shown to improve fair-
ness in natural language generation tasks, without com-
promising overall performance. Additionally, the benefits 
in fairness achieved through this method are transferable 
to downstream tasks. Dolci et al. [134] suggested reduc-
ing gender bias by fine-tuning sentence encoders on a task 
focused on semantic similarity. This task involved sentences 
that contained gender stereotypes and their corresponding 
gender-swapped counterparts, aiming to enforce seman-
tic similarity between these two categories. This approach 
yielded promising results, notably achieved with a relatively 
small amount of training data. Omrani et al. [204] proposed 
a social-group-agnostic bias mitigation method based on the 
Stereotype Content Model, which characterizes stereotypes 
along psychological dimensions. The proposed method 
was applied to both pre-trained word embeddings and large 
language models, demonstrating comparable performance 

of understanding accountability in human-AI interactions 
within organizational contexts and the need for strategies 
aligning AI technologies with human interests [102].

4.7  Case studies in LLM ethics

Ethical case studies of LLMs across various sectors reveal 
distinct patterns of challenges and responses. Healthcare 
applications demonstrate some of the highest consequence 
severity for ethical failures, with research examining impli-
cations of LLMs in patient data confidentiality and consent 
[102, 103], medical training and education [104, 105], and 
potential biases in medical recommendations [85, 106]. 
Patient data confidentiality requirements carry legal penal-
ties for violations, medical misinformation presents direct 
physical harm risks, and liability remains unclear when AI 
provides incorrect medical advice. The sector exhibits con-
servative adoption patterns with extensive human oversight 
requirements, reflecting the high-stakes environment where 
errors can result in patient harm or death.

Academic applications reveal fundamental tensions 
between technological benefits and traditional scholarly 
values, with studies focusing on the impact of LLMs in 
research integrity [107, 108], plagiarism [108–110], and 
the changing landscape of academic publishing [111–113]. 
Citation integrity becomes particularly problematic when 
AI generates false references, peer review processes require 
adaptation to evaluate AI-assisted research, and publishing 
standards demand new frameworks for AI disclosure. The 
academic sector demonstrates reactive policy development, 
with institutions responding to student and researcher AI 
use rather than proactively establishing guidelines, reflect-
ing tensions between technological innovation and schol-
arly tradition.

Educational implementations highlight systemic inequal-
ity amplification, with research scrutinizing LLMs' role in 
academic misconduct [114, 115], potential biases in educa-
tional content [116, 117], and the ethical use of AI in student 
evaluations [118]. Institutional AI access varies dramatically 
based on funding levels and student evaluation methods 
become unreliable when AI assistance remains undetected. 
Academic misconduct definitions require fundamental revi-
sion while teacher training lags behind student AI adoption, 
resulting in inconsistent implementation across institutions.

Business applications in management and corporate 
sectors prioritize operational efficiency, with case studies 
examining LLMs' influence on decision-making processes 
[119], biases in workplace communication automation, 
and ethical considerations in human resource management 
[120]. These sectors sometimes compromise ethical consid-
erations through hiring and promotion decisions that may 
embed algorithmic bias, customer service automation that 
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that their proposed method significantly outperformed the 
baseline methods in all tested scenarios.

Hallucination in LLMs is the phenomenon where the 
model generates incorrect, fabricated, or irrelevant informa-
tion that is not supported by the input data or real-world 
facts. This issue often arises due to limitations in the mod-
el's understanding of context, over-reliance on patterns in 
the training data, or gaps in its knowledge base. There are 
a number of studies focusing on hallucination prevention. 
Varshney et al. [139] introduced a method that detects and 
mitigates hallucinations during the content generation pro-
cess. This method initially pinpoints potential hallucina-
tions using the model's logit output values. It then verifies 
the accuracy of these candidates through a validation step. 
Upon confirming hallucinations, the approach actively miti-
gates them before proceeding with the generation process. 
This proactive detection and mitigation technique effectively 
reduced the hallucinations in the GPT-3.5 model, decreasing 
them from an average of 47.5% to 14.5%. Leiser et al. [151] 

to group-specific methods on standard bias benchmarks, 
while offering greater theoretical flexibility and practical 
scalability.

Several studies focused on privacy protection and data 
security. Jang et al. [131] proposed knowledge unlearning 
to reduce privacy risks for LLMs. Their study compared the 
proposed approach with previously established data prepro-
cessing and decoding methods known for reducing privacy 
risks in language models. The findings indicated that knowl-
edge unlearning offers a more robust empirical privacy 
guarantee, especially in cases where data susceptible to 
extraction attacks are known beforehand. Zhang et al. [130] 
employed a novel two-step Fine-mixing technique along 
with an Embedding Purification (E-PUR) method, aimed 
at utilizing clean pre-trained weights to mitigate potential 
backdoors in word embeddings. They tested this approach 
against conventional backdoor mitigation methods across 
three single-sentence sentiment classification tasks and two 
sentence-pair classification tasks. The results demonstrated 

Major 
strategies

Key factors Explanations Refer-
ences

Bias 
Mitigation

Dataset Enhancement Explore methods to improve the diversity and 
inclusivity of the training dataset

[129, 
133, 140, 
144, 152]

Occupation-Focused Tuning Implement occupation-focused fine-tuning, as 
demonstrated by OccuQuest, a specialized data-
set encompassing various occupations

[129]

InfoEntropy Loss Function Utilize dynamic evaluation of learning difficulty 
through functions like InfoEntropy Loss to guide 
the model towards challenging tokens

[126]

Adversarial Learning Integrate adversarial learning during pre-training 
to address bias in natural language generation 
tasks

[134]

Semantic Similarity Task Fine-tune models on tasks emphasizing semantic 
similarity to reduce gender bias

[133]

Social-Group-Agnostic Capture the underlying connection between bias 
and stereotypes to help reduce bias among social 
groups

[204]

Privacy 
Protection 
and Data 
Security

Knowledge Unlearning Knowledge Unlearning: Employ knowledge 
unlearning techniques to reduce privacy risks for 
LLMs

[131]

Embedding Purification Utilize Embedding Purification methods in con-
junction with clean pre-trained weights to miti-
gate potential backdoors in word embeddings

[130]

Comparative Testing Evaluate proposed privacy protection methods 
against established data preprocessing and 
decoding methods

[131]

Hallu-
cination 
Prevention

Logit Output Verification Implement a method that detects and mitigates 
hallucinations during content generation by 
verifying potential hallucinations through the 
model's logit output values

[139]

Proactive Detection Actively mitigate hallucinations before gen-
erating content by proactively identifying and 
addressing potential issues

[139]

Participatory Design Involve users in the design process to create 
features that reduce the impact of hallucinations 
in LLMs

[151]

Table 5  Strategies for Ethical 
LLM: mitigation, protection, 
prevention
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of human annotation labor. Continuous efforts are needed to 
promote transparency in LLMs.

4.9.1  Censorship in LLM

Censorship in LLMs refers to the practice of intentionally 
designing or training these models to avoid generating cer-
tain types of content due to ethical, legal, and societal con-
cerns [165]. While censorship in LLMs can be beneficial for 
preventing harmful outputs, it raises several concerns.

First, there is often no universally agreed-upon standard 
for what constitutes "harmful" or "inappropriate" content. 
Cultural, political, and contextual differences influence 
judgments about offensiveness or acceptability, which 
makes censorship decisions inherently subjective. This 
subjectivity can lead to accusations of ideological bias or 
suppression of minority perspectives, especially if models 
are aligned with norms that reflect dominant sociopolitical 
groups. Second, over-censorship can stifle legitimate dis-
cussion and suppress important public debates, particularly 
on sensitive or controversial topics such as race, gender, 
immigration, or political ideologies. When models refuse to 
engage with certain topics altogether or respond in overly 
vague or deflective ways, they may inadvertently weaken 
their utility as tools for public discourse, education, and crit-
ical thinking. Third, the lack of transparency around censor-
ship mechanisms, such as what prompts are blocked, what 
filters are applied, and how decisions are made, can lead to 
mistrust among users. Without visibility into the underlying 
policies and tuning processes, users may feel that models 
are opaque, unaccountable, or manipulated.

Moreover, as [164] points out, censorship in LLMs 
involves more than semantic filtering or keyword block-
ing. It must also contend with strategic prompt engineer-
ing, where adversarial users can circumvent restrictions by 
rephrasing prompts or chaining together innocuous queries 
to construct prohibited outputs. This highlights the fragil-
ity of censorship mechanisms, as well as the need for more 
robust, context-aware controls that go beyond surface-level 
pattern matching. In addition, censorship can have unin-
tended consequences for model behavior. For instance, 
reinforcement learning from human feedback (RLHF) 
techniques used to align models with safety standards may 
cause mode collapse, where the model avoids answering 
many questions altogether or defaults to overly cautious 
responses. This can impair both model informativeness 
and user experience, especially in high-stakes domains like 
mental health, law, or emergency management. Finally, the 
governance of censorship in LLMs remains a contested and 
evolving issue. It raises fundamental questions about who 
gets to decide what models can or cannot say, how these 
decisions are enforced, and how values such as freedom of 

conducted a participatory design study that enable everyday 
users to create interface features, and then generated a list 
of user-desired features aimed at reducing the impact of hal-
lucinations LLMs on users.

4.9  Transparency in LLM

For an LLM to be transparent is for it to have clear and 
understandable functioning and development. Without 
transparency, there is no trust, as it facilitates accountabil-
ity, ensuring ethical and responsible use of LLMs. It enables 
users to understand, question, and critique the outputs of 
these models, making them more robust and reliable tools 
[108, 159–163].

Efforts to improve transparency involve developing more 
interpretable models, documenting and communicating pro-
cesses and decisions thoroughly, and engaging in open. Wu 
et al. [160] introduced the concept of Chaining LLM steps 
together, where the output of one step serves as the input for 
the following one, cumulatively enhancing the benefits at 
each stage. Conducted with 20 participants, their user study 
revealed that this Chaining approach not only elevated the 
quality of task results but also substantially increased the 
system's transparency, controllability, and the users' percep-
tion of collaboration. Liao et al. [159] proposed four com-
mon approaches to achieve transparency in LLMs, including 
model reporting, publishing evaluation results, providing 
explanations, and communicating uncertainty.

Additionally, algorithmic transparency tools have been 
developed to improve transparency in LLMs. These tools 
aim to make the inner workings, decision-making processes, 
and limitations of LLMs more understandable and account-
able. For example, Captum, an open-source model interpret-
ability library for PyTorch models, explains LLM outputs 
by attributing importance scores to input features (usually 
tokens) based on how much they contribute to a specific 
output such as a classification label, a next-word prediction, 
or a generated response [185, 186]. LLM Transparency Tool 
(LLM-TT), an open-source interactive toolkit developed by 
Meta AI, analyzes the internal workings of Transformer-
based language models. By analyzing attention heads and 
feed-forward neurons across all layers, it provides a com-
prehensive view of the entire prediction process, allowing 
users to trace model behavior from the top-layer representa-
tion down to individual attention heads and feed-forward 
neurons [187].

However, Liesenfeld et al. [164] found that although 
there is a rapidly increasing number of projects claiming 
to be ‘open source’, many of them use undocumented data 
whose legality is questionable. Additionally, it was noted 
that very few of these projects disclose their instruction-
tuning processes, which are crucial due to the involvement 
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posts and social media content, raising additional privacy 
concerns beyond traditional copyright considerations.

Unlike traditional copyright scenarios that operate within 
established legal frameworks, LLM training occurs in a 
legal gray area where no mechanism exists for obtaining 
individual consent from millions of content creators. Cur-
rent industry practice assumes fair use without establishing 
clear legal precedent, while opt-out systems such as robots.
txt files are inconsistently respected and prove inadequate 
for addressing existing content usage. Content creators 
receive no compensation despite their work contributing 
commercial value to AI training processes, creating eco-
nomic implications that extend across multiple industries. 
Publishers and authors face potential licensing revenue 
losses, news organizations observe their content being used 
to create competing AI-generated articles, and educational 
content creators find themselves competing against AI sys-
tems trained on their own materials.

4.9.3  Abusive LLM, hate speech and cyber-bullying

Abusive language, hate speech, and cyber-bullying in 
LLMs refer to the generation or facilitation of harmful con-
tent by these AI systems. Managing these aspects is crucial 
for ensuring that LLMs are used in a manner that is safe, 
respectful, and aligned with societal values and norms.

Abusive language occurs when LLMs generate or repli-
cate language that is offensive, derogatory, or harmful [172, 
173]. Hate speech, another concerning output, consists of 
content that incites hatred or violence against people or 
groups based on characteristics like race, religion, gender, 
or sexual orientation [18, 174–176]. Additionally, LLMs 
can contribute to cyber-bullying by generating or aiding in 
the creation of messages that harass, intimidate, or belittle 
individuals [177]. These issues typically arise from LLMs 
replicating patterns present in their training data, which may 
include toxic or abusive content.

In addition, scholars have been utilizing LLMs for abu-
sive language, hate speech, and cyber-bullying detection. 
Nguyen et al. [173] proposed a method for identifying online 
sexual predatory chats and abusive language, utilizing the 
open-source pre-trained Llama 2 model. The experimental 
findings indicate robust effectiveness of this approach, dem-
onstrating high proficiency and consistency across three dif-
ferent datasets in five sets of experiments. [176] presented 
a model specifically designed to measure whether LLMs 
encode biases that are harmful to the LGBTQ + community. 
Ottosson et al. [177] used ChatGPT-3 to detect cyberbully-
ing on social media platforms. They modified and evalu-
ated the model using well-known cyberbullying datasets, 
benchmarking it against previous models using standard 

expression, safety, fairness, and inclusivity are balanced in 
large-scale AI deployments.

Real-world examples of LLM censorship behavior illus-
trate how different models enforce content restrictions 
based on their design philosophies and safety goals. Chat-
GPT (OpenAI) often declines to answer politically sensitive 
questions such as expressing opinions about politicians or 
elections, and enforces strict refusals for prompts involving 
violence, misinformation, or illegal activity [194]. It also 
shows caution in discussing topics like religion and gender 
identity, which has sparked both praise and criticism depend-
ing on user perspectives. Claude (Anthropic) exhibits a high 
refusal rate on prompts involving harm, illegal behavior, or 
controversial moral narratives [195]. It avoids participating 
in fictional scenarios involving ethically complex figures 
and is designed to de-escalate when faced with adversarial 
or emotionally charged input. Gemini (Google DeepMind) 
adapts its censorship behavior based on regional laws and 
geopolitical sensitivities [196]. It also inserts ethical dis-
claimers when addressing controversial issues such as gun 
control or euthanasia. These models demonstrate distinct 
approaches to censorship, highlighting tensions between 
safety, regional compliance, and freedom of expression.

4.9.2  Intellectual property and plagiarism in LLM

Academic work in this area addresses the complex chal-
lenges posed by these AI systems in creating content that 
may infringe on intellectual property rights. Scholars are 
examining the ethical implications of using LLMs for gen-
erating text, images, or code that closely resemble copy-
righted material, raising questions about originality and 
ownership [166]. The focus is also on developing frame-
works and guidelines to navigate copyright laws in the con-
text of AI-generated content, exploring how existing legal 
structures can accommodate the unique nature of LLM out-
puts [167]. Several authors discuss methods of watermark-
ing models and outputs to protect copyright and intellectual 
property [168–170]. One paper also provides an innovative 
take on the subject, arguing that LLMs can be used in copy-
right compliance checking [171].

The intellectual property landscape for LLMs has been 
fundamentally complicated by the widespread use of copy-
righted content in training datasets without explicit autho-
rization. Current LLMs are trained on datasets containing 
billions of documents that include copyrighted books from 
publishers and libraries, academic papers and journals 
despite subscription-based access models, news articles and 
journalistic content used without media organization per-
mission, and creative works including poetry, scripts, and 
artistic descriptions. This practice extends to personal blog 
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5  Discussion

The following discussion synthesizes insights from qualita-
tive analysis and multidisciplinary perspectives to explore 
the ethical dimensions of Large Language Models (LLMs) 
across nine interconnected subsections. Beginning with the 
advantages of pre-trained models in embedding normative 
ethics (5.1), we demonstrate how their scalability and adapt-
ability, grounded in diverse data, enable ethical alignment. 
Subsequent sections advocate for collaboration beyond 
engineering (5.2), privacy protections (5.3), and the dis-
tinct ethical challenges amplified by LLMs (5.4). Through 
qualitative examination, we dissect hallucination risks (5.5), 
propose verifiable accountability systems (5.6), and empha-
size the need for diverse case studies (5.7) to contextualize 
ethical trade-offs. Finally, we unravel censorship dilemmas 
(5.8) and introduce dynamic audit tools (5.9), addressing 
opacity through iterative solutions. This innovative discus-
sion framework—rooted in interdisciplinary dialogue and 
empirical analysis—aims to bridge technical, philosophical, 
and societal gaps in the pursuit of ethically robust LLMs.

5.1  The advantages of pre-trained models in 
integrating normative ethics in LLM

Conventional Language Models (CLMs) and Pre-trained 
Language Models (PLMs) are two essential models in natu-
ral language processing (NLP). CLMs, trained on smaller 
corpora, predict linguistic sequences causally, estimating 
probabilities based on preceding contexts. PLMs, in con-
trast, use significantly larger corpora and neural networks 
for pre-training, learning generic knowledge transferred to 
various tasks via fine-tuning. PLMs diverge from CLMs by 
employing bidirectional modeling, considering both pre-
ceding and succeeding contexts to predict missing units, 
contrary to the sequential causal prediction of CLMs. 
Additionally, PLMs introduce token representation through 
instances of embedding, enabling versatile handling of lin-
guistic tasks. These differences in training, causality con-
straints, and token representation distinguish PLMs as an 
evolution beyond CLMs in NLP, offering broader applica-
bility and enhanced performance across various language-
based applications [2, 2, 185].

Both CLMs and PLMs can be developed with ethical 
and value-sensitive considerations. However, PLMs might 
offer more advantageous starting points due to their ability 
to incorporate diverse data sources and fine-tuning mecha-
nisms. The upside of PLMs is their trainability on extensive 
datasets, particularly ethical considerations and value-
based content. Further, through fine-tuning and specific 
training paradigms, PLMs can be directed towards ethical 

performance metrics. The findings indicated that the model 
was an effective method for cyberbullying detection.

4.9.4  Auditing LLM

Research in this area focuses on developing methodologies 
to systematically evaluate complex systems for reliability, 
fairness, and ethical compliance [178]. Auditing involves 
scrutinizing their decision-making processes, understand-
ing the biases inherent in their training data, and assessing 
their outputs for accuracy, toxicity, and potential to perpetu-
ate misinformation [179]. Most research reviewed focuses 
on specific pathways or frameworks to audit LLMs. These 
include a ChatGPT-powered causal auditor [180], discrete 
optimization [181], iterative in-context learning [182], and 
deep learning [183]. Finally, one paper introduces an audit-
ing tool based specifically on human-AI interaction prin-
ciples [184].

Due to the “black box” nature of many LLMs, auditing 
tools become increasingly important. Transparency and 
explainability, key parts of an ethical framework for LLMs, 
are challenged when the public, and even advanced research-
ers, are unable to decipher how models process information 
or arrive at specific conclusions. Frequent updates and the 
evolving nature of LLMs also necessitates auditing tools 
and practices that are continuous, not solely at a snapshot 
in time. The research in this field demonstrates the resource 
intensity and technical expertise necessary to effectively 
audit LLMs, likely hindering the ability to perform audits as 
often as they could and should occur. Finally, a one size fits 
all approach would likely be ineffective, as LLMs transcend 
cultural and global boundaries, as well as do not follow a 
standardized or regulated framework as they exist now.

Furthermore, the necessity for dynamic evaluation sys-
tems becomes paramount when considering the evolving 
nature of ethical standards and cultural contexts in which 
LLMs operate. Rather than relying on static auditing frame-
works with fixed ethical benchmarks, evaluation method-
ologies must incorporate adaptive mechanisms that can 
respond to shifting societal values, emerging ethical consid-
erations, and diverse cultural norms across different deploy-
ment contexts. This dynamic approach requires evaluation 
systems that can be periodically recalibrated to reflect con-
temporary ethical discourse, updated to address newly iden-
tified risks or biases, and localized to align with regional 
values and regulatory requirements. The implementation 
of such dynamic evaluation frameworks necessitates not 
only technical sophistication but also ongoing collaboration 
between diverse interdisciplinary teams, including ethicists, 
cultural experts, and community stakeholders, to ensure that 
auditing processes remain relevant and contextually appro-
priate as both the technology and society continue to evolve.
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contain sensitive information. This involves a potential risk 
of reverse engineering or extracting this information from 
publicly available models. Moreover, as these models gain 
wider acceptance in commercial or municipal sectors, they 
are likely to collect and store more personal data, such as 
bank or credit card numbers, personal identifiers, and other 
secure information. The retention or deletion of such data 
will have far-reaching implications for compliance with pri-
vacy laws, secure deployment of models, and user trust in 
these systems. The literature highlights the need for a com-
prehensive approach to tackle these challenges, encompass-
ing advanced technical solutions, robust legal frameworks, 
and ethical guidelines.

5.4  Ethical uniqueness: specialized considerations 
for LLMS

LLMs bring forth a host of ethical considerations, some of 
which are shared with other AI systems while others are 
distinctly amplified due to their advanced capabilities.(See 
Table 6) The first category encompasses issues common to 
both LLMs and other AI systems. Privacy concerns and data 
security remain pivotal, given the massive datasets these 
models are trained on. Fairness and bias mitigation pose 
ongoing challenges, with the need for dynamic audit tools 
to navigate the intricate landscape of ethical considerations.

However, LLMs introduce a second category, consist-
ing of ethical issues notably exacerbated in their context. 
Transparency and accountability become intricate dilemmas 
as the black-box nature of LLMs makes it difficult to assign 
responsibility for generated content. Access and inequality 
are heightened concerns, reflecting the unequal distribution 
of LLM benefits and exacerbating existing societal dis-
parities. Additionally, the propensity for LLMs to generate 
abusive language and contribute to cyber-bullying under-
scores the need for targeted ethical frameworks in their 
deployment. While these issues are not exclusive to LLMs, 
the nature and capabilities of LLMs notably amplify these 
concerns.

The third category delves into ethical issues unique to 
LLMs. Hallucination and misinformation, stemming from 
the models' capacity to generate fabricated content, present 
novel challenges. Intellectual property and plagiarism con-
cerns, particularly in the realm of copyright, require care-
ful consideration to navigate the murky waters of content 
creation. Decoding censorship complexities becomes para-
mount, as LLMs may inadvertently contribute to or chal-
lenge existing censorship norms, raising profound ethical 
dilemmas.

considerations to produce outputs aligned with values or 
ethical standards.

Additionally, the normative-descriptive distinction in 
ethics can shed light on the suitability of PLMs for creat-
ing ethical LLMs. Ethical frameworks often involve nor-
mative elements, namely moral norms or principles guiding 
behavior. With their capacity for integrating and process-
ing diverse data, PLMs offer a more robust foundation to 
include normative components within the model. PLMs can 
incorporate diverse ethical principles, guidelines, and val-
ues. By fine-tuning or directing the learning process towards 
ethical considerations, PLMs can effectively assimilate and 
encode normative elements. They excel in understanding 
the nuances of language usage across various cultures and 
ethical contexts, enabling a more intricate representation of 
normative ethical frameworks.

5.2  Embracing multidisciplinary perspectives 
beyond engineering for ethical AI in LLMs

Addressing ethical complexities in AI systems, especially 
LLMs, requires a diverse team and a multifaceted approach. 
Ethical considerations extend beyond technical aspects and 
encompass societal, psychological, legal, and philosophi-
cal dimensions. The approach involves integrating ethical 
education, research-based ethics, algorithmic consider-
ations, and developmental ethics in LLMs. Collaboration 
among ethicists, sociologists, psychologists, legal experts, 
physicians, computer scientists, and data scientists ensures 
a holistic understanding of challenges and promotes align-
ment with societal values. This interdisciplinary dialogue 
fosters a nuanced approach in designing and implementing 
LLM models.

Mere reliance on engineering perspectives to address 
challenges in LLMs, like fairness, risks perpetuating unre-
solved issues. Engineering approaches may prioritize tech-
nical solutions without fully considering societal, ethical, 
and human-centric dimensions. Fairness in LLMs involves 
understanding societal biases, cultural contexts, and ethics 
beyond algorithmic accuracy. Approaching fairness solely 
from an engineering standpoint can unintentionally embed 
or amplify existing biases. To effectively address ethical 
concerns, diverse perspectives from ethicists, social scien-
tists, psychologists, and legal experts must be included. This 
holistic approach acknowledges the complexity of ethical 
challenges beyond technical solutions.

5.3  Protecting privacy in language models amidst 
growing data concerns

The growing literature on safeguarding privacy in LLMs 
suggest that the training data used in current models may 
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hallucinations involve combining real elements in impos-
sible or misleading ways, creating sophisticated misinfor-
mation that proves particularly difficult to detect through 
automated systems. Finally, temporal hallucinations reflect 
confusion about time-sensitive information or current 
events, presenting outdated information as current or dem-
onstrating temporal confusion that proves especially prob-
lematic for applications requiring real-time accuracy. This 
taxonomic understanding suggests that effective halluci-
nation prevention requires targeted approaches rather than 
blanket mitigation strategies.

5.6  Verifiable accountability and citation integrity 
system in LLMs

The incorporation of effective citation and reference sys-
tems in LLMs is a crucial step in strengthening their ethical 
foundation. By implementing a system that accurately attri-
butes sources, these models can establish a clear traceability, 
promoting accountability and integrity in the content they 
generate. This practice not only enhances transparency by 
acknowledging the origin of information but also addresses 
ethical concerns related to intellectual property rights and 
data authenticity. Ethical considerations in LLMs require 
a shift towards comprehensive documentation and citation 
practices, ensuring proper acknowledgment of contributors, 
preventing plagiarism, and maintaining the accuracy of dis-
seminated information. Moreover, citation mechanisms can 
play a key role in promoting responsible use of LLMs, fos-
tering a culture of trustworthiness, scrutiny, and verifiability 
in their development, evaluation, and usage.

5.5  Hallucination and distorted realities in LLMs

Hallucination in LLMs is a significant ethical concern in 
artificial intelligence. It refers to the generation of false, 
misleading, or fictional content without grounding in data 
or facts. These inaccuracies pose ethical ramifications, com-
promising reliability and perpetuating misinformation. As 
LLMs are increasingly used for decision-making and com-
munication, unchecked hallucination amplifies the risk of 
spreading falsehoods, causing societal discord, eroding trust 
in AI systems, and distorting perceptions of truth and reality. 
Addressing hallucination goes beyond technical challenges 
and requires proactive measures, validation mechanisms, 
and interdisciplinary collaboration to uphold AI system 
integrity and societal impact.

Recent research has identified distinct categories of hal-
lucinations in LLMs. Factual hallucinations represent the 
most straightforward category, involving the generation 
of verifiably false information presented as factual truth. 
These manifest as incorrect dates, non-existent scientific 
studies, or fabricated statistics, and pose particular risks in 
educational and research contexts where users may accept 
AI-generated information without verification. Source hal-
lucinations constitute a more sophisticated form, involving 
the creation of non-existent citations, references, or attribu-
tions. This category has gained prominence following high-
profile cases where legal professionals submitted fabricated 
case citations generated by LLMs, undermining both schol-
arly integrity and legal proceedings.

Contextual hallucinations present a more nuanced chal-
lenge, occurring when information is factually correct but 
inappropriate for the given context. These instances can lead 
to harmful real-world actions despite containing accurate 
information, such as providing advanced medical proce-
dures in response to basic health questions. Compositional 

Table 6  Navigating ethical frontiers: classifying concerns in LLMs
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5.9  Breaking the black box and crafting dynamic 
audit tools for LLMs

Addressing the ethical challenges of opacity in LLMs 
requires adaptable auditing solutions. The lack of transpar-
ency and explainability in LLMs hinders effective audit-
ing due to their "black box" nature. The dynamic nature of 
these models and resource-intensive auditing practices pose 
obstacles to frequent assessments. Additionally, the absence 
of standardized frameworks and diverse cultural contexts 
make a universal auditing approach impractical.

One potential solutions to the challenge of opacity in 
LLMs are dynamic auditing frameworks or tools tailored 
for LLMs. These frameworks prioritize continuous monitor-
ing and assessment, adapting alongside model updates for 
ongoing transparency and accountability. Machine learning-
based auditing tools that evolve with the models themselves, 
incorporating interpretability techniques, such as explain-
able AI (XAI) methods or model-agnostic approaches, can 
offer insights into LLM decision-making processes without 
requiring deep understanding of their internals. Moreover, 
a modular auditing framework customizable for cultural 
nuances and specific application contexts can enhance 
effectiveness. This approach requires collaboration among 
interdisciplinary teams, including ethicists, technologists, 
and domain experts, to create adaptable auditing models 
that consider diverse perspectives.

6  Conclusion and future directions

The growing interest in LLMs calls for a closer look at 
their ethical implications, especially as they become more 
advanced than humans. This area is attracting attention from 
researchers and ethicists, who are exploring how LLMs' eth-
ical duties might go beyond usual human-focused ethics. It's 
important to understand how a country's ethics, its govern-
ment, and the ethics of AI entities in that country differ. As 
LLMs gain more influence over how information is shared, 
we need to pay more attention to the ethical responsibilities 
that come with this power.

The ethical challenges posed by LLMs are distinct and 
require immediate action due to their advanced capabilities 
and growing popularity. Unlike other AI systems, LLMs 
specifically grapple with problems like hallucination, verifi-
able accountability, and decoding censorship. These prob-
lems must be tackled to maintain responsibility, reduce 
unfairness, increase clarity, and limit negative effects on 
society. By prioritizing these ethical dimensions surround-
ing LLMs, we can responsibly steer their development and 
influence the direction of AI ethics and governance.

5.7  Diversifying case studies in LLMs

Recent case studies of the ethical implications of LLMs 
can be classified into various fields: Healthcare [103, 104], 
Academia [108, 109], Education [115–118] Management 
[120, 121]. Ethical Training and Religion: Moral judgment, 
dilemmas, and the use of LLMs regarding religious texts 
[29, 122–125]. Expanding case studies into diverse fields 
is crucial for thoroughly addressing ethical considerations 
surrounding LLMs. Different sectors present complexities 
and ethical dilemmas of their own, and case studies shed 
light on specific challenges in each domain. Insights from 
diverse case studies inform tailored mitigation strategies to 
optimize LLM benefits while addressing domain-specific 
challenges. Moreover, comprehensive case studies inform 
policymaking, guiding inclusive and effective regulations 
for LLM use across applications.

5.8  Decoding censorship complexity in LLMs

The problem of censorship in LLMs raises intricate chal-
lenges beyond subjective judgments and transparency 
issues. While some excerpted passages highlight the multi-
faceted challenges surrounding censorship in LLMs, further 
examination reveals nuanced aspects integral to under-
standing the complexities of content moderation and its 
broader impact. A careful consideration of ethical principles 
is essential to arrive at a balance between protecting users 
from harmful content and securing free speech and diverse 
perspectives. Moreover, Censorship in LLMs might inad-
vertently perpetuate biases present in the data used for train-
ing these models. Biased training data could result in biased 
censorship, disproportionately affecting certain groups or 
viewpoints. It is crucial to address algorithmic biases and 
ensure fairness in the censorship process.

Static censorship rules may not adequately adapt to the 
dynamic and context-dependent nature of online content. 
Models should be designed to evolve in response to the 
changing landscape of content and societal norms. Further-
more, implementing a uniform censorship policy across 
diverse regions may neglect cultural differences and diverse 
legal frameworks. Different regions and cultures have vary-
ing standards and laws regarding acceptable or unacceptable 
content. In addition to the mentioned challenges, exploring 
how individuals attempt to circumvent censorship measures 
can provide insights into evasion strategies and effective 
countermeasures to address these techniques.
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use of LLMs while mitigating potential ethical problems 
and societal harms.
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