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Quantum Cyber Security

Lecture 2: Math supplement

Petros Wallden (slides credit: Raul Garcia-Patron Sanchez)



Postulate I: Quantum states

A quantum state with d degrees of freedom is described by A
a complex vector space with inner-product (Hilbert space)
with norm 1. d
i ) ’
[ Hilbert space = Complex Vector Space + Inner—product}
e
State vector ’¢> — 15.2 A d-dimensional vector of complex numbers
Vd

a; : Probability amplitilde_of degree of freedom 7



Complex number in a nutshell

® C={:=a+ibl(a,b) € R? and i* = —1} M
Trigonometric form: z = |z|(cos 8 + i sin 0) b 7
® Addition: z1 + 29 = (a1 + a2) + i(b1 + b2) @ Re
® Multiplication: 2129 = (a1a2 — b1bs) + i(a1bs + bias) tm ¢ >
® Conjugation: z* =a —ib
(1 +2)" =21tz (2122)" = 212) ] Re
® Norm: |z| = Vzz* ¥

® Euler equation: €%/ = (cosf + isinf) = z = |z\ei9

® Multiplication: 2129 = |21]||2o]e"(?1102)



Hilbert Space: Complex vector space

Addition: H x H — H

Yy - ¢o | o+ do
Py ®1 V1 + @1

V) +lo)=| . . .

_@bd.—l_ _de.—l_ Pa—1 —|- Pa—1
Associativity:|t1) + (|1h2) + |¥3)) = (|¢1) + [¥2)) + |¥3)

Commutativity: |11) + |¢2) = [12) + [1)
Neutral element: |¢) + |0) = |v)

Inverse element: V|y), 3|v) s.t. |[¢) + [v) = |0)

The zero vector: |()) =




Hilbert Space: Complex vector space

Scalar multiplication: C x 'H — H

o - At |
(31 APy
CEPY B
Va1 APg_1 |

Compatibility: A(]e)) = (Aw)]e)

(Compatibility of product of scalars with scalar multiplication)
Distributivity (vector addition): A(|1)1) + |[12)) = A1) + As)

Distributivity (field addition): (A + v)|y) = A|Y) + v|)
Identity element: 1|¢)) = |¢))
Multiplying by zero: 0|¢) = |0)



Inner-product (Math notation) H = C?

Inner-product (+,-) : V xV — F

- Bo | _
_ 51 d—1 <
(,B8) =B of ... abf_i]x , — Zafﬁi f
: i=0 /
Ba—1_ N
_ _ /
Linearity: (A&, 8) = A* (&, §) (@,3)
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Hilbert Space: Inner-product (Dirac Notation)

Inner-product: H x H — C a

($Ig) = )_vid:

Linearity: (A|Y),|@)) = A*(¢]@) =

(11) + [¥2)) = (th1]@) + (th2[0) =

Conjugate symmetry: (¢Y|¢) =

Positive semi-definiteness: (v

(¥

4o N
Ket ) = w:1
_wd.—l_
\Bra (wl=10)t =i ws ... ],
(ARD)TIB) = (A |) e oo anias
(11 + o] ) e ntomes
()"
v) >0
v) =0 ) = [0)




Norm

Norm: H — RT
[ 1) = v/ (@) > 0

o [[[D)]] =0 Jy)=10)
o |[AID) =ML

o [Il0) +1&)| < [} +1[¢)]|  Triangle inequality

® Quantum states have norm 1: ||[y)]| =1

Norm being 1 is associated with the
fact that measurement outcome
probabilities should sum to one. QM
equivalent of axiom 3 for classical
systems (slide 3.)




Postulate Il: Quantum operations

e )
The evolution of a quantum system [¢) € H = C? is given by

a unitary tranformation U : H — H, s.t. |[Your) = UlYin)
Y

-

/Unitary matrices UUT=UWU =1 d\

@ Linear operator U : H — H

@ Preserves the inner-product

@ Equivalent of orthogonal matrices on real vector spaces

\_




Linearity

o Aec L(H):H — H is linear on its inputs:

O A(Z a;lvy)) = Z%‘A(’Uz’»
@ (A+ B)ly) = Al¢) + Bly)
@ Composition: (BA)|y) = B(A|y))

@ Matrix representation: A|j) = Z Aiilt)
i



Adjoint (Hermitian conjugate)
® Adjoint (Hermitian conjugate): VA,3A" : (|v), Alw)) = (AT|v), |w))
® Matrix representation: AT = (A1)

@ (BA)' = BTAT

e |¥)" = (y]

@ (Al)' = (y]AT

e (lv), Alw)) = (ATv), [w)) = (v|Alw) some eaualiies by construction!




Unitaries preserve the inner-product

® Adjoint (Hermitian conjugate): VA,3A" : (|v), Alw)) = (AT|v), |w))
® Matrix representation: AT = (A1)

@ (BA) = BTA"
o |[¥) = (|
® (Ajy) = (AT
o ([v), Ajw)) = (A'fv), [w)) = (v|AJw) come equalites by canstrueton
® Preserves the inner-product UU = U 1LU =F

0y = Ul | (1) = (IUDU1) = U018 = Wllaf) = wle) =1




Outer-product

%

¢ Lipd 4
® Outer-product: [g)wl=| . | x [0 v ... ¢i.] €L HalE

_¢d.—1_
o |vi)(w;|e L(H),H—H:

@ (|v;)(wi|)|Y) = |v;) (wilh) = (wi|Y)|vj) = Yuw,|vj)
eC
0 0 0 O]
o | A=) ayldGl peI=) g g
] 0 0 0 0
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