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Problem 1

Consider the encryption defined using the secret key k = a as follows. If the input state is
py = [¥) (], then

Ency(py) = Hpy H®
Decq(py) = HpypH®.

(a) Check the encryption scheme satisfies correctness.

Solution. For correctness we need to check that Decy(Ency(py)) = py for any input state
py- In our case we have that

Deca(Enca(py)) = HY(H" py H*YH® = (H2)py(H2) = IpyI = py.
(b) Which are the possible encryptions for the following two quantum states.

i Jih1) =10).
Solution. The input state is py, = [0)(0]. If a = 0 then Ency(py, ) = Hpy, H® = [0)(0].
If a = 1 then Enc,(py,) = H'py, H' = H|0)(0| H = |+)(+].

. . 1

ii. [1ho) = e (10) + (V2 — 1) |1)).
Solution. The input state is

Doy = 1+(}2—1)2(|0> +(vz=1) ) (o1 + (v2-1) ),

If a = 0 then Ency(py,) = Hpy, H° = py,. For a = 1, first notice that [12) remains
invariant when applying H. That is, H |12) = |[¢p2). Thus, if a = 1 then Enc,(py,) =

H'py,H' = H [ip2) (2| H = [t2) (2| = py,-

(c) What are the average ciphertexts pg(¢1) and pg(12)?

Solution. The average ciphertexts can be written using part (b) as
1 “ o 1
pE(1) = 5 Y HepyH'= 5 (10)0] + ) (1),
ae{0,1}

1 W a1
pE(Y2) = 5 > Hepy,H" = 5Py + ys) = Py = [1h2) (Y]
ae{0,1}

(d) Compute the fidelity of pg(¢1) and pg(12).

Solution. Because pg(1)2) = |1h2) (12| is a pure state, we can use the simplified expression
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for fidelity in the case one of the states is pure.

F(pe(¥2), pe(i1))
=<wﬂpmwﬁhm>=l<zHWMW+ﬁ+M+DWﬁ

(V2= 1) (1) (J0)0] + [+)¢+1) 10y + (V2= 1) 1))

( 2_1)a0(3mxm-%mxu-%u (O] + 1) H)Qo ( 2—1)HU

5 ( (0] +
2+2 2—1
0] +

= A 3(0] + 1\+<xf2—1) <oy+(\/§—1) <1|)(yo)+(xf2—1)\1>>

(
T ata(v2 2(
il
s 2(3 (va-1)+ (v2-1)+(v2-1))

1 1
14+4(v2-1) 4-2v2

~ 0.854.

(e) Using the bounds between fidelity and trace distance, argue whether the encryption is
secure. In other words, do there exist any [11) # [1)2) such that pg(11) = pE(12)?

Solution. Using the general inequalities relating fidelity and trace distance
1 - F(p,o‘)SD(p,U)S 1—F(p,0),

we get in our case

1
0<0076~1———" <D , .
< T (pE(¥2), pE(11))

Therefore, the encryption is not information-theoretically secure, as we have two distinct
input states for which the trace distance between their averaged quantum ciphertexts is
strictly greater than 0. In particular, the above inequalities mean that someone can distin-
guish between the two cases with at least 0.076 advantage over a random guess.

Problem 2

Consider the Regev public-key cryptosystem with the parameters ¢ = 17 and n = 4. The private
key is defined as s = (0,13,9,11) and the public key is defined by m = 4 LWE samples
(a1 = (14,15,5,2),b; = 8),
(ag = (13,14, 14,6), by = 16),
(az = (6,10,13,1),b3 = 3),
(ag =(9,5,9,6),b4 = 9).

(a) What is the encryption (a,c) for the message p = 1 if we pick the set S = {2,4}7
Solution. To encrypt the message p, we first compute
a=> ai=ay+as=(13,14,14,6) + (9,5,9,6) = (22,19, 23,12),
i€S
b= bi=by+by=16+9 =25
€S
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Now we take a and b modulo ¢ and we get a = (5,2,6,12) and b = 8. Finally,
q
c=b+pu- bJ —8+1-8=16.

Therefore, the ciphertext is Enc(u) = (a,c) = ((5,2,6,12), 16).

(b) Decrypt (a,c) to verify the correctness of the cryptosystem.
Solution. To decrypt Enc(u) = (a,c) using the secret key s we first compute

(a,s) =5-04+2-134+6-9+12-11 = 212.
Next, we compute

(a,s) —c=212—-16 (mod q)
=196 (mod q)
=196 (mod 17)
=9 (mod 17).

Finally, we observe that this quantity is closer to L%J = 8 than to 0, and so we conclude
that p = 1.



	
	

