
1. All large software has bugs in it, and the most 
powerful nation-state actors will have a collection
of zero-day attacks for all of the most popular systems.

So why is installing the latest software updates still good 
security advice for most people in spite of this?



2. Suppose you run a web service that has become 
targeted by political activists. What sorts of attacks might 
they be able to launch at your system, and how might 
you defend against them?



3. Why would Google run a 
hacker team like Project Zero?



4. Microsoft describes the apps on its Windows 
Store as “trusted”. Is this good news or bad?



Electron Bot
Malware sneaks into 
Windows Store disguised as 
Popular Games – Temple 
Run, Subway Surfers, etc.

Attackers can use the 
installed malware as a 
backdoor to gain full control 
on the victim’s machine

For more details, visit -- https://shorturl.at/yGX17

Infection Cycle



• 5. When might it be desirable or even possible 
to implement a system with both BIBA and
Bell-LaPadula guarantees simultaneously?

Bell LaPadula
•Simple Rule (No Read Up): A subject at a given 
security level may not read an object at a higher 
security level. 
•* Property: (No Write Down): A subject at a given 
security level may not write to any object at a lower 
security level. 

BIBA
•Simple Rule (No Write Up): A subject at a given 
security level may not write to an object at a higher 
security level. 
•* Property: (No Read Down): A subject at a given 
security level may not read from any object at a lower 
security level. 



6. How might the concept of “Separation of Duty” 
as used in book-keeping systems also be
applicable to writing secure code? In what ways 
might it be less applicable?



1. This policy is approved by Management.
2. All staff shall obey this security policy.
3. Data shall be available only to those with a ‘need-to-

know’.
4. All breaches of this policy shall be reported at once to 

Security.

What’s wrong with this? 

7. Why might the poor “Policy” (“This policy is 
approved by management...”) pass as a valid
security policy in many companies?


