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ponents Devices bevices & services  ® S€CUTrity is segmented in supply chain and
ecosystems

* Original equipment manufacturer

* Things get complicated when attacker is
really motivated and is capable

* Economics under building and governing a
secure ecosystem
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* Designers do not have full visibility into the manufacturing process
« Complexity of the hardware makes bugs and vulnerabilities even hard to find
» Designers/vendors even rely on reverse engineering to ensure IP/chip integrity
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Hardware trojan
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Presenter Notes
Presentation Notes
https://www.researchgate.net/figure/Demonstration-of-Hardware-Trojan-Insertion-in-Circuit-Netlists-i-Combinational-Circuit_fig4_381703729


THE UNIVERSITY of EDINBURGH

Hardware reverse engineering

« Sample preparation
* SEMimaging

* Image processing
* Circuit extraction

e Circuit analysis...

e to expose the Qualcomm MSM
ship.

Figure 3. Examples of a decapped chip along with an optical microscopic image of
side.

inside.
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Accessory control

* Locking users and
_ developers through digital
DR right management (DRM)
* DRM via security printing,
obfuscation, temper-
f“a”e"g“es"‘)”” resistance, license check,
etc.

Code signing

Developer
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Accessory control

Hardware hacker tries to run NVMe SSD on . o o '
the Switch 2 but fails — adapter doesn't » People areincentivized to cheat!

light up NVMe SSD controller but could work . . .
S Sl daihn misroSD Express * E.g.you’re an IP vendor selling a circuit
m By Aaron Klotz published 6 August 2025 d eS I gn to be ru n O n Ca m e ras at $2 pe r
The open-source community is trying new methods to expand the

Switch 2's storage, without resorting to ultra-expensive MicroSD Ca m e ra

Express cards

* You sell licenses for 100k cameras, and
find 200k appear on the market.

* |PVendor -> Camera Company ->
Factory. Who has incentives to cheat?
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No Formal Aging Maintainer 60% Consider Unpaid Volunteer
Succession Plan Demographics Leaving Work Model
affe
H G G ce Model
Linus Torvalds
ffe fi
BDFL . affect
\
sudden departure  retirement \ ff
= / \
Potential L Outcomes N\
B P —
Leadership «——| Smooth Transition  [* Subsystem Maintainers
Vacuum Ad-hoc Success Hundreds of developers
\
orst ase AN
Community Contributors
Fragmentation Thousands globally

https://canartuc.medium.com/linux-kernel-maintainer-succession-
the-crisis-hiding-in-plain-sight-295105d236b1

Can insiders (un)intentionally get bad
code committed to release?

Who is an “insider” for the software
running in your device? Think about
your OS kernel, libraries...

Code reviews are a form of multi-
party authorisation, but be careful to
avoid rubberstamping...

In this scenario, bugs aren’t random -
they’re introduced to open-source
projects with wide use!
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Software and code supply chain « Who makes the decision to integrate
S patches into your products?
== Third-party code review: keep an
internal version and review upstream
e patches as they appear.
— _ PRI L "« The Compileris part of your trust
. | ed“i | code base
e * Code signing can help you work out

provenance, but watch out for your

https://canartuc.medium.com/linux-kernel-maintainer-succession- keys lea king, and beware of who has
the-crisis-hiding-in-plain-sight-295105d236b1 signing keys. .
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How to report vulnerability? Or should people even report?

Customer? .
Academic? * (Properly) reporting
User of Product? oy .
Intelligence Agency Contractor? VUlnera b|l|ty IS nOt easy,
N | inal? e.g., avoid zero days
Disclo;efor Bug-B;unty Cybr-Arms EIoit it ° RiSkS on the reporterS
Free? Program? Manufacturer? Yourself? . . . .
] * Misaligned incentives

Disclose to
single
company?

Patch the
)
bug? Sue you-

Disclose to
lots?

Uizér;:?ne * How people benefit from
reporting?
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Mobile Network * Security was fragmented along the
Operator (MNO)

supplychain
Handset Original

Equipment * Device platform design is not
Manufacturer (OEM)

- heterogeneous

Chip Maker

Chip Designer
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Android platform

Chip Designer Qualcomm & ARM

Google taking control of the Android
ecosystem, but still a lot of vendors!

Updates propagates from bottom

Who is incentivized to fix a bug? Most
likely Google?
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Apple platform

Chip Designer Apple & ARM

More vertically integrated
Semi-closed ecosystem

Apple breaking dependencies on MNO
for update

Longer update coverage due to fewer
tussles
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» ~30% of sales profit shared!

Appstores
e Bundled and locked in entry point -
leaving very few options for app

developer

dMaZon  Making apps more predatory (ad,

paying, privacy / identity breach...)
W EXPLORE IT ON
AppGallery
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https://www.google.com/search?q=amazon+app+store&client=firefox-b-d&channel=crow5&sxsrf=AOaemvJGoI9zr49vEw43cTC0YxnbeZn3DA:1633014671696&tbm=isch&source=iu&ictx=1&fir=aBmjrQjiwTEDZM%252C-Skq0T1Z4p8NPM%252C%252Fm%252F0gkzps_&vet=1&usg=AI4_-kRCeNlrpNDGSyVeplHROKnAyTCcwA&sa=X&ved=2ahUKEwikhq3b_abzAhWRZMAKHYIQBBwQ_B16BAhTEAI#imgrc=aBmjrQjiwTEDZM
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Appstores

Foryou  Topcharts  Children
Topfree ~ Categories ~ New
777 7 Pokémon UNITE
1 e Action
s a2%
m Boss Life 3D
2 AN Casual - Simulation
S/
ﬁa Text or Die
3 e Trivia
~ (D ..
ﬂ Beatstar - Touch Your Music
4 7-: Music
44%
@7  Long Neck Run
5 | Arcade
LY B P
Nail Stack!
6 Casual
»~» 40%
) 83
Games Apps  Movies&TV  Books
d @) O

Event

For you Top charts Children Event
Top paid ~ Categories ~ New
Minecraft
1 cade + Simulation + Offine
6% @ Family Library @
$BA  Monopoly - Board game classi
2 - Board + Casual * Offline
G0 43x £3.99
p Geometry Dash
47% £1.69
Stardew Valley
5 Role Playing + Simulation
47% £4.99 @ Editors' Choice
M Football Manager 2021 Mobile
6 ports
A1 £8.99
a 88 B
Games Apps  Movies& TV Books

For you

Top grossing ~

@8

Games

Top charts

Children

Categories ~

Coin Master

asino + Casual * Multipla

Candy Crush Saga
Casual - Puzzle + Match 3

Roblox
dventure + Simulation

Event

aye

State of Survival: The Zombie ..

Strategy - Casua

Gardenscapes
Casual - Puzzle + Match 3
43% @ Editors' Choice

Homescapes

Casual - Puzzle + Match 3

88

App:

s Movies & TV

Books

Ne:

Free download + ad + data theft +
microtransaction > paid preminum

apps
No internet access control in Android

Ads making into the app sandbox,
inheriting permissions
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Google Play

& Pending downloads

» Self-signed applications (unlike iOS)
< Manage apps and device

» Default with no “Install Apps from

droid Accessibility...

S Maate e - Updmegon 2. | PSS External Sources” - security and lock-in
@ No harmful apps found :Me:o‘OI:udated4da- v Update = App SeCU rity Improvement Program
Play Protect scanned at 09:34 .
werome | e scanning whole store for harmful apps
a0 Updates available pdated on 2..
@ updtes pendng wemws  Suite of Sanitizers for User Code:
Update all  See details MB - Updated at 0
BoundsSan, AddrSan, IntSan, Shadow
crosoft SwiftKey K...
¥4 Share apps Send Receive MB - Updated zn, v Update StaCk, SCUdO
®  Ratings and reviews o pamegon1. ¥ | Uposte * Protecting third-party as well, why?

WhatsApp Messenger -

. Update
| 17 MB + Updated on 1
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Android update
2

o Device Makers
Manufacturer
))) _u ))) Customize with their
I

))) Partners
Customizes and adds
silicon-specific code

Board Support v
\¢ 3

Android
Dessert Release Package

T ‘ ((( Device makers seek ((( (]
' technical t
v | ecl nlca(_?:;:ep ance T

own & carrier
requirements

End Users

Carriers

o e v v
0 0

L

4 Phone SKU

e
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Presenter Notes
Presentation Notes
Because the ecosystem is complicated…


Android Update Ecosystem: poor after-sales support, as in control of OEMs who want to sell you new devices and are struggling with the patch cycle. In 2015 87% of devices had known vulnerabilities. Google trying to solve this by regaining control over the patch cycle. 
Security Bulletins: https://source.android.com/security/bulletin

Propagation cycles: OpenSSL Bug -> Linux -> Android -> OEM -> Mobile Network Operators (if locked). This is bad, but what about (non-Android) IoT things like alarm clocks, TVs, CCTVs, creepy dolls? Mirai has made an entire industry out of this.

Carrier unlocking: device in the custody of the attacker!
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Android update

Before Treble
With Treble

Previous Updated
Android Release Android Release

Previous Android Updated Android
Previous Android Updated Android 0S framework 0S framework
0S framework 0S framework

= = Vendor interface

Previous vendor Reworked vendor Original vendor implementation
implementation implementation

* Making OS implementation modular (isolated)

» Updates still need to push through (OEM) original equipment manufacturer.......
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Android update: Mainline

OEM Apps &

Android Apps Customizations

Project Mainline updates
via Google Play infrastructure

Modules
(modularized

system components)

Treble Interface

Android OS Framework

Vendor Implementation + Kernel

* Further modularization, delivering OS updates through Google Play infrastructure
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Takeaway: vendors try to take back control, including security policy and
exploits, from others

WWW.CHOZAN.CO
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Think: externalities and internalities for implementing lower-level
security policies?

WWW.CHOZAN.CO
Android OF Framework

Hardware-specific
implementation
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“Pal About” would like
permission to track you
across apps and websites
owned by other companies.
Your data will be used to deliver
personalized ads to you.

nnnnnnnnnnnnnnnnn 9
This photo could It's your choice,
be sensitive. but make sure you
Are you sure feel safe.
want to view?
ad
& LM
2
L., O08 ~ oq‘j L tmsure y L J

<

(Semi)-closed ecosystem, apps signing by
apple. Positioning as the company of
privacy

What is the incentive for Apple’s third-
party app opt out?

Security claim vs reality?

Largely closed source - there is obscurity,
but is it part of the security?
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This photo could It's your choice,
be sensitive. but make sure you
Are you sure feel safe.
want to view?
ad
& LM
-
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“Pal About” would like

permission to track you
across apps and websites
owned by other companies.
Your data will be used to deliver
personalized ads to you.

(Semi)-closed ecosystem, apps signing by
apple. Positioning as the company of
privacy

What is the incentive for Apple’s third-
party app opt out?

Security claim vs reality?

Largely closed source - there is obscurity,
but is it part of the security?

— Incentivization of fixing things aligns
due to vertical integration

— Hard to vet though
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» Compatibility slows things down, and Windows App market fails
» Start fresh with Azure Cloud (hardware + software)

* Azure Security Centre: Compliance reporting, threat modelling, crypto
standards, managing risks of 3rd-party components, pen testing
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