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We'll cover three related concepts

whether a system will work, and how you’re sure of this.
how long will it work for?
how you can satisfy other people of this.



Assurance: whether a system is
secure, and



What to verity, test, and monitor

1 . C red e nti a | SeC u rity Known Initial Access Vectors for Ransomware Claims
2.Vulnerabilities . TSR

4.Signs of intrusion
Malware
Data exfiltration

Access requests
Etc

Share of Ransomware Claims

O O O O

Virtual Private Raemole Desktop Ermail
Metwao aaf .

Exploited Technology

@ Coalition Security
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How are you sure about your users?

 You can't be!

o Errors at every point of the stack! = &
o Training helps with knowledge-

based behaviour

« Reduce the "blast radius"
o Application white lists
o Disable autorun
o Principle of least privilege
o Phishing resistant MFA
o Etcetc
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What to verity, test, and monitor

1 . Credential SeCu rity Known Initial Access Vectors for Ransomware Claims
2.Vulnerabilities | TSR
3.User awareness |

E 40
Ig_.'il:
o Malware g
o Data exfiltration c * -
o Access requests z S
o Etc

Virtual Private Raemole Desktop Ermail
Metwao aaf .

Exploited Technology

@ Coalition Security
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Monitoring and Response

e HUGE amount if InfoSec focuses

on

o Security Operations Centre

@)

O

Endpoint Detection & Response
= MDR, ITDR etc
Data loss prevention

o Threat Hunting
e Huge cat and mouse game

e Provides an

O

In addition to assurance in
prevention controls, you can detect
and contain compromise

16/03/2026

Remote Sites

with local log collectors to
retrieve and forward logs to
{; central collectors
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Evidence that monitoring works g
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B Workweek attacks I Weekend attacks (6pm Fri-12am Mon)

https://www.darktrace.com/blog/im-sorry-were-

closed-why-most-ransomware-attacks-happen-out-of-
hours
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Attackers discuss EDR tools, and invest in bypasses.

Conti leaks.

https://go.crowdstrike.com/rs/281-OBQ-
266/images/GlobalThreatReport2024.pdf
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Emotional Assurance



I The paranoia of a CISO

CISOs are burned out — now they

face personal liability too Software Security: Too Little

Vendor Accountability, Experts Say
Regulators worldwide are upping their scrutiny of corporate

cybersecurity. With a precedent now set for individual liability, Actual lagislation is a long shot and a decade away, but policy

is the CISO role about to get much more d us? Expertls a.r.e loo ki.ng to jump-start the conversation around greater
B legal liability for insecure software products.

@ Becky Bracken, Senior Editor, Dark Reading

Tamlin Magee May 2, 2024

24 Jul 2024
The SEC brought charges against SolarWinds, Meanwhile, vendors face little accountability.
and for the first time an individual security
executive — the CISO.

Do InfoSec products serve the company, or the budget holder?
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External assessment

* Pen test and fix
o Annual, find as many in scope vulns as possible
o Did you fix what the attacker will exploit?
o Expensive because it requires human
» PTaaS?
* Red teaming: employees simulate external attacker
o Test detection and response
 Attack surface management more "systematic"
o Scan external infra
o Find shadow IT and unpatched vulns
o Most valuable InfoSec startup (Wiz) does cloud
configuration scans

"Penetration testers described

... how vulnerabilities emerge
from properties of the existing
built digital environments. This
includes systems that are
forgotten or lack ongoing
maintenance. Moreover,
penetration testers highlighted
that although the testing is often
predicated on planned
methodologies, often they resort
to serendipitous practices such as
improvisation.”

De Paoli, Stefano, and Jason Johnstone. "A qualitative
study of penetration testers and what they can tell us about
information security in organisations." Information Technology &
People 38, no. 1 (2025): 380-398.



Frameworks and checklists

* Many examples

o UK Cyber Essentials

o SANS Top 20 Controls
o NIST Cyber Security Framework

« But does checking off quick
wins lead to better security?

16/03/2026

The 5 cyber essentials 5 controls are:

12



Dashboards and measurement

« Dashboards fit the philosophy of
boards and e-teams

150 | | T

|
o Minimal context needed to - R i it | I |
track progress via KPls, metrics S so | ML MHNA N Il i
etc 23
. 0
* Less clear security can be mapped OGUAL COMBANIES
onto a 1 dimensional scale e .ot iy e v e o e ok ety Gornes 1

o See inconsistencies with risk
scoring firms

o See lack of academic progress «“ Adriana Porter Felt & o -
with measuring security [1] e

www.ajg.com/gallagherre/-/media/files/gallagher/gallagherre/cyber-ig-report-can-scanning-technologies-predict-claims. pdf

Software seems like something we should be able to reason about, yet
the reality is that it's often too complex. Since we don't know how it
works, we measure it and experiment on it as if we are trying to discover

[1] Woods, Daniel W., and Rainer Bhme. "SoK: Quantifying cyber risk." In properties of the natural world

2021 IEEE Symposium on Security and Privacy (SP), pp. 211-228. IEEE, 2021. 196 PM - Jan 28. 2019
16/03/2026 — : - 13



Sustainability: will the
system be secure for?



I Return on Investment of releasing patches

Why vendors release patches

* Your customers demand security updates

* May be reputation backlash
Why they might not

* Planned obsolescence helps business

* Running a patch program is expensive

o Triage takes time

o Paying researchers ($10m+ a year for main

vendors)

o Developers need to work on security patches

16/03/2026

What happens if your loT providers
are out of business...

[E¢1 loT Gossiper 4minread - Jan15, 2020

Week 8 - Assurance
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https://gs.statcounter.com/windows-version-market-share/desktop/worldwide/2023
https://gs.statcounter.com/windows-version-market-share/desktop/worldwide/2016
https://gs.statcounter.com/windows-version-market-share/desktop/worldwide/2023

Changing Threat Actor Capabilities

WATCH OUT FOR...

»

- . .
o
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Thanks
Secunty Bank Account
unexpected
p’] ’ ~ attachments
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Vi

2025

Today: Attackers record your
encrypted data, waiting for
the moment it can be cracked

Harvest Now, Decrypt Later Threat

2026 2027 2028 2029 2030

Future: Quantum
breakthroughs or stolen keys
make that moment possible
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Ecosystem as strength and vulnerability

TSN~ ’ "
—

-~ RIGHT TO
e

ALL MODERN DIGITAL
INFRASTRUCTURE
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SQOOO 000 ton A PROJECT SOME
p- E-WASTE & bz RANDOM PERSON
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MAINTAINING
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|
Increases the number of stakeholders who But can you rely on stakeholders you don't
can fix an issue. control to fix an issue?
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Compliance: how you can
that your system is secure.



I Who do you need to convince? And how*?

« Customers may require security to do : Cemisa_
business : ST i
o Individuals for B2C “
o Other organizations for B2B i Ny
FRAMEWORK P SelNE alliance®
* Financial institutions PABEES

o Payment Card Industry to process credit cards
o Insurers to buy a policy

‘:—ﬂ NISPOM
PCI PSS Y 6

HIPAA FERC / NERC

o Investors or banks to raise capital

NARROWLY FOCUSED

« Regulators to avoid penalties, courts to
avoid litigation

FUNDAMENTAL CONCEPTS » COMPREHENSIVE
BREADTH OF COVERAGE

3/16/2026  *All require "security”, but we're not going to track what is required by each in this course. 19



Convincing B2C customers

Royal Bank
{f of{colland Products Help and support Youand yourmoney Bankingwithus' Security and fraud  Climate

There’s still time.
LT the most of your ISA

allowance before the tax year
ends. We care about your privocy

Limits and criteria apply.

See tax-free savings

Explore our products and services

How banks used to convince customers they Banks don't really try to convince you they're
could reliably store money secure digitally

3/16/2026 20



Certifications

I

Idea TrustArc Q
* Investigator "certifies" the vendor's

security to a given standard Consumer information
« Consumers trust the certificate instead

Of t h o ven d or TRUSTE Data P-rlvacy Table 4: ']'mshruli'lt_ll;l:?:j;l:::j:i':;ln {::T:::;::; Status
Certification Standards Not Trostwortiy 50 Thias

programs help organizations demonstrate

The Pl‘Oblem iS EconomiCS Our Data Privacy Certification and Assurance Mok Trnatwortliy: § 1% Km iwontlry 2 9
compliance with privacy regulations while \
o U ntrustworthy actors m ay be more developing strong data protection practices.
motivated to seek certificate
» See TRUSTe web certificates

Among TRUSTe-Certified Sites Among Uncertified Sites

O Race'tO‘the'bOttom as the |axeSt Figure 1: Comparing TRUSTe-Certified and Uncertified Sites

certifier wins all the business . L .
. . : Edelman, Benjamin. "Adverse selection in online" trust" certifications." In Proceedings
» See also Common Criteria of the 11th International Conference on Electronic Commerce, pp. 205-212. 2009.

3/16/2026 21



Why B2B customers need to be convinced

Single Event Median | Ripple Event Median | Single Event 95%
$83,925 $854,139 $17,500,000

I |

|

5100 $1K $10K $100K §1M $10M $100M 518
Total Costs (USD)

"Ripples are those cyber incidents which
have effects (typically financial, legal, or
in the form of legal entanglements)
beyond the firm initially compromised.”

Source: https://www.cyentia.com/ripple-effect-in-
breaches-2021
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Ripple Event 95%
$391,006,750

Rising Third Party
Risk in Cyber Claims

B Percent of claims ‘
0% Percent of material claims

23%

[

ELE EET

Third Party Risk Genaraiss Losses

Source: https://cyberresilience.com/blog/2024-cyber-risk-
year-in-review/

?
I
>
>
Il

More Than One-Third of Data Breaches
Due to Third-Party Supplier Compromises

Posted By Steve Alder on Mar 28, 2025

Cyber actors are increasingly exploiting
vulnerabilities at vendors, suppliers, and
software providers to infiltrate the networks of
organizations. According to a recent report from
SecurityScorecard, at least 35.5% of all data
breaches in 2024 originated from third-party
compromises, up 6.5% from 2023. The number
of data breaches stemming from third parties is
likely higher since the third-party component of
data breaches is not always disclosed.

22




Types of third-party risk assessment

Questionnaires
o Ask anything, get written response

» Useful in a dispute

o Answers are only as reliable as their
governance

External scans

o Assess external infrastructure and threat intel
o Ground truth, but does it matter?
o Business model considerations

Certifications
o ISO 27000, SOC2 etc

Cyber insurance
o Underwriting standards + financial recovery

3/16/2026

30. Detail your patch management policy.

31. How does the organization utilize encryption to protect sensitive information (such as social security
numbers and other personal information not publicly available)? Is sensitive information both in transit and at
rest encrypted? If encryption is not utilized, elaborate what alternative controls are in place.

32. Does the organization utilize full-disk encryption and/or mobile device Yes |:| No
management solutions to encrypt all storage on mobile devices?

https://www.gny.com/sites/default/files/file/2023-

08/third_party_questionnaire.pdf .



One-time vs Recurring Costs

Initial costs:

Compliance to win business  geme _ oo

PENETRATION TEST

15K
* Requirements vary by industry SYS B ABOK
o Governments require suppliers to certify to InfoSec HEAESE A e
standards 19K i
» UK to Cyber Essentials Recurring costs:
= USA to FedRamp ANNUAL SECURITY ANNUAL CYBERSECURITY
. Dob to CMMC gqnfg;mmm ggc;mm
o Private sector may also require vendors to get certified
" SO.CZ common for data security SBKAB0K+ naugg;;\sssssmm
* Economic pressures ;
o Expensive, but motivated by sales |
o External auditors "maintain" standards hitps://secureframe.com/hub/soc-2/audit-cost

3/16/2026 24



Finance industry

o PCI DSS requ ires merchants to PCI DSS Compliance Costs by Level & Transaction Volume
implement security mechanismes, e Lo S no—
. . . . Transactions Compliance Costs
audit, and fines them if they fail
o S ce Le cture 5 Level 1 Over 6 million $100,000 to 200,000
. Level 2 1 to 6 million $50,000 to 100,000
* B an ks m ay as k q u eStI ons befo rea Level 3 20,000 to 1 million $25,000 to 50,0000
| Oan or as p d rt Of M &A Level 4 Fewer than 20,000 Under $25,000
* Insurers underwrite before selling e e
cyber insurance i

o More on Thursday

3/16/2026 25




Regulatory Compliance in the EU/UK

18 "Essential" & "Important" sectors (Energy, Health, Digital Infra) must

NIS2 Directive implement risk management and supply chain security.
DORA Financial sector (Banks, Crypto, Insurance) implement strict requirements.
Hardware & Software products sold in EU required to implement Secure by
Cyber Resilience Act Default.
Any entity handling personal data implements "Appropriate technical and
GDPR organizational measures".
High-risk Al systems (HR, Credit, Health) must implement cybersecurity
Al Act resilience for Al models.

UK Product Security and Telecomms  Consumer loT devices must implement basic measures like no default
Infrastructure Act 2022 passwords.

*All require "security", but we're not going to track what is required by each in this course.




Regulatory Compliance in the US

Defense & Critical Infra: 300k+ contractors (CMMC)

CMMC 2.0 (similar to NIS 2 in the EU) and 16 critical sectors (CIRCIA).

Financial Sector: Any entity licensed in NY (Banks,

NY DFS Part 500 (similar to DORA in the EU) Insurance, Crypto)

Personal Data: Any business meeting size/data

State level data privacy laws (similar to EU GDPR) thresholds in CA

Proposed State Al Laws (similar to EU Al Act) High-Risk Al: Varies by state
loT Cybersecurity Improvement Act (similar to UK Consumer & Govt loT: Connected devices and
PSTI) "Smart" tech.

*All require "security", but we're not going to track what is required by each in this course.




Does compliance decrease risk?

* What determines compellence power

o Governments, customers, and payment card industry have
the most power

o Insurers and banks are weak due to competition, B2C
consumers due to a lack of knowledge/attention

* How to ensure requirements are effective
o Reducing risk vs jumping through hoops

o Need engineers to help draft requirements

 Ultimately, compliance is better than nothing

3/16/2026 28



Regulatory capture

« Regulators often end up run by ‘their’ industries

* The expertise comes from there!
= FCA, MHRA

« Sometimes politicians design regulators to be weak
« ICO

* Sometimes there's arbitrage too
* Ireland’s data protection commissioner

« Sometimes there's deception

* Security standards with backdoors for intel access
» Dual_EC_DRBG



Regulating beyond ex-ante
security



Ex-post regulation of incident response

Mandatory data breach notification to
consumers

o First in California in 2003

o Truly could not have been done by B2B
relationships

Mandatory notification of authorities

Direct support for victims

o FBI helped Colonial Pipeline get their crypto
payments back

Ransomware payment sanctions and bans

3/16/2026

{ NEWS 3 December2025

UK Ransomware
Payment Ban to Gome

with Exemptions,
Security Minster Say

31



Costs of security failures

NetDiligence® 2013 Cyber Liability & Data Breach Insurance Claims
A Study of Actual Claim Payouts

* Set costs for security failures

O F| nes an d | nvestig atio NS Total Claim Payouts by Type of Cost
(N=88)

0.8%

o Create liability regimes by legislation 03%

12.9%

M Crisis Services

* Decide who is to blame

o The hospital who didn't patch in time? regal Settlement

B PCI Fines

W Regulatory Fines

o The vendor who released insecure software?

« Mandatory data breach response
inadvertently added costs to breaches

16/03/2026 32



Law enforcement

* Cybercrime takedowns

THE SITE IS NOW UNDER CONTROL OF LAW ENFORCEMENT
This site is now under the control of The National Crime Agency of the UK, working in close cooperation
with the FBI and the international law enforcement task force, ‘Operation Cronos’.
Sle s
o ©F
oBotnets
oRansomware | nfrastru cture
* Arrest warrants

oFor ransomware actors

> 8
LOCKBIT o
S
-I_ 1§.:‘.’ u
BY THE FBI
CHINA MSS GUANGDONG STATE
SECURITY DEPARTMENT HACKERS
oFor foreign intelligence
operatives

Unauthorized Access; Conspiracy to Access Without Authorization and Damage
Computers; Conspiracy to Commit Theft of Trade Secrets; Conspiracy to Commit Wi

Fraud; Aggravated Identity Theft

3/16/2026
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