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Funds transfer 
requests + 
authentication

To criminal's 
account at
recipient bank

Cash out
(hard)

Parallels between Network and Banking Security

1. Money Creation
Violate Clark-Wilson integrity model and credit criminal's account without 
debiting another account
o Hard thanks to MAC 
o No known examples, which would exploit implementation details

• Lucky given this violates trust in the entire banking system

2. Break authentication and impersonate the victim
Work within Clark-Wilson model and credit criminal's account by debiting 
victim's account via the criminal authenticating as the victim (or some delegated 
authority)
o All kinds of attacks have been demonstrated here

• Forging signature of a physical cheque
• Getting access to victim's banking website account/app
• Impersonating card, stealing/bypassing PIN, manipulating terminal
• Compromise SWIFT to manipulate interbank transfers

o Occasionally used by cyber criminals at scale

3. Socially engineer the victim
Work within Clark-Wilson model and socially engineer victim to credit criminal's 
account by debiting their own account, authenticating as themselves
o Vast majority of cybercrime losses across investment fraud, business email 

compromise etc

>99.9% of criminal 
attacks

<0.01% of attacks: NK steals 
from banks via SWIFT



Chapter 21: Network Attack and Defence

https://www.cl.cam.ac.uk/archive/rja14/Papers/SEv3-ch21.pdf



https://www.bbc.co.uk/news/technology-35579225

Security Engineering in 1970s
• Threat model

o Researchers sharing research
o Outages the main problem

• Security mechanisms
o Design open systems with fault

tolerance in mind
o Security is useless overhead
o Punish "bad" users

What changed and when?
o Morris worm 1988
o ISPs connecting the public
o Ecommerce in 1990s

Good history podcast

Early Network Sec

https://risky.biz/HTWGO1/


Threat model
• 1990s: Asymmetric protocol design

o Panix SYN flood: Recipient reserves chunk 
of memory for each request

o Reflector attacks prevent blocking
 ISPs inconsistent on fix (BCP38)
 Weakest link/externality problem

o Some protocols amplify volume
 NTP (2010s), memached etc

• 2000s: Botnet of many PCs, later IoT devices

• What changed and when?
• Threat landscape: 

o no trust in extortionists, later arrested
o Criminals use machines more profitably

• Cloud computing mostly solves DDoS
o Professional hosting 
o CDNs, load balancing etc
o ...but Mirai attack on DNS provider 2016

• DDoS a problem for gamers and journalists

Denial of Service 

Michael Calce, infected 200 devices at three separate university networks. He 

then coordinated the machines to flood Internet giants like Yahoo, Amazon 
and eBay with traffic, knocking them offline for hours

https://malicious.life/episode/episode-4-big-cannons-small-phish/
https://www.theguardian.com/world/2000/apr/20/terrorism


Securing the perimeter
Controlling remote access



1990s: Perimeter Security

• Threat model
o All threat actors are outside the network

Where does this work? Why does it fail?



Filtering: Firewalls

• Filtering at many levels
o Block malicious IPs and ports
o Circuit gateways – intermediate TCP 

sessions
o Deep packet inspection at app layer

• DLP solutions
o Terminate sessions if too much traffic 

flows

What goes wrong?



Where perimeters fail

• Untrustworthy insiders 
oMalicious or socially engineered

oA problem for any sec model

• Web + email
o "Information wants to be free"

• Remote work

• A sufficiently large org

• "Sophisticated" attackers
o See NSA



Remote work and VPNs

• Idea: Bypass network controls for 
authorised users/networks

• What went wrong:
You can't put the VPN behind 
a VPN
o Exploits 

o Stolen creds 

oMFA bypass

• VPN the leading initial access vector 
in modern incidents
o Sophos, Coalition, Arctic Wolf



The birth of Zero Trust

• 2009 state actor from China 
spear phishes employees and 
pivots internally
o Accesses source code
o Accesses gmail accounts 

of human rights activists
• Google launches BeyondCorp

o And markets the idea!!
• Nation state actor capabilities 

in 2009 reach criminals in....?

https://www.youtube.com/watch?v=przDcQe6n5o



"Full" deperimeterisation (Zero trust)

• Idea: Enforce access control at service/data level
o Customer DB
o SaaS apps
o Web apps
o BYOD/mobile
o Cloud

• What goes wrong:
Time cost of constant auth
• Modern approach

o Contextual auth
 More auth for more sensitive data

o Trust signals
 Use device of login
 Phishing resistant MFA
 Monitor behaviour
 Biometric auth
 ...



What goes wrong



When the perimeter is 
leaky by design
Securing inbound and outbound email



Email as target vs vector

https://www.at-bay.com/wp-content/uploads/2024/11/At-Bay-2024-
InsurSec-Rankings-Report.pdf



Email (in)security
Return address:
Microsoft,
Redmond, USA

Security Engineering in 1980s
• Threat model

o Researchers sharing research
o Value openness

• Security mechanisms
o "To" field secured by DNS and routing
o Hope "From" field won't be abused

What changed and when?
• Spam abuses trust in "to" field

o See Finn Brunton's book
o Earliest internet harm
o Never really fixed

• Scammers spoof "first" message from 
major companies
o Spray and prey scams
o Phishing



Securing email in transit

• Do you trust the sender or not?
o If yes, then STARTTLS and S/MIME are enough

o If not, then you need PGP (E2E encryption)
 But do you trust yourself to configure

• Who even runs their own mail server these days?
oCompare and contrast FB messenger vs gmail

o The Intel Community likes this



Authenticating Email Sender's Domain

What goes wrong?

SMTP weakness
• The envelope sender and the header 

From are set independently, and 
nothing verifies either

• Envelope: bounce@scam.com
• Header: cfo@bank.example
SPF and DKIM as checks
• SPF lists the IPs allowed to send and 

checks the envelope address 
• DKIM signs headers and body 
DMARC as enforcement layer
• Passes when SPF or DKIM passes and 

aligns with the From header
• Policy options: 

o p=none · quarantine · reject

https://wpmailsmtp.com/dmarc-spf-dkim/

mailto:bounce@scam.com
mailto:cfo@bank.com


Adoption as a major barrier

https://www.bitsight.com/blog/domain-insecurity-state-dmarc



Email security as a coordination problem

• In 2024, Google and Yahoo agree bulk sender requirements
o Marketing as a security incentive



What goes wrong despite DMARC
• Many allow unauthenticated emails to send (p=none)

• Even if the email domain is authenticated:
o Lookalike domains  --->  gooogle.com

oDisplay name spoofing --> <Daniel Woods, daniel.woods@criminal.com>

o3rd party business email compromise

https://emailsecurity.fortra.com/blog/new-agari-report-shows-high-risk-for-bec-attacks



Email fraud
• Expected vs 

unexpected payments

• Who is compromised?
o3rd party or 1st party

• How is the 3rd party 
impersonated?
o Spoof them

oCompromise them

Read and understand Figure 11!!

https://www.at-bay.com/wp-content/uploads/2024/11/At-Bay-2024-InsurSec-Rankings-Report.pdf


What to do about email attacks
You

• Protect your inboxes
o Strong MFA, monitor for malicious logins

• Filter out maliciousness
o Scan links/files, block domains (e.g. newly registered?)

o At what cost??

Your counter parties

• Protect their employees' inboxes

• Set up SPF, DKIM, DMARC (and reject)

• Register lookalike domains



When the perimeter is 
leaky by design
Securing web traffic



Early web security

Threat model in 1990s
• Threat model

o Customers trying to send credit card details 
to ecommerce site, who intercepts along the 
way 

• SSL as the security mechanism
o Encrypt messages via symmetric crypto
o Authenticate server via digital certificate w/ 

server's public key
o Verify certificate was signed by trusted 

authority

What fails?
• Chain of trust across 100s of global CAs

o Diginotar (2011),
• Implementation issues

o Open SSL vulns
o Whether apps verify certificates (source)

• Protocol issues + downgrade attacks

"Up to 300,000 Iranians may have had their Google email monitored 
using security certificates stolen from Dutch firm DigiNotar."

https://dl.acm.org/doi/10.1145/2382196.2382204
https://www.bbc.co.uk/news/technology-14789763


Transport Layer Security (TLS)
And similar formal verification efforts fix 
the protocol issues...

But what goes wrong??



What actually goes wrong

"Non-crypto security will remain a mess" Shamir 2003

Real-world Web Attacks
• Browser vulnerabilities
• Social engineering to click on malicious links
• Installing malware on dubious sites
• Malvertising
• ….
What does network security look like
• Blocking malicious websites and connections

o At firewall
o In browser
o At email

 See Uni and "SafeLinks" debacle
• Angry users if you get in the way!



Attacks on DNS
• The "to" field depends on DNS

• SPF/DKIM/DMARC lookups

• Validating certificates lookups

• Designed for a cooperative network (1980s)

• DNS responses are unauthenticated

• Kaminsky shows a 16-bit ID was only check

• DNSSEC, the solution, barely deployed

• Most failures come through intermediaries: 
• Registrar compromised: NYT, Twitter and 

others redirected via Melbourne IT (2013)

• BGP attacks --> hijack traffic

• How does TLS interplay with DNS attacks?

• BGP attack on MyEtherWallet.com's DNS 
provider, browsers flash a warning but users 
click through

"attackers gained access to the domain registration accounts that 
were operated by Melbourne IT, and changed the authoritative DNS 
servers to ns1.syrianelectronicarmy.com"



Big Network Security Idea: 
No matter how hard you try, 
perimeters are leaky bc you don't know 
who you're connecting with and you 
can't block for business reasons



Network Security Summary
• Security was largely absent from early internet

o Had to be layered on via firewalls/DMARC/TLS etc
o DDoS mostly solved by professional hosting

• Perimeterisation based on network address fails
o Zero trust, "identity is the new perimeter" etc etc

• Security in transit largely solved by TLS
o Initially faced adoption challenge, pushed by browser vendors
o Pushes attacks to authentication (not unlike banking)

 BEC for financial fraud
 Compromise web server, or certificate authority for web attacks

• Simplest attacks need no compromise, but a new domain
o Finance employees fail to spot lookalike domains/display name 

spoofing
o General users click phishing links/navigate to malware

• Blocking isn't an option from business PoV
o Hence DMARC (p=none), hence allowing arbitrary links
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