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Theme of the Lecture:

Blocking, detecting and responding
trades off the risk of compromise
against the risk of disruption.



Perimeters are leaky, now what?

Attack Chain

1. Get into network: social engineering, malicious website,
fraudulent email, stolen creds, vulnerable systems
--> We can't reliably win here.

2. Run something: malware or built-in tools

3. Get more access: steal credentials, escalate privileges,
exploit other devices

4. Get what they came for: exfiltrate data, encrypt systems,
manipulate processes etc

So we block, detect and respond at Stages 2—A4.

Simplified from the Lockheed Martin Cyber Kill Chain and MITRE ATT&CK.



Blocking: limiting what
attackers can do and
reach




Preventing 1 click install

Security Engineering in 1990s
»—Threat Business model

o Build the OS as a platform
o Let 3rd party developers build value
= 2-sided market
o Make installing software easy
= User runsin root
= Apps run asroot
e Security mechanisms....
o Hope user only connects with trusted parties

What changed and when?
* Attackers started sharing malware via email and web
* Windows UAC (Vista, 2007), run as user by default
* Gatekeeper in MacOS (from 2012) checks if software
signed by a dev
* Problem is users continue to click through
o And get angry if you don't let them

User Account Contral =

@ Windows needs your permission to continue

If you started this action, continue,

:r‘;g Change Computer Settings
! Microseft Windows Publisher

~ Details LContinue Cancel

User Account Control helps stop unauthorized changes to your cornputer.

“chromedriver” Not Opened

Apple could not verify “chromedriver” is
free of malware that may harm your Mac
or compromise your privacy.

Done Move to Trash




Network Segmentation

* Air gaps
o The gold standard

Network segmentation

= But hard to achieve
= See Stuxnet, infected USB drive (/3
Internet

o Hard for IT to administer L
= See backups /\
* Internal firewalls (+ monitoring) ::::/:::: ::‘_':\::::
o Less guarantees, more usable EEEFEIED Ry G
. Vs AN ag—
e |IT - OT separation = e oy
Guest General PCI loT

o Especially important for CNI

WiFi network network network



Capabilities and segmentation

Adversary TTP category Type Purdue
Criminal :IT TTPs fa: IT targeted level
n
i
Level 5
2020
L}
State
I . 1b: IT/OT targeted ¥ Level 4
2015 I
. Hacktivist
* 1c: OT targeted
2010 | Ha%ker "
i ] Level 3
2005 BB > P Insider ;
B 2a: OT targeted, crude
2000 = M Level 2
Unknown
Ao 2: OT TTPs
2b: OT targeted,
1990 Third party sophisticated 1
contractor J Level 1

https://www linkedin.com/feed/update/activity:7349028145104142336



Attack surface redUction indews < astorun for

USB

* Deny Specifics:
Remove or add frlctlon to Eilft:f)i.aturethatbecame an attack
functionality used by attackers
but not legitimate users

Learn » Microsoft 365 >

Macros from the internet are

o USBs blocked by default in Office
o Excel Macros --> send

n I I | " Key control category Signal strength
Sa aryp an.X SX £+ Hardening techniques —
. ® System configuration management tools, such as an active directory group policy, "
O CO m m a n d I I n e too I S fo r most which enforce and redeploy configuration settings to systems
K Privileged access management
u S e rs L—_E;? Managing desktop or local administrator privileges via endpoint privilege ik
management (EPM) -~

* Allow specifics: b Brecmpmmnierngsectl =
Maintain list of permitted @  Lossingsnamaiorin

Operating a security operations center (SOC) and/or having an outsourced managed
security service provider (MSSP) with the following capabilities at a minimum;

L L] > 19
apps, blocking everything else b. Securiy incident and event manage =
p p ) g y g b. Security incident and event management (SIEM) monitoring and alerting for o

unauthorized access connections, devices and software

O At the COSt Of user friCtion C@j :)‘{cn‘m(‘c')’m\r‘\n Inerability scoring system (CVSS) v3 high severity 7.0-8.9 2.15
o Maybe easier in Saa$S age?

vulnerabilities across the enterprise within 7 calendar days of release -
https://www.guycarp.com/content/dam/guycarp-
rebrand/pdf/Insights/2023/Using_data_to_prioritize_cybersecurity_investm

ents_report.pdf



Managing Admin Privileges

Threat Model vs Business Reality

* Ransomware in 2011 vs 2021
o Encrypt your machine vs network

* Sys admins love Active Directory +
uniform local admin passwords

Identity Has Become
the Prime Target of

Threat Actors

Lack of Full Multi-Factor Authentication is a Key

e . Finding in Numerous Incident Dialog
Security Mechanism
° Mlcrosoft LAPS SetS Unlque |Oca| ad m|n "More than 66% of organizations compromised by?
ransomware attack saw ransomware deployment linked
paSSWOrd to the compromise of a highly privileged account on their
o Lea st privilege on maChineS Active Directory environment."
* Privileged Access Management <
o Store admin creds in central vault e o™
o Just in time access, expiring creds implemented apart from on X.
o Monitoring (logs + review) Like - @ 2 | Reply -1 repl
* Sys admins hate it B Dorlel woode O LI 0
My Article i, Incding one from an IfoSe feader

who tried to implement for over a year
before their org gave up.

Like | Reply | 148 impressions


https://www.linkedin.com/pulse/what-works-cybersecurity-privileged-access-management-daniel-woods-vb7ge/

Zero trust as privilege reduction

ZT: Don’t grant access based on network location alone,
instead verify identity and device on every request.

* Partly about improving confidence in authentication
o Phishing resistant MFA
o Device trust

* Partly about monitoring
o Evaluate session risk (e.g. impossible travel)

* But mostly about limiting privilege

o Reduce the time horizon of auth tokens
= Auth more often

o Reduce the breadth of auth tokens
= Only let auth apply to specific services



Blocking as a people problem

* Trading off security vs user desires

o Adding friction to install software and
access data

o Disabling rarely used functionality
o Segmenting systems

* Harder to quell IT admin desires

o Want seamless fixes across the entire
network (see Active Directory)

= Convenient for admins and ransomware
o Don't want to review and approve
= Biggest barrier to allowlist?

o Complain much more loudly and have
operational control

o Security as sociology

* Visible and vocal user friction vs
invisible but highly effective controls

o Detection and response as the fix?

¢ " When’,y ;@Qer‘he system
. ‘administrator. and your
: R "
E system says Contact
System Administrator”




Detection and Response:
Find suspicious activity



Post-compromise actions

* Malware (encoded instructions) Percentage of
o Viruses 1980s malware-free

= |nfect existing files, spread via USB/floppy detections
o Worms and trojans (1990s and 2000s) since 2020

= Worms autonomous via vulnerable and
misconfigured devices

= Trojans largely via email attachments
o Hands on keyboard malware

= Attacker directly installs corporate 2024: 797%
ransomware
* Malware free (live instructions) c023: 15%
o Living off the land 2022: 71%
o Credential abuse

o Installing RMMs 2021: 62%

2020: 5134

Perversely, more manual over time

Share of CrowdStrike
detections not using malware



Detecting Business Email Compromise

Login from new IP address
Accesses some emails
Changes some settings

W

Usually malware-free, with attacker taking actions.



Detecting Business Email Compromise

1. Login from new IP address
o Isthat IP known for maliciousness
o Is the geographic location consistent with user
o Is the time consistent with user
o What device/user agent?

2. Accesses some emails
o Doesitlook normal

3. Changes some settings
o Create inbox redirects

4.



Potential detection signals 1

IMPOSSIBLE TRAVEL DETECTION REMAINS EFFECTIVE
DESPITE MFA BYPASS VIA SESSION TOKEN THEFT

Stage 1 Stage 2 Stage 3
MFA Passed Token Stolen via AiTM Proxy Session Replayed — Different Location

Session Token

POST-AUTH GEOGRAPHIC

7\, ANOMALY DETECTED

Even with stolen tokens, systems flag
simultaneous logins from geographically
impossible locations.

Attacker's network location shows up in your logs, especially if selling mass market
access as a service.

https://abnormal.ai/learning/impossible-travel-cybersecurity



Potential detection signals 2

 Real world server
farms or infected
devices

 Criminal business
model to sell access to
"residential proxies"

 Detection idea is to
maintain a list of these

https://www justice.gov/opa/pr/arizona-woman-sentenced-17m-information-

I P a d d res S eS technology-worker-fraud-scheme-generated-revenue



Potential detection signals 3

SEtt'ng5 Message List Ru |ES

1 Search settings Reading Pane

You can create rules that tell Qutlook how to handle incoming email messages. Rules are applied from top to
Compose
Account bottom.
Templates
General

Quick Parts

Mail ) t Search rules by name + Add rule
Smart suggestions

Calendar
Attachments

&8 Peogple Bro.. | See U De Inside The Box But MNa Diff Job | De Do Entirely

Rul .
@ copilot Hes or Maw. Make We Mor Cast The Box. Let Work It Togeda. Gv Me Ur

Conditional formatting 1cQ
Sweep

Junk email . . . .
bro u doing like u smart .....u all fool jst know cos i can even stll

Quick steps - call the pelle diredit spoil everthing ...s0 make we all comply

Search folders

ElEpaach s u dey very stupid.. U ENTER boss see person still dey delete my

Sync email . filter. God punish u there

Message handling

RN .. BRO. GIVE ME UR ICQ... STOP! DELETING FILTERS. I'M TRYING TO
" COMMUNICATE WITH YOU BRO.

Retention policies

Groups

IF ¥OU DE INSIDE FOR 100 YEARS DOES THAT MATTER? | DE DO
MY OWMN JOE AND YOU ARE DOING YOURS. NA TODAY YOU
START THI5 GAME? DON'T ADDRESS PPLE YOU DON'T KNOW
AGGRESSIVELY. GV ME UR ICQL

https://www.coalitioninc.com/en-gb/blog/wirespeed/inbox-in-fighting-a-window-into-bec-subculture



W Vendor 1 Il Overlap B Vendor 2

Why detection
signals fail

° !T.egitima_tG r"easons for .
ImpOSSIbIe travel 00 2 34 56 7 8 91011121314 1516 17 18 19 20 21 22
o VPNs, mobile carriers,
gateways, inaccurate tags on IP (a) IP indicators, avg. overlap 2,8%

addresses, delegated access...

* Legitimate reasons for
"malicious” IP addresses

o Shared infra (cloud, residential £°°
proxies, VPN exit nodes etc) ...

o The threat intel provider was
wrong (stale data, erroneous
honey pot data EtC) 00 1234567 8 91011121314151617 18 19 20 21 22

* Legitimate reasons for
mailbox rules

W Vendor 1 I Overlap B Vendor 2

1.0-

Frac

0.2

(b) Domain indicators, avg. overlap 4,0%

Even when tracking the same threat actors, two paid CTI feeds
have minimal overlap of indicators, suggesting very low overall
coverage of maliciousness.

https://www.usenix.org/conference/usenixsecurity20/presentation/bouwman



Cost of compromise vs disruption

ROC CURVE
10=| ® ~——PERFECT CLASSIFIER ¢&—
<
L 08= @
'_
[« o
o
W 0.4 =
Attackers =
Disrupted 3
more often 3; ou=
S
¢
0.2=
0.0=

] ] ] ] ] ]
0.0 0.2 o4 0.6 0.8 \.O0

FALSE POSITINE RATE

Employees disrupted more often



Detecting Malware

(later maliciousness)

1. Signature-based (what it is)
--> file hash, patterns of bytes or similar

2. Static + dynamic analysis (what does it look
like/do when it runs)
--> analyse source code or run it in a VM and see
what it does

3. Behavioural detection (what it does on the real
endpoint)
-->EDR model: monitor live activity on actual
machines and flag suspicious sequences of actions
No longer just about malware.



. .
EDR Detection Signals =

1 T1059.001: PowerShell 26.2%
. . . 2 T1021.002: SMB/Windows Admin Share 23.3%
* Monitor executables, especially if — :
.001: Remote Desktop Protocol 22.6%
file just downloaded from internet 4 TIOT0.004 Fie Deletion -
O IS Cmd.exe |eSS ||ke|y to be a |eg|t 5 T1569.002: Service Execution 19.0%
em p'OYee---- UnleSS theylre in teCh https://services.google.com/fh/files/misc/m-trends-2025-en.pdf
* Protocols/services rarely used by +277%
"normal"” employees are also
suspicious
e RMM tools just downloaded should 2025

be monitored
o Especially if not the corporate

solution Attackers are ditching traditional
3 . hacking tools and abusing trusted
* Mass (any?) encryption software that blends into normal

business workflows—RMM abuse
alone is up 277% year over year.

https://www.huntress.com/resources/2026-cyber-threat-report



EDR Detection Sighals

ot
Human Verification

Follow 3 quick steps to verify you're not a robot:

1)Press B |+ R

2 Press CTRL + \'J
3 Press Enter to verify

*This quick check keeps our platform secure and protects against
automated spam. You will only need to do it once.

Figure 15: Example of a ClickFix human verification lure

https://www.huntress.com/resources/2026-cyber-threat-report



The suite of detection tools

In a typical network In niche settings
* Anti-virus/end-point * Credit card fraud
* Email server o ATM

o Terminal
o Web payments

o Spam, malware, fraud etc

* |dentity

0 SSO, email, VPN etc * LLM
o New + emerging o Distillation, malicious use

* Firewall/network * Etc etc etc
o Data loss prevention

Detection is distributed across products/activity/logs.



Approaches to Detection

 Correlating/chaining signals together
o Only fire if X then Y then Z

e Statistical approaches
o Machine learning
o Anomaly detection

* Escalating to a human to investigate further
o Security operations centres
o Digital forensics and incident response



If all else fails

* Attackers may alert you
o Ransom note

* Business partners may alert you
o If your BEC led to their fraud
o If your compromise led to theirs

e Third-parties may alert you
o Cybercrime researchers
= Dark web data
" |nfostealers
o Credit card provider
o ISP and intel community
o Your insurer
This threat intel has v low false
positive rate

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer

accessible because they have been encrypted. Maybe you are busy looking for a way to

recover your files, but do not waste your time. Nobody can recover your files without
S our decryption service.

Payment will be raised on B8 .0 | Recover My Files?

S/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

Your files will be lost on

Sl How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
PP R PR

512012017 00:47:55

Ti

= = Send $300 worth of bitcoin to this address:
bitcoin =
e 4 | 12t9YDPgwueZ9NyMgw519p7AABisjré SMw
s [ Checkpament Qi Demt

Early Warning

Free malicious activity notifications from the NCSC
for UK organisations.

In just 5 minutes, sign up to receive email alerts from the
NCSC tailored to the cyber threats for your organisation'’s
IP address.

Register for Early Warning today




Detection and Response:
Stopping suspicious
activity



Automated Actions by Tools

* Notify
o Flash a warning to the user
o Send an alert to the SOC

e Evict/contain

o ldentity: invalidate a login token or force a credential
reset

o Network: end a network connection or block an
address

o Machine: block an executable, end a process etc

But what if this goes wrong...



Traditional Incident Response

Conventional incident response (e.g. NIST-800-61)

A
Ve ~

plan monitor detect contain/analyse learn & improve

\4

- - - - == += I % I ;
before incident seconds days weeks months

* Incidents as a fact of life
* Detection, response, analysis, forensics, learning as one process

... what goes wrong?



What goes wrong with NIST-800-61

“One of the most important parts of incident re-
sponse [...]: learning and improving.”

 Many organizations can't
afford detection tools, let
alone dedicated IT staff

o Detection = crisis

* Reputation + legal
management
o Better not to publish findings &

o May damage reputation or 0
litigation

NIST 800-61, p. 38

“Insurers accumulate data [...] which they mine
to improve risk assessment and suggest best
practice mitigation strategies to their clients.”

Anderson et al. 2008 (ENISA), p. 40

“The IT industry does not have strong processes
for extracting lessons learned and publishing
them when incidents occur.”

Knake, Shostack & Wheeler 2021 (Harvard Belfer Center)

Plaintiffs’ lawyer

* Need to protect findings “Work product mmunity ()
with legal privilege DFIR provider
o In the US, UK and beyond 3

!E  _anael Woods <daniel, Privilege “
Victim firm (e o e con Victim firm’s
breach attorney

https://www.usenix.org/conference/usenixsecurity23/presentation/woods



Hotline Incident Response

* Incident response as crisis vs as a process

Conventional incident response (e.g. NIST-800-61)

plan monitor detect contain/analyse learn & improve
L
=== ' ; ; : : >
before incident seconds days weeks months
—————————————— >EEE
detection hire  contain/analyse litigate
h . ~~ -

Hotline incident response

Woods, D. W. and Bohme, R. Incident Response as a Lawyers’ Service. IEEE Security & Privacy, 20, 2 (2022), 68-74.



Digital Forensics

* Field grows out of law
enforcement
o Own self-contained field
o Hollywood aspect of InfoSec

e Goals

o Contain the threat actor

o Chain of custody
= |mage machines/network

o Identify what data was accessed
O ...

* Only possible with good logs

o Often missing due to economics
and TAs

o Gaps across products

Microsoft offers free security logs
amid backlash from State
Department hack

Federal officials and rivals blasted the company for
charging customers for additional security features.

Published July 19, 2023

' David Jones
Reporter

Known Initial Access Vectors for Ransomware Claims @ (
] lentials [l Exg L

509
£
5 40%
(5]
e
g 30%
E
[=]
w
§ 20
o
S
2
& 1 ——
w

0%

Virtual Private Remote Desktop Email Firewall

Network Software

Exploited Technology



Incident Response

* About getting systems back online as
fast as possible
o In tension with investigative goals?

* Rebuilding systems
o Easy to buy a new machine

o Harder to rebuild a complex network

= Maersk & Not Petya, power cut at domain
controller in Ghana saved the day

* Restoring data relies on backups

o Often corrupted or too slow
o Targeted by attackers

Source: https://www.at-bay.com/wp-content/uploads/2023/10/At-Bay_Backup-Breakdown.pdf

Having a Backup Does Not
Guarantee Recovery

63%

[l Percentage of policyholders that reported having backups

Percentage of policyholders successful in restoring data
via backups after an incident

Recovery Rate for Cloud Backups Was
1.5X Better Than Offsite Backups

67%
554

[l Onsite Hybrid Hl Cloud Offsite



Non-Technical Responders

Need to tell your insurer, your regulator, your...
Lawyers
o To advise on breach notification requirements
o To make sure no-one says anything that'll be use
against them Q
E-discovery

calls hotline R z

Victim firm Breach attorney

o To mine stolen data and identify PlI o
o Can be very very expensive (at least pre-Al) "‘V"W
Logistics providers = a

o Sending breach notices by mail

o Spinning up comms infra . :
. . Public Logistics o
Public relations recovery relations Authorities
o To communicate with the public/customers
And then...

o Psychologists?
o Temporary relocation?



Summary

* Leaky perimeters: do we block, detect, or respond?

* Blocking is most effective at preventing compromise

o But also adds the most friction
o Allow-listing most effective and most friction

* Instead of blocking, we hope detection and response catches
maliciousness

o Reliably detect the obvious stuff, but then attackers start to act like
defenders (e.g. RMM tools)

o We still impose user friction by blocking or alert fatigue
o Now we might also be too slow to stop the breach

* Incident response is messy.
o Used to be an extension of detection, now new people come in
o Hard to undo bad preparation (e.g. no logs, no backups)
o IR has non-technical components that are arguably as important
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