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Learning from Security Failures

Computer Security 
Incident Handling Guide 

Recommendations of the National Institute 
of Standards and Technology 

Paul Cichonski 
Tom Millar 
Tim Grance 
Karen Scarfone 

Special Publication 800-61 
Revision 2 

http://dx.doi.org/10.6028/NIST.SP.800-61r2

“One of the most important parts of incident re-
sponse [...]: learning and improving.”

NIST 800-61, p. 38

Ross Anderson
Rainer Böhme
Richard Clayton
Tyler Moore

“Insurers accumulate data [...] which they mine
to improve risk assessment and suggest best
practice mitigation strategies to their clients.”

Anderson et al. 2008 (ENISA), p. 40
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Learning from 
Cyber Incidents
Adapting Aviation Safety 
Models to Cybersecurity

Report on the Interdisciplinary Workshop on 
the Development of a National Capacity for 
the Investigation of Cyber Incidents

Rob Knake

Adam Shostack

Tarah Wheeler

“The IT industry does not have strong processes
for extracting lessons learned and publishing
them when incidents occur.”

Knake, Shostack & Wheeler 2021 (Harvard Belfer Center)
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Market Failure ?

! Insurers are not causing the issue. They are smart in dealing with the real problem.

DFIR: Digital Forensics / Incident Response
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Discovery and Privilege

Victim firm

BP

Victim firm’s
breach attorney

Privilege

DFIR provider

Work product immunity

From: Daniel Woods <daniel.woods@ed.ac.uk>

To: =?utf-8?B?UmFpbmVyIELDtmhtZQ==?= <rainer.boehme@uibk.ac.at>

Subject: =?utf-8?B?UmU6IFVTRU5JWCBMZXNzb25zIExvc3Qg4oCTIFRhbGsgcHJlcA==?=

Thread-Topic: =?utf-8?B?VVNFTklYIExlc3NvbnMgTG9zdCDigJMgVGFsayBwcmVw?=

Thread-Index: AQHZxVZd51TKSxnbxUeW7uloXUL9C6/YISwR

Date: Thu, 3 Aug 2023 07:31:47 +0000

Message-ID: <PR1PR05MB55939BDDB2710BBDD7E5C3D3

References: <F46DC31C-AF0D-42A0-85AD-C7B7C63DBF84@uibk.ac.at>

BP

Plaintiffs’ lawyer

relevantUS: “reasonably calculated to lead to the discovery of admissible evidence”
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Consequences

Reasons to keep cybersecurity efforts confidential
• Limit litigation risk
• Negative publicity
• Regulatory actions

BP

Measures taken
• Hire external counsel to coordinate all breach response
• “Hotline incident response”

Challenges for DFIR
• Onboard new provider during a crisis
• Mix of legal and non-legal goals
• Written reports: contents and distribution
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Hotline Incident Response

before incident seconds days weeks months

plan monitor detect contain / analyse learn & improve

Conventional incident response (e.g.NIST-800-61)

detection hire contain / analyse litigate

Hotline incident response

Woods, D.W. and Böhme, R. Incident Response as a Lawyers’ Service. IEEE Security & Privacy, 20, 2 (2022), 68–74.
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Role of Insurers

Victim firms hire post-breach providers from a list (“panel”) specified in the policy.

Number of ⌅ DFIR and ⌅ legal providers on insurers’ panels

AIG
Chubb
Beazley
Ascot
Axa XL
CFC
Corvus
Allianz

0 5 10 15 20 25 30 35 40

! Companies working together with pre-negotiated contracts can respond effectively.

Data source: authors’ desk research, 2022; excerpt of Fig. 2 in our paper.
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Qualitative Data
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Pre-breach activities

takes steps to establish confidentiality

discourage activities due to confidentiality

confident confidentiality protected

Post-breach response

confident confidentiality protected

contract forensics firm

prefer hiring new firm

attend daily/regular updates

efficiency loss working through law firm

direct comms sometimes necessary

Documentation

discourage formal reports
review drafts and suggest changes

write legal memos instead

Internal information sharing

limit sharing of report within firm

restrict involvement of IT staff

discourage recommendations in report

recommendations primarily orally

above means implementation unlikely

External information sharing

share report with insurers

share report with auditors

share report with regulators

do insurers request detailed info

sharing report waives AC privilege

oral comms with insurer

oral comms with regulator

“If you get on a scoping call with a client
and they don’t have MFA enabled, or their
password was passw0rd, [...], you never
comment, especially in writing, on how
good their data security is. Because if all

the emails get out in discovery then you’ve
set up your client for failure.”
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Turning Point: Capital One

• Early-adopter of public cloud strategy in the highly regulated financial industry
• Major breach in 2019, exposes 30 GB of credit application data
• Technical: SSRF + AWS EC2 weakness + ability to decrypt encrypted data
• Legal: court ruled that incident report is discoverable because it was
driven by business rather than legal considerations.

Khan, S., Kabanov, I., Hua, Y. and Madnick, S. E. A Systematic Analysis of the Capital One Data Breach: Critical Lessons Learned.
ACM Transactions on Privacy and Security, 26, 1 (2023), 3:1–3:29.
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Qualitative Data (cont’d)
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Pre-breach activities

takes steps to establish confidentiality

discourage activities due to confidentiality

confident confidentiality protected

Post-breach response

confident confidentiality protected

contract forensics firm

prefer hiring new firm

attend daily/regular updates

efficiency loss working through law firm

direct comms sometimes necessary

Documentation

discourage formal reports
review drafts and suggest changes

write legal memos instead

Internal information sharing

limit sharing of report within firm

restrict involvement of IT staff

discourage recommendations in report

recommendations primarily orally

above means implementation unlikely

External information sharing

share report with insurers

share report with auditors

share report with regulators

do insurers request detailed info

sharing report waives AC privilege

oral comms with insurer

oral comms with regulator

“I’ve started to advise
against written reports.
[...] I’d say 75 percent of the
time before Capital One we
had written reports, now in
75 percent plus we do not.”

“There’s just less reports
writtenthanthereusedtobe.
Only the most sophisticated
clients are asking for reports

these days and only for the most
complicated incidents.”
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Upshot

• Insurance improved IR planning, especially for SMEs.
• Technical best practices collide with the litigation system.
• Attorneys are not adversaries:
the net impact of lawyer-led IR is hard to evaluate.

• However, lawyer-led IR introduces barriers to how firms (and
the wider community) learn from security failures.

• Potential solutions are future work — see paper for avenues.

BP BP

Lessons
lost . . .

Got it !
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Notes on Methodology

• Multi-stage, multi-method inspired by grounded theory (“everything is data”)
• ⇠70 expert interviews covering the DFIR and breach attorney markets
• Twitch validation session with Chatham House rules during the pandemic
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Path Dependencies

Should insurers update procedures introduced to contain damage after data breaches ?

Major driver of cyber claims

Personal data breach Ransomware
early 2000s–2017 since 2018

Litigation risk high low

Legal costs high low

Wolff, J. and Lehr, B. Roles for Policymakers in Emerging Cyber insurance Industry Partnerships.
In TPRC 46: The 46th Research Conference on Communication, Information and Internet Policy. 2018.
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Why is cyber insurance worth thinking about?
1. We cannot protect users from digital harm via technical measures alone
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Why is cyber insurance worth thinking about?
1. We cannot protect users from digital harm via technical measures alone

2. Insurers have a unique perspective, creating many innovative risk solutions

3. An industry that essentially sells promises needs oversight

invented actuarial 

science in ~1693

10 insurers create 

London's first fire 

brigade in 1833

policies often require 

customers to adopt 

safety measures



A mixed methods study of personal cyber insurance
Stage 1
Analyzed insurance policies to identify 
which incidents are covered (RQ1)

– 2 qualified lawyers

– 21 from US and 3  from UK



A mixed methods study of personal cyber insurance
Stage 1
Analyzed insurance policies to identify 
which incidents are covered (RQ1)

– 2 qualified lawyers

– 21 from US and 3  from UK

Stage 2

User survey explored risk perceptions 
(RQ2) and coverage uncertainties (RQ3)

– recruited via Prolific

– even US/UK split (n = 585)



Cyber insurance covers a range of digital incidents (RQ1)



Fraud and ID theft estimated to be costliest losses (RQ2)

→ See our paper for multi-variate analysis and frequency estimates



Exploring uncertainty about coverage  (RQ3)



Exploring uncertainty about coverage  (RQ3)

High SA-6 score

Low SA-6 score



Why would money protect me from cyber bullying?
Insurers don't indemnify emotional harm, 
they pay for crisis response:

• Lawyer fees to issue take down requests

• Counselling to address harm from incident

• Paying for child or elder care

• Cost of relocating home or school



Why would money protect me from cyber bullying?
Insurers don't indemnify emotional harm, 
they pay for crisis response:

• Lawyer fees to issue take down requests

• Counselling to address harm from incident

• Paying for child or elder care

• Cost of relocating home or school

Insurers creating the digital fire service?
Insurers create London's 

first fire brigade in 1833



Open questions about personal cyber insurance

Market Evolution
- Will it become a mainstream product?

▪ Just 1.6% of users have cyber coverage

▪ 8.5% are aware of the product

- Specialist product or absorbed by home insurance

- Coverage innovations to meet emerging harms

- Is pricing adequate, competitive, and non-
discriminatory?

- ...



Open questions about personal cyber insurance

Market Evolution
- Will it become a mainstream product?

▪ Just 1.6% of users have cyber coverage

▪ 8.5% are aware of the product

▪ Specialist product vs absorbed by home insurance

- How will it evolve to address emerging harms?

- Regulatory questions
▪ Is pricing adequate, competitive, and non-

discriminatory?

▪ Are claims reliably paid?

- ...

Impact on Security, Privacy and Safety
- Will insurers incentivize risk reduction or incentivize 

complacency?

▪ Risk assessment

▪ Exclusions

▪ Subsidized tools

▪ ...

- How will insurers organize crisis response?

- …
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Firms

Tech Vendors InfoSec Vendors

Insurers

Reinsurers

Capital Markets

Who pays after a cyber incident?



Transfer to Tech Firms

Firms

Tech Vendors InfoSec Vendors



The cloud vendor story

— In 2022, cloud vendors announce risk transfer partnerships
— Google argue shared responsibility is broken 

— Solution to the principal-agent problem

Sounds delightful but…



The cloud vendor story

— In 2022, cloud vendors announce risk transfer partnerships
— Google argue shared responsibility is broken 

— Solution to the principal-agent problem

Sounds delightful but…

— Existing partnerships don’t transfer risk to vendors’ balance sheets

— Instead a cyber insurance referral
— APIs provide insight into cloud security
— supposedly allowing insurers to offer broader coverage



The infosec vendor story

Jeremiah Grossman announces at Black Hat 2014 that his Software Auditing firm will pay 
up to $250k in breach related costs to any customer that is hacked



Warranties proliferate from 2021 onwards

— Theoretical solution to the principal-agent 
problem

— In practice, coverage only when solution is 
perfectly configured and monitored

— Vendors actively endorse a patchwork of 
warranties across “endpoint security, firewalls, 
email security and web security”

Daniel W. Woods and Tyler Moore. "Cyber warranties: market fix or marketing trick?." Communications of the ACM 63, no. 4 (2020): 104-107.



History of Cyber (Re)Insurance

Insurers

Reinsurers

Capital Markets

Firms

Four themes

1. Coverage
2. Solvency
3. Information Collection
4. Incentives



How to decide whether and how much to pay out?

Parametric

- Whether to pay based on external 
trigger

- How much to pay is predetermined
- Cloud outage the only successful 

product

Indemnity

- Whether to pay based on legal definition
- How much to pay based on loss in a 

specific incident
- Vast vast majority of the $15bn cyber 

(re)insurance market



Cybersecurity insurance

Publishing liability

Security failure

Denial of service

Media manipulationWeb tracking



Indemnity insurance leads to a ransomware surprise



The History of Cyber (Re)Insurance

Insurers

Reinsurers

Capital Markets

Firms

4 themes:

1. Coverage
2. Solvency

3. Information Collection
4. Incentives



Firm

Tech Vendor InfoSec Vendor

Insurer

Reinsurer

Capital Markets

What information is collected?

Audits

Questionnaires

Network scans

Data feeds



Firm

Tech Vendor

InfoSec Vendor

Insurer

Reinsurer

Capital Markets

How does the ecosystem look in 2024?

~$7.5bn 
premiums

Majority of data transfer
Little risk transfer

Majority of risk transfer
~$15bn in premium and ~$500bn limit at risk
Risk assessment via scans + questionnaires

~$500m limit at risk



Video Privacy Protection Act (1988)

Indemnity insurance leads to a web privacy surprise?

Source: Husch Blackwell



Broad indemnity triggers in everything

Reinsurance

- Mostly structured as proportional co-pay 
- aka quota share

- This means reinsurance inherits the 
indemnity triggers

Limits insurers’ upside and reinsurer’s 
downside relative to sophisticated structures

- Half of all premiums flow to reinsurers
- Anecdotal reports of high market 

concentration within cyber reinsurance

Capital Markets

- Reinsurance capacity crunch pushes 
insurers to tap investors

- No parametrics triggers



Firm

Tech Vendor

InfoSec Vendor

Insurer

Reinsurer

Capital Markets

Thank you for watching
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