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Self-introduction

• Shidong Pan

• Bachelor of Advanced Computing @ ANU + Shandong University 
• Master of Machine Learning & Computer Vision @ ANU

• Currently, I’m an about-to-finish PhD affiliated to:
• School of Computing, ANU 
• Responsible AI Group, CSIRO’s Data61

• Was a visiting PhD student at Singapore Management University (SMU).



Greetings from “downstairs”   : )



1. Background and Motivation

2. Current Privacy Policy Research Landscape
• Content Analysis (PP Descriptions - Software Behaviours)
• Compliance Checking (PP Descriptions - Law/Reg Requirements)
• Transparency and Readability of PP and Privacy Notices

3. My Research Projects
• An empirical study of Online Automated Privacy Policy Generators
• Contextual Privacy Policy for Mobile applications

Outline



Privacy issues are making headlines everyday!



Privacy Laws and Regulations

General Privacy Regulations 

According UNCTD, 137 out of 194 countries had put in place legislation to 
secure the protection of data and privacy.



The Privacy Policy is essential and critical!

Software Applications Privacy Policies Privacy Laws

An APP entity must have a clearly expressed 
and up to date policy (the APP privacy policy) 
about the management of personal information 
by the entity [APP 1.3]



Examples of privacy policies

Facebook/Meta
> 20,000 words

Easy Communication
1k installs, 156 words



• Privacy policies are very lengthy and 
detailed. The average length for 
popular app is about 4,000 words.

• About 74% users don’t read privacy 
policy. For those who read it, the 
average reading time is 73 seconds [1]. 

Thus, user-centric privacy notice and 
the usable privacy technology are 
pressingly needed.

People do not read privacy policies!

The Hobbit: An Unexpected Journey (2012)

[1] Jonathan A. Obar. 2016. The Biggest Lie on the Internet: Ignoring the Privacy Policies and Terms of Service Policies of Social Networking Services. SSRN 
Electronic Journal (2016). https://doi.org/10.2139/ssrn.2757465



Privacy Policies are commonly problematic!



Privacy Policy Research Landscape
1. Content Analysis (PP Descriptions - Software Behaviours): 

2. Compliance Checking (PP Descriptions - Law/Reg Requirements)

3. Transparency and Readability of PP and Privacy Notices:

Software ApplicationsPrivacy Policies

Privacy Laws & RegulationsPrivacy Policies

Privacy Policies Users



Privacy Policy Research Landscape
1. Content Analysis (PP Descriptions - Software Behaviours): 

Software ApplicationsPrivacy Policies



A Typical Framework of PP Content Analysis

PolicyLint, Andow et al., USENIX Security 2019

Privacy Policy 
Processing & Analysis

Software Analysis



Year Name Method Authors Venue

2016 OPP-115 Machine Learning
(LR, SVM, HMM)

Wilson et al. ACL

2018 Polisis Deep Learning 
(CNN + DenseNet)

Harkous et al. Security

2019 PolicyLint Sentence-level NLP
(NER, DND, etc.)

Andow et al. Security

2021 PurPliance Rule-based matching
(NER, Pattern Detect)

Bui et al. CCS

2023 PoliGraph Rule-based matching
(KG)

Cui et al. Security

Privacy Policy Content Analysis



A Taxonomy of Privacy Policy Content

LLMsNon-LLM Models



Year Name Method/Intro Authors Venue

2020 PoliCheck Android apps
entity-sensitive policy and 
data-flow Analysis

Andow et al. Security

2021 PrivacyFlash Pro iOS apps data-flow to
disclosure

Zimmeck et al NDSS

2023 Lalaine iOS apps
data-flow to
privacy-label

Xiao et al. Security

2024 Matcha Android app IDE
In-IDE data/permission 
usage to privacy-label

Li et al. 2024 IMWUT

Software (mobile apps) Privacy Behaviour Analysis



Content Analysis tools

PrivacyFlash Pro: Automating Privacy Policy Generation for Mobile Apps, Zimmeck et al., NDSS 2021



1. With the development of deep learning-based NLP 
(e.g., Transformers, GPTs), more researchers 
choose to embrace rule-based/pattern matching 
NLP methods.

2. Accurate mobile app behaviour extraction (Static 
Analysis + Dynamic Analysis) is challenging!

3. Current studies commonly focus on data entities 
alignment, neglecting the fine-grained data 
purposes.

Take-home Messages

2020 2023

Rice’s Theorem



Privacy Policy Research Landscape
1. Content Analysis (PP Descriptions - Software Behaviours): 

2. Compliance Checking (PP Descriptions - Law/Reg Requirements)

Software ApplicationsPrivacy Policies

Privacy Laws & RegulationsPrivacy Policies



Requirement Extraction from Laws/Regs

PrivacyFlash Pro: Automating Privacy Policy Generation for Mobile Apps, Zimmeck et al., NDSS 2021

Have You been Properly Notified? Automatic Compliance Analysis of Privacy Policy Text with GDPR Article 13, Liu et al., WWW 2021



Privacy Policy Research Landscape
1. Content Analysis (PP Descriptions - Software Behaviours): 

2. Compliance Checking (PP Descriptions - Law/Reg Requirements)

3. Transparency and Readability of PP and Privacy Notices:

Software ApplicationsPrivacy Policies

Privacy Laws & RegulationsPrivacy Policies

Privacy Policies Users



1. Requirements in laws/regulations
1. EU General Data Protection Regulations (GDPR)
2. California Consumer Privacy Act of 2018 (CCPA)
3. Australian Privacy Principles (APP): have a clearly expressed and up-to-date 

APP Privacy Policy about how the entity manages personal information.

2. Users’ and consumers’ practical need
According to a survey conducted by The Washington Times, 36% of 
interviewees never read privacy policies, and 38% of interviewees sometimes 
read privacy policies.

Motivation: transparent and readability of PPs



Development History

4. Privacy Labels

2. Privacy Icons1. Privacy Policy

5. Contextual Privacy Policy

3. Platform for Privacy Preference



Privacy Policy Research Landscape: My research
1. Content Analysis (PP Descriptions - Software Behaviours): 

2. Compliance Checking (PP Descriptions - Law/Reg Requirements)

3. Transparency and Readability of PP and Privacy Notices:

Software ApplicationsPrivacy Policies

Privacy Laws & RegulationsPrivacy Policies

Privacy Policies Users

An Empirical Study of Automated 
{Privacy Policy Generators}
[Topic]: Content Analysis + Compliance 
Analysis
[Venue]: USNEIX Security 2024

{Contextual Privacy Policy} for 
Mobile Apps 
[Topic]: Transparency and Readability 
of Privacy Policies 
[Venue]: USNEIX Security 2024



How do those problematic privacy policies be crafted?

Mobile applicationsDevelopers

Privacy laws

Privacy policies

Legal knowledge 
and resource

To develop privacy policies, developers may copy-
paste-modify existing privacy policies, ad-hoc.

most (citizen) developers do not 
have legal support!



(a) #1 Iubenda, UI-mode (b) #2 App Privacy Policy Generator, questionnaire-mode 

(c) #3 Termly, questionnaire-mode (d) #10 Lawpath, document-mode
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Online Automated Privacy Policy Generator (APPG) as the Solution

🔍 Online Automated Privacy 
Policy Generators can 
provide more automated and 
systematic solutions for 
developers, rather than 
through ad-hoc copy-paste-
modify. 

However, their quality and 
other characteristics can vary 
and are not yet deeply 
understood. 



The Prevalence of APPGs in Market

App Category App Downloads

The market occupancy 
ratio of 10 examined 
APPGs is around 20.1%!



The Compliance of APPGs against Regulations

The #2 App Privacy Policy Generator is the most popular 
one, boasting a 72.7% adoption rate. Users tend to 
select easy-to-use APPGs even though at the cost of a 
potentially-higher risk to breach privacy regulations.



• App developers/APPG users: While app developers may benefit 
from using APPGs to create privacy policies more efficiently, they 
should be aware of APPGs' latent limitations.

• APPG providers: Our analysis suggests APPG providers should 
work on improving recognised data use, since the majority of 
APPGs on the market only provide a very limited scope of 
personal information and device permissions.

• Privacy regulators: Regulators should recognize the importance 
of this issue and be engage with this emerging market trend.

Implications and Findings to Stakeholders



Privacy Policy Research Landscape: My research
1. Content Analysis (PP Descriptions - Software Behaviours): 

2. Compliance Checking (PP Descriptions - Law/Reg Requirements)

3. Transparency and Readability of PP and Privacy Notices:

Software ApplicationsPrivacy Policies

Privacy Laws & RegulationsPrivacy Policies

Privacy Policies Users

An Empirical Study of Automated 
{Privacy Policy Generators}
[Topic]: Content Analysis + Compliance 
Analysis
[Venue]: USNEIX Security 2024

{Contextual Privacy Policy} for 
Mobile Apps 
[Topic]: Transparency and Readability 
of Privacy Policies 
[Venue]: USNEIX Security 2024



Development of “Just-in-time” Privacy Notices

Android 6.0



• The aim of Contextual Privacy Policy 

is to fragment privacy policies into 

concise snippets, displaying them only 

within the corresponding contexts 

within the application's graphical user 

interfaces (GUIs).

Contextual Privacy Policy for Mobile Apps



Contextual Privacy Policy for Mobile Applications

Our multi-modal framework synergistically combines Computer Vision (CV) techniques, pre-trained Large 
Language Model (LLMs), and Natural Language Processing (NLP) techniques.



An Adoption Scenario: CPP in Market

We will not in any way use 
highly private information 

such as texts, images, videos 
and audio data sent in a talk 

room between users.

If you do not provide certain types 
of information such as your phone 

number which needs to be 
registered for using our Services, 

you may not be able to use all or a 
part of our Services.3
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Implications and Broader Impacts

These findings suggest that our framework could serve 
as a significant tool for bolstering user interaction with, 
and understanding of, privacy policies. Furthermore, 
our solution has the potential to make privacy notices 
more accessible and inclusive, thus appealing to a 
broader demographic.

Showcase website: https://cpp4app.github.io/
Live demo: https://huggingface.co/Cpp4App/

https://cpp4app.github.io/
https://huggingface.co/spaces/Cpp4App/Cpp4App


User-Centric Privacy Enhancing Toolkit (U-PET)

Users

U-PET

✅

❌

Users

Privacy Information

Transparent and Engaging
Privacy Information



1. Automated Privacy Policy 
Generators (APPGs)

2. Privacy Nutrition Labels 
From Privacy Policies 

(Policy2Label)

3. Contextual Privacy Policy 
for Mobile Apps (Cpp4App)

Mobile apps Privacy policies

Privacy policies Privacy nutrition labels

Privacy policies Contextual privacy policy

4. Data Rights Extraction and 
Automation in Mobile Apps 

(AutoYourRight) Privacy policies

Extract Data Right 
Practice Instructions
(e.g., How to delete 
my info in the app?) Automation in 

apps by UTA

U-PET
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