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Overview

• Warm-up

• Security and privacy advice: why challenging?

• Framework: NEAT, etc.

• Take-home
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https://www.youtube.com/watch?v=twTeOWLPRa4



4 https://googleonlinesecurity.blogspot.com.au/2015/07/new-research-comparing-how-security.html
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This paper was: 
• Authored by a 

Microsoft employee 
based in Redmond

• They feel that 
ignoring security 
advice is rational but 
that the community 
disagrees

• Published in 2009
• Accepted by a top 

security (not HCI) 
conference. So top 
people in the field 
think this could be 
true.



Externalities vs Internalities 
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Externality – The costs or benefits of an activity affect 
other groups or people. 

Internality – The costs or benefits of an activity affect the 
user themselves.



Lets look at the example 
of URL reading given by 
Herley.
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https://profile.facebook.com

February 26, 2024 10

https://facebook.profile.com

Which of these URLs goes to Facebook?

✓

✘
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Tended to pick 
company name 
regardless of 

location in URL

Knew how to 
correctly read 

subdomain 
URLs

https://profile.facebook.com

https://facebook.profile.com

Tended to pick 
company name 
regardless of 

location in URL



URLs can get very 
complicated





Herley says…
• Costs

• Re-training users constantly as the attackers improve

• Training organizations to behave in a consistent way so the advice is 
true and makes sense

• Benefits (potential)
• Falling for (less) phishing attacks

• Benefits (actual)
• Most large organizations absorb financial loss from phishing so the 

loss is an externality



Features for phishing URL detection
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Kholoud Althobaiti, Ghaidaa Rummani, and Kami Vaniea. A Review of Human- and Computer-Facing URL Phishing Features. 
In the European Workshop on Usable Security (EuroUSEC), June 2019. 
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Think-pair-share

•Select one piece of advice from the 
handout

•What are the costs, potential benefits, 
and actual benefits of following that 
advice?



NEAT and 
SPRUCE

• Developed at Microsoft 
Research

• Guidance on how to 
create effective 
security messaging for 
end users



Psychological acceptability: It is essential that the human 
interface be designed for ease of use, so that users routinely and 
automatically apply the protection mechanisms correctly. Also, to 
the extent that the user's mental image of his protection goals 
matches the mechanisms he must use, mistakes will be 
minimized. If he must translate his image of his protection needs 
into a radically different specification language, he will make 
errors. 



I’d like to use 
this example. 

But first you 
need to 
understand 
what this error 
is talking about.
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Short primer on HTTPS



http versus https



https://ally.com

http://ally.com
versus 



Encryption properties we want:

1. The communication between you and the 
other party is confidential and has not been 
changed

• No one can read what you sent
• No one can change what you sent

2. Knowing who you are communicating with
• You are talking to who you think you are talking 

to and not someone else

Cryptography 
magic sorts this 
one out for us: 
Confidentiality, 
Integrity. 

This one is a bit 
harder. 
Cryptography 
can verify you 
are speaking to 
the same person, 
but not identity.



Alice Bob

Alice wants to talk securely with Bob



Alice Bob

She can encrypt the connection (1)



Alice Bob

But how can Alice know she is 
talking to Bob and not talking to 
Eve? (2)

Eve



Alice Bob

Man in the middle attack

Eve



This error is 
saying that 
property (1) is 
held and that 
there is an 
encrypted 
connection. 

But property (2) 
is not held in that 
it cannot 
determine who 
the browser is 
talking to.

2929



NEAT and 
SPRUCE

• Developed at Microsoft 
Research

• Guidance on how to 
create effective 
security messaging for 
end users



NEAT

Necessary – Can you change the architecture to 
eliminate or defer this user decision? 

Explained - Does your user experience present all the 
information the user needs to make this decision? 
(See SPRUCE)

Actionable – Have you determined a set of steps the 
user will realistically be able to take to make the 
decision correctly? 

Tested – Have you checked that your user experience 
is NEAT for all scenarios, both benign and malicious? 
Have you tested it on a human who is not a member 
of your team?



Necessary

Explained

Actionable

Tested
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SPRUCE

Source – State who or what is asking the user to make a decision

Process – Give the user actionable steps to follow to make a good 
decision 

Risk – Explain what bad thing could happen if they user makes the wrong 
decision

Unique – Knowledge the user has – Tell the user what information they 
bring to the decision

Choices – List available options and clearly recommend one

Evidence – Highlight information the user should factor in or exclude in 
making a decision



Source

Process

Risk

Unique

Choices

Evidence
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Contribution

• Taxonomy of security and privacy advice

• Quality evaluation of security and privacy advice
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Contribution and method

• Taxonomy of security and privacy advice
• Online scraping of 2780 pieces of advice; human annotation 

and analysis

• Quality evaluation of security and privacy advice
• Survey and evaluation with 1586 User and 41 experts
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Identifying advice

• How do people get advice online -> crowdsourcing search 
queries for security and privacy advice

• Where experts find and recommend advice? -> asking 
security experts 

• Result: 1264 out of 1896 documents after cleaning
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Topics of advice

• Qualitative coding and analysis 
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Evaluating advice: metrics

• Perceived actionability
• Confidence: how confident users can implement it
• Time consumption: how time consuming people think it would take to 

implement

• Disruption: how disruptive people think when implementing it

• Difficulty: how difficult people think it is to implement

• Scale: 4-point Likert from “Not at All” to “Very”

• Framework: building on Protection Motivation Theory and 
Human in the Loop model
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Evaluating advice: metrics

• Perceived efficacy: whether the experts believe that a typical 
user would experience an improvement or not

• Comprehensibility: multiple measures for evaluating text 
comprehension, e.g., “How easy is this document to read?”
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Results
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Results
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Results

44



Questions



Take-home

• (Blog) Geeng, C., Harris, M., Redmiles, E. and Roesner, F., 
2022. "Like Lesbians Walking the Perimeter": Experiences of US 
LGBTQ+ Folks With Online Security, Safety, and Privacy Advice. 
In 31st USENIX Security Symposium (USENIX Security 22) (pp. 
305-322). 

• (Blog) NCSC - Social Media: how to use it safely
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https://www.usenix.org/conference/usenixsecurity22/presentation/geeng
https://www.usenix.org/conference/usenixsecurity22/presentation/geeng
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
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