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Overview

• Warm-up

• Contextual integrity - continued

• Privacy tool

• Ad blocker

• Take-home
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Is ad blocker a privacy-preserving tool? Why?



6https://www.jstor.org/stable/40041279



Contextual integrity



Contextual integrity
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Malkin, N., 2022. Contextual Integrity, Explained: A More Usable Privacy 
Definition. IEEE Security & Privacy, 21(1), pp.58-65.

• Privacy is defined by how information flows
• Information flow is appropriate when it conforms with contextual privacy 

norms
• A contextual norm can be described by (at least) five parameters

• data type (what sort of information is being shared)
• data subject (who/what the information is about)
• sender (who/what is sharing the data)
• recipient (who/what is getting the data)
• transmission principle (the constraints imposed on the flow/how), e.g., 

with one’s consent.
• New norms and flows are evaluated through their context



Contextual integrity
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https://www.dli.tech.cornell.edu/post/privacy-policies-
as-contextual-integrity-beyond-rules-compliance
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Background
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• Health and safety are crucial objectives during COVID-19 
pandemic

• Vaccine mandates and certificates were rolled out to track 
people

• COVID vaccine mandates and certificates challenge 
established societal norms and conventions related to privacy



What are the new privacy norms (e.g., acceptance of 
data collection) related to vaccine certificates? 



Study method

13

• Vignette-based survey using contextual integrity framework
• Recruited 890 people in the US online in July 2021
• Quantitative analysis of survey data



Study method: vignette
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• First hand sharing & resharing scenarios
• 5-point Likert scale to rate the acceptance level



Study method: vignette
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Study method: vignette
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Findings
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Findings
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• A VC mandate for international travel is perceived appropriate 
to take a flight or use at the border

• A VC mandate for employment: Perceived appropriate to 
apply for a job at assisted living facilities or hospitals

• A VC mandate for education: Perceived appropriate for 
teachers, less so for students

• A VC mandate in residential settings: Perceived as 
inappropriate overall



Findings
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How do we design usable privacy tools?



Privacy by design – strategies
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Privacy space framework
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Benjamin Brunk. A user-centric privacy space framework. In Cranor and Gafinkel, eds. Security and 
Usability. O’Reilly 2005. p. 401-420. 



Types of privacy tools
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Usable Security and Privacy course 2023 - CMU

• Cookie blockers
• Opt-out
• Encryption
• Anonymity
• Obfuscation 
• Physical (blinds, etc.)
• ….



Where to put privacy tools?
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• Built-in functions
• Plugin (e.g., browser, etc.)
• Server
• Operating system
• Mobile app
• Networking
• ….



How to get started? Think about system/threat 
modeling



Think and share: who will be motivated to design an 
ad blocker, and how?
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Background
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• Ad blockers may distort non-ad elements on the page 



Research question
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• What are all the ways these tools can break webpages?
• What do users do when they encounter breakage?
• How much do users care about these types of breakage?



Method

30

• Analyze online user review and issue report
• Goal: understand what are the issues and strategies

• Surveyed 100 US participants who have prior experience
• Goal: understand people’s reactions in different contexts

• Qualitative and quantitative analysis



Method
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User review and report analysis
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User review and report analysis
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Taxonomy of breakage 
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• Loading and responsiveness (lag, reload issue, etc.)
• Resources and third party content (sound, style, image…)
• Extension detection and interaction (access blocked)
• HTML elements
• Browser level (browser crash, etc.)
• Authentication and sessions
• Vague



Taxonomy of mitigation strategies 
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• Limiting functionality
• Modifying the block list
• Disabling the tool for the page
• Disabling the tool entirely
• …

• Browser-level interventions
• Checking the developer console
• …

• Page level interventions
• Reloading pages
• ….

• Vague



Findings from survey
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Take-home

• (Blog) Frik, A., Haviland, A. and Acquisti, A., 2020. The Impact of 
{Ad-Blockers} on Product Search and Purchase Behavior: A Lab 
Experiment. In 29th USENIX Security Symposium (USENIX 
Security 20) (pp. 163-179). 

• (Blog) Tech Radar - Microsoft Defender will finally stop 
claiming Tor is malware
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https://www.usenix.org/system/files/sec20-frik.pdf
https://www.usenix.org/system/files/sec20-frik.pdf
https://www.usenix.org/system/files/sec20-frik.pdf
https://www.techradar.com/pro/security/microsoft-defender-will-finally-stop-claiming-tor-is-malware
https://www.techradar.com/pro/security/microsoft-defender-will-finally-stop-claiming-tor-is-malware
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