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Overview

• Revision and feedback lecture next week

• At-risk users

• Guest lecture
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https://www.youtube.com/watch?v=qX5hsuH2_QM



Who are at-risk users?
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“We define a user(s) as being at-risk if they face an elevated 
likelihood of an attack to their digital safety, have factors that 
influence or exacerbate their chances of being targeted, 
and/or experience heightened harm as a result of a digitally-
mediated attack”

• Survivors of intimate partner violence

• Political activist

• Identity based marginalization (e.g., queer, women, people of 
color….)

Some examples of at-risk groups



Research questions

• What digital-safety risks are associated with research 
involving at-risk users? 

• What practices do researchers report employing to help 
mitigate digital-safety risk in at-risk research? 

• What pragmatic guidance might researchers follow to reduce 
the risk of harm in their digital-safety research involving at-
risk users?
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Method

• Materials: 196 peer-reviewed papers in premier S&P and HCI 
venues after this initial dataset was collected - CCS, CHI, 
CSCW, IEEE S&P, NDSS, PETS, SOUPS, and USENIX 
Security

• Approach: qualitative coding and analysis
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What are the risks?
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What are the practices?



What are the practices?
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Better practices?



Safer practices

14



Guest lecturer: Kaiwen Sun, PhD student @ 
University of Michigan, (privacy and safety, children 
& family, digital technologies)
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