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Overview

• Reminder, warm-up, and recap

• Authentication and password

• Take-home
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Zoombombing

• BBC - Black and LGBT Edinburgh University students attacked in Zoom meeting 
(https://www.bbc.co.uk/news/technology-56100079)

• CNN - NYC classrooms cancel Zoom after trolls make ‘Zoombombing’ a thing (https://thenextweb.com/news/nyc-
classrooms-cancel-zoom-after-trolls-make-zoombombing-a-thing)
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How do we prevent zoombombing from happening?
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Confidentiality

Integrity AvailabilitySecure

Defining Security
• Confidentiality 

• Ensures that computer-
related assets are accessed 
only by authorized parties.

• Integrity 
• Assets can be modified only 

by authorized parties or only 
in authorized ways.

• Availability
• Assets are accessible to 

authorized parties at 
appropriate times.

• Secrecy 
• Privacy

• Write protection 
• Deletion protection

• Correct people 
can access

• Online
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Cyber Security (CIA)
Security properties

Confidentiality No improper information gathering

Integrity Data has not been (maliciously) altered

Availability Data/services can be accessed as 
desired

Accountability Actions are traceable to those 
responsible

Authentication User or data origin accurately identifiable
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Authentication vs. Authorization

• Confidentiality: Ensures that computer-related assets are 
accessed only by authorized parties.

• Authentication – Process of ensuring that a person or device 
is who they claim to be. 

• Authorization – Rules that specify who is allowed to do what. 
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Authentication

10
What you know

What you have

Who you are



Multi-factor authentication

• Requiring two or more separate and distinct forms of 
authentication methods

11https://news.mit.edu/2015/two-factor-authentication-duo-security-0130



Usable Authentication is: 

•User friendly

•Reasonable to implement 

•Protects against attacks

Bonneau, Joseph, et al. "The quest to replace passwords: A framework for comparative evaluation of web authentication schemes." 2012 IEEE Symposium on Security and 
Privacy. IEEE, 2012.



Is your 
university ID 
card “usable”? 

Easy to use? 

Easy for the 
university to 
implement? 

Protects 
against 
attacks?
- Who wants to 
attack it? 14

Presenter Notes
Presentation Notes
What kind of usability problem – (1) needs to carry all the time, (2) sometimes may not scan… Implement – need scanner and terminal everywhereHow to copy a card: Who wants to attack/ who is the adversary: (1) you may be the “adversary” to the school if you let your friend in without permission. (2) some random people pick your card, (3) or someone who picked my card and see what do we get for the final exam



Many ways 
exist to 
authenticate a 
person over just 
the web. 

Bonneau, Joseph, et al. "The quest to replace 
passwords: A framework for comparative evaluation 
of web authentication schemes." 2012 IEEE 
Symposium on Security and Privacy. IEEE, 2012.



A good authentication method: 
User friendly

• Memory effortless

• Scalable for users

• Nothing to carry

• Physically effortless

• Easy to learn

• Efficient to use

• Infrequent errors

• Easy to recover from 
loss

Reasonable to implement

• Accessible 

• Negligible cost per user

• Server compatible

• Browser compatible

• Mature

• Non-proprietary

Protects against 
attacks
 Resilient to: 
 Physical observation
 Targeted 

impersonation
 Throttled guessing
 Unthrottled guessing
 Internal observation
 Leaks from other 

verifiers 
 Phishing
 Theft 

 No trusted third party 
 Requiring explicit 

consent 
 Unlinkable



Passwords
Text string that 
is theoretically 
only known by 
the end user. 
The user 
authenticates by 
providing the 
string to the 
server which 
then verifies 
that it is the 
correct one.



Passwords
Text string that 
is theoretically 
only known by 
the end user. 
The user 
authenticates by 
providing the 
string to the 
server which 
then verifies that 
it is the correct 
one.

Wikipedia, List of the most common 
passwords
https://en.wikipedia.org/wiki/List_of_the_most_common_passw
ords

Presenter Notes
Presentation Notes
Who people come up with these passwords? (1) common words, (2) alphabelic order, (3) keyboard order…. Mostly easy to memorieze 
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What do people think a “good” password looks like?
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Misconception of password security
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• Adding digits to letters is better than letters only (not really, 
as adversaries already exploited this tendency)

• Keyboard patterns are more secure? Wrong.

• Changing certain characters, e.g. o->0, may not always work!

• People misjudging the popularity of certain words and 
phrases – “questionnaires” is more secure than 
“iloveliverpool”

Ur, B., Bees, J., Segreti, S.M., Bauer, L., Christin, N. and Cranor, L.F., 2016, May. Do users' 
perceptions of password security match reality?. In Proceedings of the 2016 CHI Conference on 
Human Factors in Computing Systems (pp. 3748-3760).

Presenter Notes
Presentation Notes
Ilovemanchester doesn’t help as well!



NCSC Good password practices
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• Avoid the common passwords and using your personal info

• Long and strong (e.g., some combination of three random 
words)

• Using password managers

• Changing certain characters, e.g. o->0, may not always work! 

https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/three-random-
words#:~:text=A%20good%20way%20to%20make,(like%20'password').



A good authentication method: 
User friendly

• Memory effortless

• Scalable for users
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Passwords
User friendly

• Memory effortless

• Scalable for users

• Nothing to carry

• Physically effortless

• Easy to learn

• Efficient to use

• Infrequent errors

• Easy to recover from 
loss

Reasonable to implement

• Accessible 

• Negligible cost per user

• Server compatible

• Browser compatible

• Mature

• Non-proprietary

Protects against 
attacks
 Resilient to: 
 Physical observation
 Targeted 

impersonation
 Throttled guessing
 Unthrottled guessing
 Internal observation
 Leaks from other 

verifiers 
 Phishing
 Theft 

 No trusted third party 
 Requiring explicit 

consent 
 Unlinkable

Good    Poor    Bad



Are SMS-based 
one time
passwords 
more or less 
usable than 
normal 
passwords?
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One time password over SMS
User friendly

• Memory effortless

• Scalable for users

• Nothing to carry

• Physically effortless

• Easy to learn

• Efficient to use

• Infrequent errors

• Easy to recover from 
loss

Reasonable to implement

• Accessible 

• Negligible cost per user

• Server compatible

• Browser compatible

• Mature

• Non-proprietary
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attacks
 Resilient to: 
 Physical observation
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verifiers 
 Phishing
 Theft 

 No trusted third party 
 Requiring explicit 

consent 
 Unlinkable

Good    Poor    Bad



Passwords
Text string that 
is theoretically 
only known by 
the end user. 
The user 
authenticates by 
providing the 
string to the 
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it is the correct 
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Protects against 
attacks
 Resilient to: 
 Physical observation
 Targeted 

impersonation
 Throttled guessing
 Unthrottled guessing
 Internal observation
 Leaks from other 

verifiers 
 Phishing
 Theft 

 No trusted third party 
 Requiring explicit 

consent 
 Unlinkable



Cookies + Passwords
User friendly

• Memory effortless

• Scalable for users

• Nothing to carry

• Physically effortless

• Easy to learn

• Efficient to use

• Infrequent errors

• Easy to recover from 
loss

Reasonable to implement

• Accessible 

• Negligible cost per user

• Server compatible

• Browser compatible

• Mature

• Non-proprietary
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Protects against 
attacks
 Resilient to: 
 Physical observation
 Targeted 

impersonation
 Throttled guessing
 Unthrottled guessing
 Internal observation
 Leaks from other 

verifiers 
 Phishing
 Theft 

 No trusted third party 
 Requiring explicit 

consent 
 Unlinkable

Good    Poor    Bad

?



Passwords
Text string that 
is theoretically 
only known by 
the end user. 
The user 
authenticates by 
providing the 
string to the 
server which 
then verifies that 
it is the correct 
one.



How to nudge people to pick stronger passwords? 
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The effect of strength meters on password 
creation

• Phase 1: What kinds of meters are 
being used by websites right 
now? 

• Phase 2: What are “good” 
measures of password quality?

• Phase 3: How do different meter 
designs impact the passwords 
created? If so, which meters 
perform best? 

36

Ur, Blase, et al. "How does your password measure up? The effect of strength meters on password 
creation." Presented as part of the 21st USENIX Security Symposium. 2012.



Phase 1: What kinds of meters are being used by 
websites right now? 

• Reviewed login pages of Alexa top 100 
most popular websites 

• 96 allowed a login

• 70 gave some type of password feedback

• Common types of meters 
• Bar-like (50%) 

• Checkmark or X system (41.3\%) 

• Text indicating problems (21.2\%) 

Ur, Blase, et al. "How does your password measure up? the effect of strength meters on password 
creation." Presented as part of the 21st USENIX Security Symposium. 2012.



Phase 1: Understand the security technology

• Good idea to start any security project by first understanding the 
technology you are working with.
• Security concepts can often be non-obvious in how they work or interact 

with other technology. 

• Determine the current state-of-the-art. 
• How do other people solve this problem now? 

• Why are they doing it that way and has anyone decided what solution is 
“best”?

• Formulate a question about the technology based on what you 
find.





Phase 2: What are “good” measures of 
password quality?
• Look at scientific literature to understand 

what other people have already learned. 

• Two well known ways to measure 
password strength:
• Basic16 - password must have at least 16 

characters.

• Comprehensive8 – password must have at least 
eight characters, including an uppercase letter, a 
lowercase letter, a digit, and a symbol. It must 
also not already be in a wordlist of common 
passwords.

• password

• P@ssw0rd 

• iloveyou123

• monkey

• thisisasuperlongpas
swordthatisawesom
e

• VV@yBetter123



Phase 3: How do different meter designs 
impact the passwords created?

• Online survey study using Amazon Mechanical Turk

• 15 different conditions (next slide) 

• 2931 participants 

• 2 phase study: 
• Setup a password 

• 2 days later, log in using the original password

41
Ur, Blase, et al. "How does your password measure up? the effect of strength meters on password creation." Presented as part of the 21st USENIX 
Security Symposium. 2012.



Conditions

• Control
• No meter 
• Baseline meter based on real ones – colored 

bar with text hints

• Appearance variations
• Three-segment
• Green – bar is always green
• Tiny – bar is very small 
• Huge – bar is very large
• No suggestions – bar, but no helpful 

feedback 
• Text-only – feedback, but no bar

• Scoring 
• Half-score – bar shown half as full as would 

be in baseline
• One-third-score 
• Nudge-16 – score uses the Basic16 metric 
• Nudge-comp8 – score uses Comprehensive8 

metric 

• Multiple vairations
• Text-only & half-score 
• Bold text-only & half score
• Bunny – running bunny instead of a meter 
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Worst

Best
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Worst

Best

Think-pair-share
Interpret these 
results
• Will the best 

scoring approach 
remain best if 
used by many 
websites? 

• What do the 
results tell us 
about how people 
construct 
passwords?



Questions?
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Take-home

• Stephenson, S., Pal, B., Fan, S., Fernandes, E., Zhao, Y. and 
Chatterjee, R., 2022, May. Sok: Authentication in augmented 
and virtual reality. In 2022 IEEE Symposium on Security and 
Privacy (SP) (pp. 267-284). IEEE.

• Forbes -- Amazon One Enterprise: A New Approach To 
Business Security
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https://pages.cs.wisc.edu/%7Esrstephenso2/publications/oakland22_arsec.pdf
https://pages.cs.wisc.edu/%7Esrstephenso2/publications/oakland22_arsec.pdf
https://www.forbes.com/sites/rogerdooley/2023/11/29/amazon-one-enterprise-a-new-approach-to-business-security/?sh=30cf50446ee1
https://www.forbes.com/sites/rogerdooley/2023/11/29/amazon-one-enterprise-a-new-approach-to-business-security/?sh=30cf50446ee1
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