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Overview

• Blog

• Recap: lab study

• Think aloud

• Take-home
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Good news blog structure :)
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Nice paper discussion :)
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Quickly defining 
“phishing” so 
we can use it as 
an example 
later
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Questionnaires



Questionnaires

• Ask participants to answer a set of pre-defined questions. 

• Pros:
• gather data from a large number of people quickly

• can determine how prevalent an issue or concern is

• close-ended questions are easy to analyze

• Cons: 
• can only gather data you know about

• careful planning is required before running a questionnaire 

• open-ended questions can take a lot of time to analyze and require careful 
setup
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Questionnaires can be used at various points in 
the design process
• Understanding people

• Understand the target population
• Incorrect mental models

• Testing a theory 
• Are my assumptions correct?
• Do people think that A==B? 

• Testing a prototype design
• How do people interpret my interface? 

• Testing the final design
• How are people actually using it? 
• What do people think after they use it?
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What do you want to know?

• Attitudes
• Do you like X?
• Would using X work?

• Behaviors
• How often do you use X?
• Do you regularly do X?

• Knowledge
• What is the best definition of X?

• Expectations
• If the webpage did X what would you expect to 

happen?

• Capabilities
• What is the result of adding 20 and 30?
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Common survey elements

• Single and multiple choice checkboxes 

• Matching
• Rank the following from 1 to 5

• Rating scales
• Likert Scales

• 3, 5, 7 points scales

• Semantic scales

• Open ended responses
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OPEN ENDED 
• Where does this URL go? What 

does it do?

CLOSE-ENDED
If you clicked on the link above, 
what web page would open? 

⃝ WWW3’s main page
⃝ National Geographic’s main page

⃝ World News’s main page

⃝ I will be taken to one of the sites 
above, but not their main page

⃝ I will be taken to a website not listed 
above

⃝ Other ________

Easier to write, harder to 
analyze

Harder to write, easier to 
analyze
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Response 
Anchors
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Fill in the blank 
type question

Typical multiple 
choice 

question

Scale where 
multiple 

questions are 
meant to be 

summed 
together

Likert scale 
question using a 

pre-defined 
anchor
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System Usability Scale
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https://seg.nju.edu.cn/tools/smarttv/download/A%20quick%20and%20dirty%20usability%20scale.pdf


Scaling the Security Wall: Developing a Security Behavior Intentions Scale (SeBIS)
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https://dl.acm.org/citation.cfm?id=2702249


Planning a survey



COULD BE ON THE EXAM

• Independent and dependent 
variables

• Correlation vs causation 

• Between vs within subject design

• Study question design

WILL NOT BE ON THE EXAM

• Statistical test names 
• T-test, ANOVA, etc. 

• When to use different tests
• Chi Sq should be used with 

categorical dependent and 
independent variables  

• P-values, distributions, 
confidence intervals or other 
outcomes from tests 

Don’t panic! This is not a statistics class.
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Topics Outline

• Descriptive questions vs testing a question 

• Correlation vs causation 

• Dependent vs independent variables

• Between and within subjects testing 

• Numeric vs categorical data

18



Planning a survey

• Surveys normally answer multiple research questions. With each 
research question tied to one or more survey questions.

• Descriptive – learn something about the whole population. 
• How many people have heard of the term “phishing”?
• What words do people use to describe cookie tracking?

• Testing for correlation or causation – show that two things are 
related or one thing causes the other thing.
• If someone has been trained on phishing in the past, are they better at 

differentiating phishing emails? 
• We have three training options, each user goes through one training, which 

training causes people to identify phishing emails the best?
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Descriptive Statistics 

• Descriptive Questions – learn something about the whole population. 
• How many people have heard of the term “phishing”?
• What words do people use to describe cookie tracking?

• Descriptive Numeric – fancy term for all the basic measures of numeric 
data: Mean, median, mode, standard deviation
• What % of consumers are worried about privacy? 
• What % of people know the difference between behavioral advertising and cookies? 
• On average, how long does it take to decide if an email is phishing or not?

• Descriptive Qualitative – use data to learn about a whole population
• What is the most common reason people avoid using ATMs?
• Why do some people choose to not have a Google account?
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Testing for correlation or causation 

• Testing for correlation or causation – show that two things are 
related, or one thing causes the other thing.
• If someone has been trained on phishing in the past, are they better at 

differentiating phishing emails? 
• We have three training options, each user goes through one training, which 

training causes people to identify phishing emails the best?

• These tests require more complex statistics, such as:
• T-test
• ANOVA
• Linear Models 
• CHI Squared
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Topics Outline

• Descriptive questions vs testing a question 

• Correlation vs causation 

• Dependent vs independent variables

• Between and within subjects testing 

• Numeric vs categorical data
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Correlation vs. Causation

• Correlation
• Two things tend to behave in a way that seems inter-related, where if 

one thing changes the other thing will also change in a related way.

• For example, if the price of rice goes up at the same time as the price 
for beans.

• Causation
• When one thing changes it causes the other thing to change. 

• For example, when the weather gets cold more people wear coats. 
Cold weather causes more people to wear coats. 
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Does 
consuming 
chocolate 
increase the 
number of 
Nobel 
Laureates?

This is a 
correlation, not 
necessarily a 
causation.
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Chocolate Consumption, Cognitive 
Function, 
and Nobel Laureates
Franz H. Messerli, M.D.



Causations are 
Correlations, but 
not necessarily the 
other way round

Correlations 

Causations
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History + 
CTR is a 
correlation
.

How might 
you test if 
it is really 
a 
causation?
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Topics Outline

• Descriptive questions vs testing a question 

• Correlation vs causation 

• Dependent vs independent variables

• Between and within subjects testing 

• Numeric vs categorical data
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What are you going to measure?

• In statistics there are classically two types of measurements 
(variables): dependent and independent

• Dependent 
• Also known as the outcome variable
• “Dependent” on the study
• Measures the usability goal

• Independent 
• Anything you are directly manipulating 
• An element of the study which is under your control
• A pre-existing feature of your participant
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Some research questions:

• Can people differentiate between a subdomain and a domain when 
reading a URL?

• Does [a new system] help people differentiate between malicious 
URLs and safe ones?

• Can users use [a new password manager] faster and with less 
errors than [the old password manager]?

• Does knowing how an app will use its permissions impact app 
installation decisions?

• Using [website], can users successfully opt-out of cookie tracking 
without forming inaccurate mental models?
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Lets use this study as 
an example
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Research Question: 
Can users reliably 
identify if an app can 
or cannot perform an 
action directly tied to 
a permission.

31



32

Which of the following can this app do?

Independent variable: 
Which of the two interfaces 
the participant was shown

Dependent variable: 
Count of the number of 
questions the participant 
answered correctly
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Variables that would make sense

• Research Question: Can users reliably identify if an app can or cannot perform an 
action directly tied to a permission?

• Dependent
• Which permissions correctly/incorrectly read
• Count of permissions correctly/incorrectly read
• Time spent reading each permission screen

• Independent
• Study group (which screen was shown)
• If the permission was privacy sensitive or not
• Order of the tasks 
• Time of day
• Type of most used device (laptop, mobile, PC)
• Demographics of the participants (gender, age, native language, …)
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Common dependent things to measure

• Number of dangerous errors made

• Time to complete task

• Percent of task completed

• Percent of task completed per unit of time

• Ratio of successes to failures 

• Time spent in errors

• Percent or number of errors

• Percent or number of competitors better than it

• Frequency of help and documentation use
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Topics Outline

• Descriptive questions vs testing a question 

• Correlation vs causation 

• Dependent vs independent variables

• Between and within subjects testing 

• Numeric vs categorical data
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Between vs. Within subjects

• Between subjects
• Your study only shows one interface to one person

• You are measuring how well the people randomly assigned to the A interface 
did compared to the people randomly assigned to the B interface

• Lots of variability with this method

• Within subjects
• Your study shows all interfaces to all people 

• You are measuring the difference in how they do on the two interfaces

• Less variability (same person) but more learning effects and priming
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RQ: Does [my new interface] enable 
people to accurately determine what 
permissions an app will use?

A/B test between the existing and new 
interface

Between subjects 
 10 Tasks shown in the same order to all 

participants
Dependent variables 

 Accuracy on task 

 Independent variables
 Which interface (A or B)

Study design
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Topics Outline

• Descriptive questions vs testing a question 

• Correlation vs causation 

• Dependent vs independent variables

• Between and within subjects testing 

• Numeric vs categorical data
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Types of data

• Numeric 
• Continuous – Any value on the range is possible including decimal (1-5)

• Discrete – Only certain values on the range are possible (1,2,3,4,5)

• Interval – Only certain values on the rage are possible and each has equal 
distance from its neighboring values (strongly agree, agree, neutral, disagree, 
strongly disagree)

• Categorical
• Binary – Only two possibilities (true, false)

• Ordinal – The values have an ordering (slow, medium, fast)

• Nominal – The values have no ordering (apple, pear, kiwi, banana)
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Accuracy on all tasks
 Discrete 

Which interface
 Categorical binary

Study design
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Statistical tests
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Comparing Dependent Independent Parametric 
(Dependent variable is 
mostly normally 
distributed)

Non-
parametric

The means of 
two 
independent
groups

Continuous / 
scale

Categorical / 
nominal

Independent t-
test

Mann-Whitney 
test

The means of 2 
paired 
(matched) 
samples

Continuous / 
scale

Time variable 
(before/after)

Paired t-test Wilcoxon 
signed rank test

The means of 
3+ independent 
groups

Continuous / 
scale

Categorical / 
nominal

One-way 
ANOVA

Kruskal-Wallis
test

3+ 
measurements 
on the same 
subject

Continuous / 
scale

Time variable Repeated 
measures 
ANOVA

Friedman test

Relationship 
between 2 
continuous 
variables

Continuous / 
scale

Continuous / 
scale

Pearson’s 
Correlation 
Coefficient

Spearman’s 
Correlation Co-
efficient

Predicting the Continuous / Any Simple Linear 
42



t-test: Test if two groups have the same mean 
(average)
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T-test requires:

• Independent variable: categorical binary 

• Dependent variable: numeric (continuous or discrete) 

• Data must be normally distributed
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Normal distribution
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Real data is messy

46



Normal distribution
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T-test: Do two populations have the same mean?
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Different means

49



Maybe? different means
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Likely not different means
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I showed participants 4 code samples and asked 
them what the code would do. I then asked them how 
confident they were in their answer.

Research Question: Does the code sample shown 
impact confidence in their answer?
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Research Question: 
Does the code sample 
shown impact 
confidence in their 
answer?

Within-subjects

Independent: 
Which code sample 
shown

Dependent: 
Confidence
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Problem: My 
categorical variable 
(code sample) is not 
binary, there are 4 
levels. 

Solution: Run the t-test 
on each pair. So test A 
vs B, A vs C, …. C vs D. 

Real solution: Use an 
ANOVA (not covered in 
this class)
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Running the t-test

• This is a “within subjects” test where one person gave a confidence 
answer for both Code Sample A and Code Sample B
• So we use a Paired t-test

• Create two arrays (or Excel columns) one with Code Sample A 
confidence, the other with Code Sample B confidence

• Two-sided (tailed) 
• For now, just do this. I don’t have time to explain. 

• Alpha of 0.05
• p-value needs to be less than 0.05 to show that the two code samples produce 

different levels of confidence
• Means that 5% of the time we will get the wrong answer from the statistical test
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5 4 3 2 1
Not at all 
confident



Different means, small difference
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I ran a survey to learn about software update 
behaviors.

Research Question: Do women and men feel like 
they ask others for technical help with different 
frequency?
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Research 
Question: Do 
women and men 
feel like they ask 
others for help 
with different 
frequency?

Between-subjects

Independent: 
Gender 

Dependent: 
Agreement

I often ask others for help with technical 
questions

Female
Male
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Running the t-test

• This is a “between subjects” test where each person gave only one 
answer
• So we use a normal t-test (not paired)

• Create two arrays one with women’s responses, one with men’s

• Two-sided (tailed) 
• For now, just do this. I don’t have time to explain. 

• Alpha of 0.05
• p-value needs to be less than 0.05 to show that the two genders produce different 

levels of confidence
• This choice means that 5% of the time we will get the wrong answer from the 

statistical test
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Femal
eMale

1 5
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Maybe? different means
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I asked participants to tell me a story about a prior 
software update. 

Research Question: Are people who relate positive 
stories older or younger?
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Research 
Question: Are 
people who relate 
positive stories 
older or younger?

Between-
subjects
Dependent: 
- Age
- Numerical
Independent: 
- Negative or 
Positive
- Binary

Negative 
stories

Positive 
stories
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Questions



Take-home

• (Blog) Too Much Knowledge? Security Beliefs and Protective 
Behaviors Among United States Internet Users by Rick Wash 
and Emilee Rader

• (Blog) Finland's Most-Wanted Hacker Nabbed in France
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https://www.usenix.org/sites/default/files/soups15_full_proceedings.pdf#page=331
https://www.usenix.org/sites/default/files/soups15_full_proceedings.pdf#page=331
https://krebsonsecurity.com/2023/02/finlands-most-wanted-hacker-nabbed-in-france/
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