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Stanford Fraud Taxonomy
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https://longevity.stanford.edu/financial-fraud-research-center/wp-content/uploads/2016/03/Full-
Taxonomy-report.pdf

Mary, age 67, reports that her online relationship 
started out as a friendship. Mary found the man on a 
social networking site. The two “lovers” would tell each 
other about themselves and later spoke to one 
another over the phone. He told her he was stuck in 
Nigeria and needed help to fly home. Mary started 
mailing checks to help her lover. She blew through her 
own money and eventually had to start taking out 
loans to help him.



Overview of Stanford Fraud Taxonomy
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• Consumer Investment Fraud
• Securities fraud

• Equity investment fraud 
• Penny stock fraud
• …

• …
• … 

• Consumer Products and Services Fraud
• …

• Phishing websites/emails/calls 
• Employment Fraud
• Prize and Grant Fraud
• Phantom Debt Collection Fraud
• Charity Fraud
• Relationship and Trust Fraud



Overview of Stanford Fraud Taxonomy
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• Consumer Investment Fraud
• Investors gain and lose money in financial markets for a variety of legitimate reasons, yet the 

following definitions refer to investment fraud, where someone knowingly misleads an investor on 
the basis of false information. While many investment vehicles listed below have legitimate versions, 
they can also be used in investment scams where the earnings are grossly misrepresented or the 
investment itself is nonexistent.

• Consumer Products and Services Fraud
• This broad category covers all fraud related to the purchase of tangible goods and services. It also 

includes vacations and travel, house/apartment rentals, purchase of pets, concerts/performances, 
and other events or items the victim paid for but did not receive as promised.

• Employment Fraud
• In this broad category of fraud schemes, the expected benefit is employment or training to develop 

a profitable business. Fraudsters advertise work opportunities that require few skills or 
qualifications, but claim to provide above average financial rewards

• Prize and Grant Fraud
• The hallmark of this category of fraud is that victims are led to believe they will receive winnings in 

the form of a prize, lottery, grant, or windfall of money, provided that they first purchase certain 
products or make advance payments to cover fictitious fees and taxes.



Overview of Stanford Fraud Taxonomy
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• Phantom Debt Collection Fraud
• This category of fraud refers to fake debt collectors who deceive and possibly threaten individuals 

to convince them to pay debts they don't owe.
• Charity Fraud

• This category of fraud involves scam artists collecting money by posing as a genuine charity. There 
is no expected benefit or product/service resulting from the transaction. Instead, the expected 
outcome from the perspective of the victim is organized charitable giving.

• Relationship and Trust Fraud
• In these schemes, the fraudster exploits a personal relationship with the victim and there is no 

expectation of a product or service from the interaction. Instead, the expected outcome from the 
perspective of the victim is the fostering of a personal relationship. 



How to prevent online fraud?



7 https://googleonlinesecurity.blogspot.com.au/2015/07/new-research-comparing-how-security.html
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(How) do people take advice?
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This paper was: 
• Authored by a 

Microsoft employee 
based in Redmond

• They feel that ignoring 
security advice is 
rational but that the 
community disagrees

• Published in 2009
• Accepted by a top 

security (not HCI) 
conference. So top 
people in the field 
think this could be 
true.



Externalities vs Internalities 
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Externality – The costs or benefits of an activity effect 
other groups or people. 

Internality – The costs or benefits of an activity effect the 
user themselves.



Herley says…
• Costs

• Re-training users constantly as the attackers improve

• Training organizations to behave in a consistent way so the advice is 
true and makes sense

• Benefits (potential)
• Falling for (less) phishing attacks

• Benefits (actual)
• Most large organizations absorb financial loss from phishing so the 

loss is an externality



Previously we talked about 
phishing and we talked about 
advice. 

Start thinking about what advice 
we give people, how we give it, 
and how to deliver it effectively. 

13



In the next few slides I want to 
make three points: 

1. People give other people 
piles of advice all the time

2. The advice being given out 
can tell you a lot about what 
people think is important or 
what is broken about a situation

3. Warnings are a type of 
advice
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Try notice the 
warnings you are 
seeing around you

Cranor, L.F., 2008. A framework for 
reasoning about the human in the loop.



Human in the Loop: Communication Impediments
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• Environmental stimuli (either related or unrelated) may 
divert users’ attention away

• Interference prevents communication from being received as 
intended (can be malicious)



If you want 
to find 

usability 
problems, 

look for 
signs.
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Communication Impediment



Human in the Loop: Human Receiver
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• Communication delivery: should pay attention long enough 
to process it

• Communication processing: comprehend and acquire 
knowledge 

• Application: retent the knowledge and knows when it’s 
applicable and to apply it



First reaction: Pull

Sign says: Push
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Communication Delivery



Human in the Loop: Human Receiver
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• Personal variables, e.g., demographics, personal 
characteristics, knowledge , etc. – ability to comprehend and 
apply communications

• Intentions like attitudes, impacting the decision of whether to 
pay attention on a communication 

• Capabilities to take proper actions



Maybe something is 
not obvious
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Knowledge and Experience



Maybe the tool is too 
confusing to use 
without explanation
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Knowledge Acquisition & 
Retention



Maybe people 
have an attitude 
that certain 
warnings don’t 
apply to them or 
are not actually 
relevant
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Attitudes and Beliefs 



Signs highlight 
common problems 
people in a space are 
experiencing. 
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Intentions 



Intention – tradeoff happens here, but not always in a 
very rational way



Think-pair-share

•Select one piece of advice from the 
handout

•What are the costs, potential benefits, 
and actual benefits of following that 
advice?



Further evaluating advice and warning



NEAT and 
SPRUCE

• Developed at Microsoft 
Research

• Guidance on how to 
create effective security 
messaging for end 
users



I’d like to use 
this example. 

But first you 
need to 
understand 
what this error 
is talking about.
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http versus https



https://ally.com

http://ally.com
versus 



Encryption properties we want:

1. The communication between you and the 
other party is confidential and has not been 
changed

• No one can read what you sent
• No one can change what you sent

2. Knowing who you are communicating with
• You are talking to who you think you are talking to 

and not someone else

Cryptography 
magic sorts this 
one out for us: 
Confidentiality, 
Integrity. 

This one is a bit 
harder. 
Cryptography 
can verify you 
are speaking to 
the same 
person, but not 
identity.



NEAT

Necessary – Can you change the architecture to 
eliminate or defer this user decision? 

Explained - Does your user experience present all the 
information the user needs to make this decision? 
(See SPRUCE)

Actionable – Have you determined a set of steps the 
user will realistically be able to take to make the 
decision correctly? 

Tested – Have you checked that your user experience 
is NEAT for all scenarios, both benign and malicious? 
Have you tested it on a human who is not a member 
of your team?



Necessary

Explained

Actionable

Tested
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SPRUCE

Source – State who or what is asking the user to make a decision 

Process – Give the user actionable steps to follow to make a good 
decision 

Risk – Explain what bad thing could happen if they user makes the wrong 
decision

Unique – Knowledge the user has – Tell the user what information they 
bring to the decision

Choices – List available options and clearly recommend one

Evidence – Highlight information the user should factor in or exclude in 
making a decision 



Source

Process

Risk

Unique

Choices

Evidence
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This error is 
saying that 
property (1) is 
held and that 
there is an 
encrypted 
connection. 

But property (2) 
is not held in that 
it cannot 
determine who 
the browser is 
talking to.
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Contribution

• Taxonomy of security and privacy advice

• Quality evaluation of security and privacy advice
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Contribution and method

• Taxonomy of security and privacy advice
• Online scraping of 2780 pieces of advice; human annotation 

and analysis

• Quality evaluation of security and privacy advice
• Survey and evaluation with 1586 User and 41 experts
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Identifying advice

• How do people get advice online -> crowdsourcing search 
queries for security and privacy advice

• Where experts find and recommend advice? -> asking 
security experts 

• Result: 1264 out of 1896 documents after cleaning
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Topics of advice

• Qualitative coding and analysis 
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Evaluating advice: metrics

• Perceived actionability
• Confidence: how confident users can implement it

• Time consumption: how time consuming people think it would take to 
implement

• Disruption: how disruptive people think when implementing it

• Difficulty: how difficult people think it is to implement

• Scale: 4-point Likert from “Not at All” to “Very”

• Framework: building on Protection Motivation Theory and 
Human in the Loop model
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Evaluating advice: metrics

• Perceived efficacy: whether the experts believe that a typical 
user would experience an improvement or not

• Comprehensibility: multiple measures for evaluating text 
comprehension, e.g., “How easy is this document to read?”
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Results
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Results
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Results
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Questions



Take-home

• (Blog) Mandal, P., Ami, A.S., Olaiya, V., Razmjo, S.H. and 
Nadkarni, A., 2024. " Belt and suspenders" or" just red tape"?: 
Investigating Early Artifacts and User Perceptions of {IoT} App 
Security Certification. In 33rd USENIX Security Symposium 
(USENIX Security 24) (pp. 4927-4944). 

• (Blog) NCSC - Social Media: how to use it safely
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https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely

