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Overview

• Finally weeks

• Privacy issues of AI

• Recap – privacy policy

• Guest lecture
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https://www.bbc.co.uk/news/technology-67027282



Think and Share: What are the NEW security, privacy 
or safety risks brought by new AI models, e.g., 
generative AI?



AI Security
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• The “cognitive” process of AI does not always align with how 
human perceive and think about the world 
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https://spectrum.ieee.org/slight-street-sign-
modifications-can-fool-machine-learning-algorithms
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Prompt injection attack
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Adversarial Examples

• Definition 
• Inputs to machine learning models that an attacker has intentionally designed to cause 

the model to make a mistake.

• Impact 
• Leads to incorrect AI decisions or misclassifications that seem correct to human 

operators.

• Methodology
• Creating input samples that are slightly altered but cause significant errors in AI outputs.
• Exploiting model vulnerabilities that are not easily detectable by humans.

• Countermeasures
• Employing adversarial training methods.
• Regularly updating and testing models against known adversarial attack techniques.
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Prompt Injection

• Definition
• Manipulation of AI’s response by altering the input prompt or commands it 

receives.

• Impact
• Can cause AI to produce undesired, biased, or harmful outputs.

• Methodology
• Craft malicious input prompts to mislead AI.
• Inject misleading context or information into the AI’s operational environment.

• Countermeasures
• Robust input validation and sanitization.
• Implementation of authentication protocols to verify source integrity.
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Data Poisoning

• Definition
• Introducing malicious data into the AI’s training set to corrupt its learning process.

• Impact 
• Results in a corrupted model that makes errors or biased decisions.

• Methodology
• Insertion of subtly incorrect or biased data points into the training dataset.
• Targeted manipulation to influence specific AI behaviors or outcomes.

• Countermeasures
• Regular audits of training data.
• Use of anomaly detection techniques to identify and remove corrupted data.
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Inversion Attack

• Definition 
• Techniques used to extract knowledge, sensitive data, or even the entire model from an AI system.

• Impact 
• Loss of intellectual property, exposure of sensitive training data, or compromising model integrity.

• Methodology
• Querying a model repeatedly to infer its structure or training data.

• Utilizing side-channel attacks to gain insights into the model's operations.

• Countermeasures
• Implementing rate limiting and query monitoring to detect and prevent extraction attempts.
• Using model hardening techniques to obscure internal operations and outputs.
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Who are involved in the threat model?



Privacy risks of AI
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Objective

• Develop a privacy taxonomy for AI privacy risks

• What’s AI?
• “perform tasks or behaviors that a person could reasonably deem to 

require intelligence if a human were to do it” – an umbrella definition
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Method

• Materials: AI incident database

• Approach: qualitative coding and analysis
• Top-down/deductive coding: Solove’s privacy taxonomy
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Data flow 
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Takeaway

• New risks of phrenology/physiognomy
• New, unfounded traits users have little control

• New types of identification and aggregation risks 
(forecasting, low quality data…)

• Exacerbate other risks (secondary use, exclusion, 
insecurity…)
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Think and share: what could be the (new) approaches 
you use to mitigate these risks?
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Take-home
• (Blog) Iqbal, Umar, Tadayoshi Kohno, and Franziska Roesner. "LLM platform security: Applying a 

systematic evaluation framework to OpenAI's ChatGPT plugins." In Proceedings of the 
AAAI/ACM Conference on AI, Ethics, and Society, vol. 7, pp. 611-623. 
2024. https://ojs.aaai.org/index.php/AIES/article/view/31664/33831

• (Blog) West, Jack, et al. "A Picture is Worth 500 Labels: A Case Study of Demographic 
Disparities in Local Machine Learning Models for Instagram and TikTok." 2024 IEEE Symposium 
on Security and Privacy (SP). IEEE, 2024.
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https://ojs.aaai.org/index.php/AIES/article/view/31664/33831

