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Overview

• Vulnerability Research

• Why Companies Need Hackers

• Impact of Bug Bounties

• Hacker Collaboration

• Take-home



What is Hacking or Vulnerability Research?

• https://www.youtube.com/watch?v=pxSp6HeM4RM

• https://www.youtube.com/watch?v=lD34wkOcCRE



So, you found a bug. What’s next?

• Attack

• Sell it

• Disclosure



Full Disclosure

• Radianti, J. and Gonzalez, J.J. A preliminary model of the vulnerability black market. In 25th International System Dynamics Conference, 2007.



Responsible Disclosure

• Reporting directly to the affected company

• Follow the company’s disclosure process

• Allow time for the company to fix the bug

• Disclosure to the public after an embargo



Vulnerability Market

(BBP)



Bug Bounty



Development of Bug Bounty

• Bugcrowd - History of Bug Bounties (https://bugcrowd.com/resources/history-of-bug-bounties)



Stakeholders

• Bug Hunter

• Platform
• Operator

• Triager

• Mediator

• Vendor/Program
• Reviewer/Security Team

• Developer

• End User

• Chromium - Life of a Security Issue (https://chromium.googlesource.com/chromium/src/+/main/docs/security/life-of-a-security-issue.md)



Why companies need hackers’ help?



Why Companies Need Hackers
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• Given that many tech companies have their own large security 
departments, why do they still need hackers' help?



• What are the differences in the 
vulnerability discovery processes 
between external and internal?

• Four influencing factors

13
• Votipka, D., Stevens, R., Redmiles, E., Hu, J. and Mazurek, M. Hackers vs. testers: A comparison of software vulnerability discovery processes. In 2018 IEEE 

Symposium on Security and Privacy (SP) (pp. 374-391). 

Hacker vs Tester



Vulnerability Discovery Experience

• Votipka, D., Stevens, R., Redmiles, E., Hu, J. and Mazurek, M. Hackers vs. testers: A comparison of software vulnerability discovery processes. In 2018 IEEE 
Symposium on Security and Privacy (SP) (pp. 374-391). 



Underlying System Knowledge

• Votipka, D., Stevens, R., Redmiles, E., Hu, J. and Mazurek, M. Hackers vs. testers: A comparison of software vulnerability discovery processes. In 2018 IEEE 
Symposium on Security and Privacy (SP) (pp. 374-391). 



Access to Development Process

• Votipka, D., Stevens, R., Redmiles, E., Hu, J. and Mazurek, M. Hackers vs. testers: A comparison of software vulnerability discovery processes. In 2018 IEEE 
Symposium on Security and Privacy (SP) (pp. 374-391). 



Motivation

• Votipka, D., Stevens, R., Redmiles, E., Hu, J. and Mazurek, M. Hackers vs. testers: A comparison of software vulnerability discovery processes. In 2018 IEEE 
Symposium on Security and Privacy (SP) (pp. 374-391). 



What benefits can companies gain?



• Bugs are likely to be identified & patched during the development process

• BBP leverages the diverse expertise of external hackers

• Hackers discover bugs at a fairly constant rate

Benefits from Bug Bounties - Chromium

• Atefi, S., Sivagnanam, A., Ayman, A., Grossklags, J. and Laszka, . The benefits of vulnerability discovery and bug bounty programs: Case studies of Chromium and Firefox. In 
ACM Web Conference 2023 (pp. 2209-2219).

• Walshe, T. and Simpson, A. An empirical study of bug bounty programs. In 2020 IEEE 2nd international workshop on intelligent bug fixing (IBF) (pp. 35-44). 



How about the cost?

• The average cost of operating a BBP for a year is less than the cost of 

hiring two additional software engineers.

• Walshe, T. and Simpson, A. An empirical study of bug bounty programs. In 2020 IEEE 2nd international workshop on intelligent bug fixing (IBF) (pp. 35-44). 

BBP Software Engineers



Vendors’ Perspective

• Hackers use different methods than internal testers

• Hackers can find different kind of vulnerabilities

• Hackers are more economical than employees



What are hackers' perspectives on bug bounties?



Factors that 
Influence 
Hackers’ 
Participation

Akgul, O., Eghtesad, T., Elazari, A, et al. Bug Hunters’ 
Perspectives on the Challenges and Benefits of the 
Bug Bounty Ecosystem. In 32nd USENIX Security 
Symposium (USENIX Security 23) (pp. 2275-2291).

Factors

• Benefits

• Challenges

• Platform Features

• Gig-work
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Akgul, O., Eghtesad, T., Elazari, A, et al. Bug Hunters’ 
Perspectives on the Challenges and Benefits of the 
Bug Bounty Ecosystem. In 32nd USENIX Security 
Symposium (USENIX Security 23) (pp. 2275-2291).

What are the benefits?

• Get monetary rewards

• Learning opportunities

• Legal safe harbor



Factors that 
Influence 
Hackers’ 
Participation

Akgul, O., Eghtesad, T., Elazari, A, et al. Bug Hunters’ 
Perspectives on the Challenges and Benefits of the 
Bug Bounty Ecosystem. In 32nd USENIX Security 
Symposium (USENIX Security 23) (pp. 2275-2291).

What are the keys to good 
programs?

• Ease of payment

• Ease of reporting

• Viewing disclosed vulnerabilities



Factors that 
Influence 
Hackers’ 
Participation

Akgul, O., Eghtesad, T., Elazari, A, et al. Bug Hunters’ 
Perspectives on the Challenges and Benefits of the 
Bug Bounty Ecosystem. In 32nd USENIX Security 
Symposium (USENIX Security 23) (pp. 2275-2291).

What are the challenges?

• Poor responsiveness

• Dissatisfaction with responses

• Unclear scope



Factors that 
Influence 
Hackers’ 
Participation

Akgul, O., Eghtesad, T., Elazari, A, et al. Bug Hunters’ 
Perspectives on the Challenges and Benefits of the 
Bug Bounty Ecosystem. In 32nd USENIX Security 
Symposium (USENIX Security 23) (pp. 2275-2291).

What related to Gig-works?

• Flexibility

• Stress and uncertainty



Remaining Question

• Hunter main concerns:
 - Skills Development 

 - Communication/Negotiating with Vendors

 - Income Uncertainty

• What is the potential solution? 
(Come from the government, industry, or hunters themselves)



• Piao, Y., Hrle, T., Woods, D. and Anderson, R., 2024, November. Study Club, Labor Union or Start-Up? Characterizing Teams and Collaboration in the Bug 
Bounty Ecosystem. In 2025 IEEE Symposium on Security and Privacy (SP).



• Teamwork is common in cybersecurity

• Bugcrowd allows hunters to share bounties

Hacker Collaboration



• A unique teaming ecosystem has evolved in China

Hacker Collaboration



• How are teams, hunters and rewards distributed over BBPs?

• What are the functions of bug hunter teams?

• Why do bug hunters join and leave teams?

Research Questions



Quantitative Study

• Collect data from BBPs with teaming 
mechanism

• n= 85 BBPs & 5.9k hunters

Stat ist ical  
Analysis

Data Source 
Select ion

Data 
Col lect ion Data cleaning

Ident i ty 
Merging

Phase I: BBP Measurement



●46% of users are part of a team

●The three largest BBPs have 

over 2.5k registered users

RQ1: Hunter Teaming Ecosystem



●87% teams have less than 10 

members

Prevalence of Users, Teams and BBPs (RQ1)



● The largest team has 553 members 
and on 62 BBPs

● 39% of small teams participate in 

just one BBP

Prevalence of Users, Teams and BBPs (RQ1)



●Team members are more than 

twice (2.47) as productive as 

solo hunters

●There is a high level of market 

concentration

Team Productivity (RQ1)



Qualitative Study

• Invest igate hackers’  perspect ives 
on bug bounty teams

• n=18 hunters

IRR 
Assessment

Preparat ion Pi lot  Test Recruitment

Interview
Thematic 
Analysis

Ful l- t ime Bug 
Hunters

Securi ty Industry 

Non-Securi ty
Industry S NSI SI FBH

Students

2

2

6

8

Phase II: Interview



STUDY CLUB

UNIONSTARTUP

80% believe that teams help enhance 
skil ls and acquiring knowledge.

40% said team leaders operate the 
team under a company-like model,  
with additional revenue streams.

70% thought teams contribute to equal 
communication and handle disputes 
with BBPs.

RQ2: Multifaceted Functions of Team



●Educational Relationships

 - Discussions and exchange of ideas

 - Private chats with experts

 - Extra-curricular activities

●Resources and Shared Tools

 - Expand the availability of information

 - Share auto-scripts, knowledge bases and cyber ranges

“Once inside, I felt the study atmosphere was good, and everyone was around my age, without any 

exceptionally skilled individuals. It was more about progressing together and having a competitive spirit.”

Study Club (RQ2)



“Some teams unite to prevent bug bounty programs intentionally downgrading 

the severity of vulnerabilities [to reduce the payout].”

●Positive Treatment by BBPs

●Dispute Resolution

 - Intervene in the conflict with BBP

 - Forming alliances

Labor Union (RQ2)



●Earning & Sharing Revenue

- Sharing Individual & Team Rewards

- Additional Revenue Streams

●Collaboration Strategies

- Collaborative Hunting

- BBP Selection

●Management

- Code of Conduct

- Confidentiality

- Engagement

Start-Up (RQ2)



●Motivations

- Learning and Growth

- Revenue Sharing

- Team Prestige

● Issues and Challenges

- Lack of activity

- Interpersonal conflicts

- Lack of time

RQ3: Reasons for Joining & Leaving



●Teams are central to the Chinese bug bounty ecosystem

- Almost half of hunters are team members

- Team members have over twice the productivity of solo ones

- The largest team participates in 73% of BBPs

Key Insights



●Functions of hunter teams could solve concerns

- Maintaining educational resources (Skills development)

- Earning more revenue like additaional bounties (Income Uncertainty)

- Establish equal communication channels with BBPs (Negotiation)

Key Insights



What left?

• Legal Concerns

• AI + Hunting

…



Legal Concerns of Would-be Vulnerability Researcher
(Ongoing work)

• OPs on Reddit expressed confusion and fear regarding the legality of 
hacking and disclosure
- Deterring experimentation leads to beginners being discouraged at the first step

• Repliers offered useful mitigation strategies
- The community's effort to guide newcomers to safer, low-risk environments



Legal Concerns on Port Scanning

• Hrle, T., Milad, M., Li, J., & Woods, D. "Just a tool, until you stab someone with it": Exploring Reddit Users' Questions and Advice on the Legality of Port Scans. 
In 2024 European Symposium on Usable Security (EuroUSEC 24)  (pp. 322-336).



AI+ Bug Hunting

• HackerOne – Hacker-Powered Security Report 2024/25 (https://hackerpoweredsecurityreport.com/) 

GenAl has become a "significant tool" 14%

Using GenAl in some way 53%

Write code 53%

Write better reports 66%

Reduce language barriers 33%

2023/2024 2024/2025



(The near) Future?

Information 

Gathering
Enumeration

Vulnerability 

Discovery

Exploitation

Documentation &

Reporting

CollaborationAI + 



Take-home

• Akgul, O., Eghtesad, T., Elazari, A, et al. Bug Hunters’ Perspectives 
on the Challenges and Benefits of the Bug Bounty Ecosystem. 
In 32nd USENIX Security Symposium (USENIX Security 23) (pp. 
2275-2291).

• Fulton, K.R., Katcher, S., Song, K., et al. Vulnerability discovery for 
all: Experiences of marginalization in vulnerability discovery. In 
2023 IEEE Symposium on Security and Privacy (SP) (pp. 1997-
2014).

• The Record Media – ‘UK Home Office’s new vulnerability reporting 
mechanism leaves researchers open to prosecution’

https://www.usenix.org/system/files/usenixsecurity23-akgul.pdf
https://www.usenix.org/system/files/usenixsecurity23-akgul.pdf
https://ieeexplore.ieee.org/abstract/document/10179478
https://ieeexplore.ieee.org/abstract/document/10179478
https://therecord.media/uk-home-office-vulnerability-disclosure-ethical-hackers
https://therecord.media/uk-home-office-vulnerability-disclosure-ethical-hackers


Join Our Research Project

• Unfairness of Bug Bounties

• Legal Concern of Vulnerability Researchers

• Cooperative Work in Bug Reviewing 

• Hacker Teaming Mechanism (Chinese)

…

Contact us if you are interested!
https://blogs.ed.ac.uk/yangheran_piao/
lawrence.piao@ed.ac.uk
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