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What are the security and privacy concerns of 
genetic testing?



4



5
https://www.telegraph.co.uk/business/2025/03/24/millions-of-peoples-dna-up-for-
sale-as-23andme-goes-bankrup/
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https://www.23andme.com/en-gb/legal/privacy/full-
version/



Are you aware of how genomic testing companies 
use your data?



Trust and E-commerce



Roll back time to the early 2000’s



“In the rush to 
build Internet 
businesses, many 
executives 
concentrate all 
their attention on 
attracting 
customers rather 
than retaining 
them. That’s a 
mistake. The 
unique economics 
of 
e-business make 
customer loyalty 
more important 
than ever.”



“On the Web … 
business is conducted 
at a distance and risks 
and uncertainties are 
magnified… 
Customers can’t look 
a salesclerk in the 
eye, can’t size up the 
physical space of a 
store or office, and 
can’t see and touch 
products. They have 
to rely on images and 
promises, and if they 
don’t trust the 
company presenting 
those images and 
promises, they’ll shop 
elsewhere.”



Problem: How can we make people feel safe 
spending money online?

13



Interviewed 
8 e-commerce 
shoppers and 
5 non-shoppers

Built a theoretical 
model

Online experiment 
to test model using 
53 people 

Published in 2001
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Risks people perceived

Riegelsberger, Jens, and M. Angela Sasse. "Trustbuilders and trustbusters." Towards the E-Society. 
Springer, Boston, MA, 2001. 17-30.



Interviews found key issues to be: 
• Internet knowledge
• Are businesses even able to protect 

customers?
• Low knowledge -> harder to judge 

accuracy of claims

• Internet experience
• Will I make errors and order the 

wrong thing?
• Few conventions – the “correct” 

approach on one page is different on 
another

• Separation in Space & Time
• Give money, wait, get item
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Riegelsberger, Jens, and M. Angela Sasse. "Trustbuilders and trustbusters." Towards the E-Society. 
Springer, Boston, MA, 2001. 17-30.



Trust transfer

• Inexperienced shoppers tend to transfer trust. One thing worked, so 
they look for something else that looks similarly trustworthy.

• Collective approaches 
• TRUSTe seal 

• Being part of a more trusted retail group

• “well they would say that, wouldn’t they”…

• Individual site approaches
• Hard to build trust on just one site. 

• Things like customer testimonials first require trust in the company that they are true
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Riegelsberger, Jens, and M. Angela Sasse. "Trustbuilders and trustbusters." Towards the E-Society. 
Springer, Boston, MA, 2001. 17-30.



Help people reduce the risks

Riegelsberger, Jens, and M. Angela Sasse. "Trustbuilders and trustbusters." Towards the E-Society. 
Springer, Boston, MA, 2001. 17-30.

Security

HCI

Privacy

Legal

Security / Networking



Problem: We need a trusted cross-site signal that 
users can trust. 

Answer: Privacy policies
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Federal Trade Commission Act of 1914 (USA)

The FTC is empowered, among other things, to:

• prevent unfair methods of competition, and unfair or deceptive 
acts or practices in or affecting commerce; 

• seek monetary redress and other relief for conduct injurious to 
consumers; 

• prescribe trade regulation rules defining with specificity acts or 
practices that are unfair or deceptive, and establishing 
requirements designed to prevent such acts or practices; 

• conduct investigations relating to the organization, business, 
practices, and management of entities engaged in commerce
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Roughly: The FTC declared that if an organization 
said it did X in its privacy policy, but then was shown 
to not be doing X, then the FTC could levy a large 
fine. 
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FTC vs Google Buzz
• When Google launched Buzz it wanted to 

use the network it already had in Gmail

• Gmail privacy policy (2004-2010):
• “Gmail stores, processes and maintains your 

messages, contact lists and other data related to 
your account in order to provide the service to 
you”

• Google privacy policy (2005-2010)
• “When you sign up for a particular service that 

requires registration, we ask you to provide 
personal information If we use this information in 
a manner different that the purpose for which it 
was collected, then we will ask for your consent 
prior to such use.”



FTC vs Google Buzz
• User first given options 

• If they selected “Nah, go to my 
inbox”
• They could still be followed on Buzz

• Their Google profile listed them as a 
Buzz user

• A link appeared on their UI and if they 
clicked it they were auto enrolled and 
data was copied over

• Contacts that users interacted 
with the most were listed on 
their profile



Think-pair-share
• Snapchat marketing material
• “Snap an ugly self or a video, add a caption, and 

send it to a friend (or maybe a few). They'll receive 
it, laugh, and then the snap disappears.”

• Snapchat Privacy policy:
• “Although we attempt to delete image data as 

soon as possible after the message is received 
and opened by the recipient . . . we cannot 
guarantee that the message contents will be 
deleted in every case.”

• “users may take a picture of the message 
contents with another imaging device or capture a 
screenshot of the message contents on the 
device screen.”
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Privacy regulations



Data Protection Directive (EU, 1995)

• Notice—data subjects should be given notice when their data is being collected;

• Purpose—data should only be used for the purpose stated and not for any other 
purposes;

• Consent—data should not be disclosed without the data subject’s consent;

• Security—collected data should be kept secure from any potential abuses;

• Disclosure—data subjects should be informed as to who is collecting their data;

• Access—data subjects should be allowed to access their data and make corrections 
to any inaccurate data

• Accountability—data subjects should have a method available to them to hold data 
collectors accountable for not following the above principles.
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Legal documents tend to 
be broken up into Articles, 
sections, and subsections. 
These are labeled using a 
notation like Art. 2 a, which 
means Article 2, section a.
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Personal data are defined as "any information 
relating to an identified or identifiable natural person 
("data subject"); an identifiable person is 
one who can be identified directly or indirectly, in 
particular by reference to an identification number or 
to one or more factors specific to his physical, 
physiological, mental, economic, cultural, or social 
identity; (Art. 2 a)



Safe Harbor: International Safe Harbor Privacy 
Principles

• EU prohibited the transfer of data to countries with weaker 
privacy laws. 
• The US had weaker protection laws…..

• Safe Harbor was a list of privacy principles non-EU 
companies could promise to uphold

• Declared invalid in 2015
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"Agencies shall, to the extent consistent with 
applicable law, ensure that their privacy policies 
exclude persons who are not United States citizens 
or lawful permanent residents from the protections of 
the Privacy Act regarding personally identifiable 
information" 
- U.S. President Donald Trump, Executive Order, 2017



"In the light of the revelations made in 2013 by 
Edward Snowden concerning the activities of the 
United States intelligence services (in particular the 
National Security Agency ('the NSA')), the law and 
practice of the United States do not offer sufficient 
protection against surveillance by the public 
authorities." 
- Maximillian Schrems, 2015



General Data Protection Regulation (GDPR) 
superseded the Data Protection Directive. GDPR 
is a regulation, not a directive. Which means it is 
directly binding and applicable.
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Lawful basis for processing

• The lawful bases for processing are set out in Article 6 of the UK GDPR. At least one of these must apply 
whenever you process personal data:

• (a) Consent: the individual has given clear consent for you to process their personal data for a specific purpose.

• (b) Contract: the processing is necessary for a contract you have with the individual, or because they have asked 
you to take specific steps before entering into a contract.

• (c) Legal obligation: the processing is necessary for you to comply with the law (not including contractual 
obligations).

• (d) Vital interests: the processing is necessary to protect someone’s life.

• (e) Public task: the processing is necessary for you to perform a task in the public interest or for your official 
functions, and the task or function has a clear basis in law.

• (f) Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a 
third party, unless there is a good reason to protect the individual’s personal data which overrides those legitimate 
interests. (This cannot apply if you are a public authority processing data to perform your official tasks.)
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Personal data in GDPR
The data subjects are identifiable if they can be directly or indirectly identified, especially by reference to an 
identifier such as a name, an identification number, location data, an online identifier or one of several special 
characteristics, which expresses the physical, physiological, genetic, mental, commercial, cultural or social 
identity of these natural persons. In practice, these also include all data which are or can be assigned to a 
person in any kind of way. For example, the telephone, credit card or personnel number of a person, account 
data, number plate, appearance, customer number or address are all personal data.
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Consent in GDPR
“‘Consent’ of the data subject means any freely given, specific, informed and unambiguous indication of the 
data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement 
to the processing of personal data relating to him or her”
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• Consent must be explicit

• Obtained for each purpose the data is used for

• Specific, plainly worded, and freely given

• An online form which has consent options structured as an opt-out selected by default is in violation

• Withdrawing consent must be possible, and no more challenging than giving it
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https://www.theatlantic.com/politics/archive/2025/03/t
rump-administration-accidentally-texted-me-its-war-
plans/682151/



Discuss: any privacy or national security issues you 
may find related in Signal’s privacy policy? 
https://signal.org/legal/#privacy-policy 

https://signal.org/legal/
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https://policies.google.com/privacy?hl=en-US
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Are privacy policies easy to make?
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