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Gap in security literacy and behavior

“...no one can hack my mind”: Comparing Expert and
Non-Expert Security Practices

lulia lon Rob Reeder Sunné Consolvo
. Google Google oogle
iuliaion@google.com rreeder@google.com sconsolvo@google.com

ABSTRACT

The state of advice given Lo people today on how Lo stay sale online
has plenty of room for improvement. Too many things are asked
of them, which may be unrealistic, time consuming, or not really
worth the effort. To improve the security advice, our community
must find out what practices people use and what recommenda-
tions, if messaged well, are likely to bring the highest benefit while
being realistic 10 ask of people. In this paper, we present the re-
sults of a study which aims to identify which practices people do
that they consider most important at protecting their security on-
line. We compare self-reported security practices of non-experts o
those of security experts (i.e., participants who reported having five
or more years ol experience working in compuler security). We
report on the results of two online surveys—one with 231 security
experts and one with 294 MTurk participants—on what the prac-
tices and attitudes of each group are. Our findings show a discrep-
ancy between the security practices that experts and non-experts
report taking. For instance. while experts most frequently report
installing software updates, using two-factor authentication and us-
ing a password manager Lo slay sale online, non-experts report us-
ing antivirus software, visiting only known websites, and changing
passwords frequently.

1. INTRODUCTION

Frightening stories about eybersecurity incidents abound. The

carefully considering the most worth-while advice to recommend is
imperative. Even if users accept some responsibility for protecting
their data [23, 43] and want 1o putin some elfort [41], we should be
thoughtful about what we ask them to do [20] and only offer advice
that is effective and realistic to be followed.

Existing literature on giving good advice suggests that for recip-
ients to follow it, the advice should be (a) useful, comprehensible
and relevant, (b) effective at addressing the problem, (c) likely to
be accomplished by the recipient, and (d) not possess too many
limitations and drawbacks [34]. Therefore, to improve the state of
security advice, we must assess which actions are most likely to
be effective at protecting users, understand what users are Tikely
and willing to do. and identify the potential challenges or incon-
veniences caused by following the advice. Furthermore, lessons
from health advice in outreach interventions suggest that people
will not initiate certain actions if they do not believe them to be
effective [53]. Therefore, to learn how to best deliver the advice 1o
users, we must also understand how users perceive its effectiveness
and limitations.

In preliminary work, we surveyed security experts to identify
what advice they would give non-tech-savvy users. The most fre-
quently given pieces of advice were, in order of frequency: (1)
keep systems and software up-to-date, (2) use unique passwords,
(3) use strong passwords, (4) use two-factor authentication, (5) use
antivirus software, and (6) use a password manager. In this paper,
we report on results of a study which tries to identify what security




Gap in security literacy and behavior

» Types of security behaviors
« Security updates
« Bundled with undesirable features; not sure about the benefits of it...

 Antivirus software

« Whether people install and how they configure it
« Account security

« Password use...

 Mindfulness

« Website visits; email habits; phishing notices...



Gap in security literacy and behavior

How soon do you install updates? - g .
P 05 &D * Non-experts consider installing

Non-expers (-25) . | S | security updates not effective,
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o PewwesdiBechen but they will likely to follow if
they heard it was effective

Advice: Update applications

you to follow? R
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Percentage of Non—Experts (N=294)

Advice: Turn on automatic updates
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you to follow? ———
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Gap in security literacy and behavior

Do you use antivirus software?

Experts (N=221)

Non-experts (N=289)

0 20 40 60 80 100

Percentage of Participants

B Vao B N\~ m T X v M1 Mvhas

Advice: Use antivirus

How effective?

youtotoiow: R |
T _ __1r 1T 71T

you to follow?

0 20 40 60 80 100

Percentage of Non—-Experts (N=294)
®m 5(Very..) @ 4 = 3 = 2 3 1 (Notatall) 0 I Don't know

* More non-experts use anti-

virus software than experts
and consider it very effective -
likely because it is a one-stop
solution for them

Is it still true today?




Gap in security literacy and behavior

I remember passwords I write down passwords 1 use a password manager I use the same password
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0 20 40 60 80 100 0 20 40 60 20 100 0 20 40 60 &0 100 0 20 40 60 80 100

Percentage of Participants Percentage of Participants Percentage of Participants Percentage of Participants

B For ALL of my accounts B For MOST of my accounts © For SOME of my accounts 0 For NONE of my accounts

 More experts mention strong password, using password manager, and two-
factor authentication; more non-experts mention using unique password
and changing password frequently

« Only one expert mentions writing down passwords is fundamentally bad



Gap in security literacy and behavior

Do you enter your password on links from emails? Do you open emails from unknown senders? Do you click on links from unknown people?

T T T T 1 T T T T T 1
0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100

Experts (N=231)

Non—experts (N=294)

Percentage of Participants Percentage of Participants Percentage of Participants
O Other O Often B Sometimes B Rarely B No

« Paradoxically, more experts clicks on links from unknown senders than non-

experts

« Other mindfulness aspects include checking HTTPS, clearing browser
cookies, and email habits.
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SECURITY NONEXPERTS' TOP SECURITY EXPERTS' TOP
ONLINE SAFETY PRACTICES ONLINE SAFETY PRACTICES

1. USE ANTIVIRUS
SOFTWARE

1. INSTALL SOFTWARE
UPDATES

b - e e e e e e e e e e e e e e e - s s G s R s S W s s e e e

2. USE STRONG
PASSWORDS

2. USE UNIQUE
PASSWORDS

3. CHANGE PASSWORDS
FREQUENTLY

3. USE TWO-FACTOR
AUTHENTICATION

4. ONLY VISIT WEBSITES
THEY KNOW

4. USE STRONG
PASSWORDS

T T — I T U —

5. DON’T SHARE
PERSONAL INFORMATION

5. USE A PASSWORD
MANAGER

https://googleonlinesecurity.blogspot.com.au/2015/07/new-research-comparing-how-security.html

ARy OaE O S &Y &
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Zoombombing

Michael Muderick

Frances Novack Joseph Barnett Zoom Admin Anna Ross

« BBC - Black and LGBT Edinburgh University students attacked in Zoom meeting
(https://www.bbc.co.uk/news/technology-56100079)

« CNN - NYC classrooms cancel Zoom after trolls make ‘Zoombombing’ a thing (https://thenextweb.com/news/nyc-
classrooms-cancel-zoom-after-trolls-make-zoombombing-a-thing)
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How do we prevent z-oombombing from happening?




Defining Security
« Confidentiality

« Ensures that computer-
related assets are accessed
only by authorized parties.

e Integrity
« Assets can be modified only
by authorized parties or only
in authorized ways.
 Availability
« Assets are accessible to

authorized parties at
appropriate times.

Integrity

* Write protection
* Deletion protection

Confidentiality

* Secrecy
* Privacy

Availability

* Correct people

can access
¢ Online



Defining Security

Confidentiality

* Secrecy
* Privacy

» Confidentiality

* Ensures that computer-
related assets are accessed
only by authorized parties.

* Integrity
« Assets can be modified only

by authorized parties or only
in authorized ways.

Integrity

* Write protection
* Deletion protection

Availability

* Correct people
can access
* Online

« Availability
» Assets are accessible to

authorized parties at
appropriate times.



Cyber Security (CIA)

Security properties

Confidentiality No improper information gathering

Integrity Data has not been (maliciously) altered

Availability Data/services can be accessed as
desired

15
Usable Security and Privacy - Kami Vaniea



Cyber Security (CIA)

Security properties

Confidentiality No improper information gathering
Integrity Data has not been (maliciously) altered
Availability Data/services can be accessed as

desired

Accountability Actions are traceable to those
responsible

Authentication User or data origin accurately identifiable
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Authentication vs. Authorization

« Confidentiality: Ensures that computer-related assets are
accessed only by authorized parties.

« Authentication — Process of ensuring that a person or device
Is who they claim to be.

« Authorization — Rules that specify who is allowed to do what.
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English

Authentication

Forgot email?

{United States) «

Google
Signin

Use your Google Account

u173/01

What you know

pnnect and share with the

LI IHIIIIIIIVII Il

lerary 201 50038429003

Create an account

What you have

- @

Female Male ©Custom @

Create a Page tir 2 04e ey, Band of tusness

Who you are



Multi-factor authentication

* Requiring two or more separate and distinct forms of
authentication methods

PASSWORD ACCESS

v

Success!

https://news.mit.edu/2015/two-factor-authentication-duo-security-0130

19



Usable Authentication is:

*User friendly
* Reasonable to implement
* Protects against attacks

Bonneau, Joseph, et al. "The quest to replace passwords: A framework for comparative evaluation of web authentication schemes." 2012 IEEE Symposium on Security and
Privacy. IEEE, 2012.



Getting your first card

Is your
university ID

card “usable”?

Easy to use?

Information on getting your first University card and guidelines on
submitting a photo.

Easy for the
university to
implement?

Protects
against

attaCkS u If your University card or Library card has expired or is lost, stolen or

damaged it can be replaced by a Card Help Desk.

- Who wants to

attack it?

University card functions

- Mg "M’ ‘.’l',h F

_0173101 i " y {
i
‘.’, )

1
“a
7

=

Your University card provides identification, library membership,
printing, cashless catering and building access.

Replacement cards can be requested at any of the University Library
Card Help Desks.
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A good authentication method:

User friendly
 Memory effortless

« Scalable for users

* Nothing to carry

* Physically effortless
« Easy to learn
 Efficient to use

* Infrequent errors

« Easy to recover from
loss

Reasonable to implement

« Accessible

* Negligible cost per user
« Server compatible

« Browser compatible

« Mature

* Non-proprietary

Protects against
attacks

e Resilient to:
¢ Physical observation
e Targeted
Impersonation
Throttled guessing
Unthrottled guessing
Internal observation

Leaks from other
verifiers

¢ Phishing
e Theft
e No trusted third party
e Requiring explicit
consent
e Unlinkable



Passwords

Text string that
IS theoretically
only known by
the end user.
The user
authenticates by

providing the
string to the
server which
then verifies
that it is the
correct one.




Top 25 most common passwords by year according to SplashData
Rank 20111 201205! 201318 20147 2015(¢ 20160 20171 2018!1]
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Naﬂonal Cyb@r Attackers use a variety of techniques to discover passwords, including using powerful tools

SeCUrity Centre Passwo rd secu rity sly available on the internet. The following advice makes pz ord security easier for your

rs - improving your system security as a result.

¥4

How passwords are cracked... ...and how to improve your system security

Interception *[8 (- ' Help users cope with
Y **| - ‘password overload’
3
Brute Force

th rract ane s fount

—— —
— —
L
Help users generate
et~ Stealing appropriate passwords
i Passwords

Steer users ¢ from predlict

handwritten passw - and ban the n ommon.
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Manual Guessing
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[) @ X Gt 2
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What do people think a “good” password looks like?
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Do Users’ Perceptions of Password Security Match Reality?

Blase Ur, Jonathan Bees’, Sean M. Segreti, Lujo Bauer, Nicolas Christin, Lorrie Faith Cranor
Carnegie Mellon University, "The Pennsylvania State University
{bur, ssegreti, Ibauer, nicolasc, lorrie} @cmu.edu, jfb5406 @psu.edu

ABSTRACT

Although many users create predictable passwords, the ex-
tent to which users realize these passwords are predictable
is not well understood. We investigate the relationship be-
tween users’ perceptions of the strength of specific passwords
and their actual strength. In this 165-participant online study,
we ask participants to rate the comparative security of care-
fully juxtaposed pairs of passwords, as well as the security
and memorability of both existing passwords and common
password-creation strategies. Participants had serious miscon-
ceptions about the impact of basing passwords on common
phrases and including digits and keyboard patterns in pass-
words. However. in most other cases, participants’ perceptions
of what characteristics make a password secure were consis-
tent with the performance of current password-cracking tools,
We find large variance in participants’” understanding of how
passwords may be attacked. potentially explaining why users
nonetheless make predictable passwords. We conclude with
design directions for helping users make better passwords.

chosen to exhibit particular characteristics. as well as com-
mon strategies for password creation and management. We
compare participants’ perceptions to the passwords’ actual re-
silience to a variety of large-scale password-guessing attacks.

In the first of four tasks, we showed participants 25 pairs of
passwords differing in specific characteristics (e.g., appending
a digit, as opposed to a letter, to the end of the password). We
asked participants to rate which password was more secure, if
any, and to justify their rating in free text. In the second and
third tasks, we showed participants a selection of passwords
from the well-studied breach of the website RockYou [72], as
well as descriptions of common password-creation strategies.
We asked participants to rate both the security and the memora-
bility of each password or strategy. In the fourth task, we had
participants articulate their model of password attackers and
their expectations for how attackers try to guess passwords.

We observed some serious misconceptions about password se-
curity. Many participants overestimated the benefits of includ-
ing digits, as opposed to other characters, in a password. Many



Which one is stronger, “questionnaires” or

“iloveliverpool”?




Misconception of password security

« Adding digits to letters is better than letters only (not really, as
adversaries already exploited this tendency)

« Keyboard patterns are more secure? Wrong.
« Changing certain characters, e.g. 0o->0, may not always work!

» People misjudging the popularity of certain words and
phrases - “questionnaires” is more secure than “iloveliverpool”

Ur, B., Bees, J., Segreti, S.M., Bauer, L., Christin, N. and Cranor, L.F., 2016, May. Do users'
perceptions of password security match reality?. In Proceedings of the 2016 CHI Conference on
Human Factors in Computing Systems (pp. 3748-3760).

31



NCSC Good password practices

» Avoid the common passwords and using your personal info

* Long and strong (e.g., some combination of three random
words)

« Using password managers

« Changing certain characters, e.g. o->0, may not always work!

https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/three-random-
words#:~:text=A%20g00d%20way%20t0%20make,(like%20'password’).

32



A good authentication method:

User friendly
 Memory effortless

« Scalable for users

* Nothing to carry

* Physically effortless
« Easy to learn
 Efficient to use

* Infrequent errors

« Easy to recover from
loss

Reasonable to implement

« Accessible

* Negligible cost per user
« Server compatible

« Browser compatible

« Mature

* Non-proprietary

Protects against
attacks

e Resilient to:
¢ Physical observation
e Targeted
Impersonation
Throttled guessing
Unthrottled guessing
Internal observation

Leaks from other
verifiers

¢ Phishing
e Theft
e No trusted third party
e Requiring explicit
consent
e Unlinkable



Passwords

User friendly
 Memory effortless

« Scalable for users

* Nothing to carry

* Physically effortless
« Easy to learn

- Efficient to use
 Infrequent errors

« Easy to recover from
loss

Good Poor Bad

Reasonable to implement
« Accessible

* Negligible cost per user
« Server compatible
 Browser compatible

« Mature

* Non-proprietary

Protects against
attacks

° Resment to:

e Physical observation

Targeted
impersonation

Throttled guessing
Unthrottled guessing
Internal observation

Leaks from other
verifiers

Phishing
Theft

¢ No trusted third party

¢ Requiring explicit
consent

e Unlinkable



Are SMS-based
one time
passwords
more or less
usable than
normal
passwords?

Mobile Security Key

2. Verify by SMS

We've sent a verification code to you at this

mobile number

Enter verification code

(01)67830198 |

| haven't received a code »

3. Setup the password

HSBC: (01)67830198 is your Mobile

Security Key one-time activation code.

Thank you for using HSBC Digital
Banking. Enquiry: 22333322

35



Good Poor Bad

One time password over SMS

User friendly Reasonable to implement aPt"tht&?stS against
A - Memory effortless - Accessible * Resilient to: |
A Scalable for users & Negligible cost per user B ® Physical observation

4 * Targeted

. : - impersonation
Nothing to carry ¥ Server compatible B Throttiod quossing

4 » Unthrottled guessing

« Physically effortless « Browser compatible

¢ Internal observation
- Easy to learn - Mature 2° Lea]tgs from other
¥ - Efficient to use - Non-proprietary - \éehrllslhe,rr]z
» Infrequent errors @ Theit

. - ® No trusted third party
-« Easy to recover from - Resuifig eofer

loss consent
e Unlinkable
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To help personalise content, tailor and measure ads and provide a safer experience, we use cookies. By clicking on or navigating the site, you agree to allow us to collect
information on and off Facebook through cookies. Learn more, including about available controls: Cookie Policy.

Passwords S —
facebook I

Text string that
IS theoretlcal Iy Facebook helps you connect and share with the Create an accou nt
on Iy known by people in your life. It's quick and easy.

the end user. o | 1.4
The user 'y -
authenticates by I 2 2
providing the

string to the gome e
server Wthh OFemale OMale O Custom @

a a
t h e n Ve r I f I eS t h E l t collect, use and share your data in our Data Policy and how we
use cookies and similar technology in our Cookie Policy. You

may receive SMS notifications from us and can opt out at any

It Is the correct
one.

To help personalise content, tailor and measure ads and provide a safer experience, we use cookies. By clicking on or navigating the site, you agree to allow us to collect
information on and off Facebook through cookies. Learn more, including about available controls: Cookie Policy.
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A good authentication method:

User friendly
 Memory effortless

« Scalable for users

* Nothing to carry

* Physically effortless
« Easy to learn
 Efficient to use

* Infrequent errors

« Easy to recover from
loss

Reasonable to implement
« Accessible

* Negligible cost per user
« Server compatible

« Browser compatible

« Mature

* Non-proprietary

Protects against
attacks

e Resilient to:

Physical observation

Targeted
Impersonation

Throttled guessing
Unthrottled guessing
Internal observation

Leaks from other
verifiers

Phishing
Theft

e No trusted third party

e Requiring explicit
consent

e Unlinkable



Good Poor Bad

Cookies + Passwords

- . Protects against
User friendly Reasonable to implement attacks
Memory effortless » Accessible e Resilient to:
- . At ¢ Physical observation
Scalable for users Negligible cost per user e Targeted ;
. - impersonation
€ SENET EaRalelE e Throttled guessing
« Physically effortless « Browser compatible e Unthrottled guessing
¢ |nternal observation
« Easy to learn « Mature o Lea1lt<_s from other
« Efficient to use * Non-proprietary o \é%:;he.rr]sg
4 Infrequent errors €

¢ No trusted third party
« Easy to recover from e Requiring explicit

loss consent
e Unlinkable
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Passwords

Text string that
IS theoretically
only known by
the end user.
The user
authenticates by
providing the
string to the
server which
then verifies that
It Is the correct
one.

Draw Your Password

o O O O

(o) (o o)
OlO O
000

Draw Your Password

(o e
O




42

A good authentication method:

User friendly
 Memory effortless

« Scalable for users

* Nothing to carry

* Physically effortless
« Easy to learn
 Efficient to use

* Infrequent errors

« Easy to recover from
loss

Find it out!

Reasonable to implement

« Accessible

* Negligible cost per user
« Server compatible

« Browser compatible

« Mature

* Non-proprietary

Protects against
attacks

e Resilient to:
¢ Physical observation
e Targeted
Impersonation
Throttled guessing
Unthrottled guessing
Internal observation

Leaks from other
verifiers

¢ Phishing
e Theft
e No trusted third party
e Requiring explicit
consent
e Unlinkable



How to nudge people to pick stronger passwords?




How Does Your Password Measure Up?
The Effect of Strength Meters on Password Creation

Blase Ur, Patrick Gage Kelley, Saranga Komanduri, Joel Lee, Michael Maass,
Michelle L. Mazurek, Timothy Passaro, Richard Shay, Timothy Vidas,
Lujo Bauer, Nicolas Christin, Lorrie Faith Cranor
Carnegie Mellon University
{bur, pgage, sarangak, jlee, mmaass, mmazurek, tpassaro,
rshay, tvidas, Ibauer, nicolasc, lorrie} @ cmu.edu

Abstract

To help users create stronger text-based passwords, many
web sites have deployed password meters that provide
visual feedback on password strength. Although these
meters are in wide use, their effects on the security and
usability of passwords have not been well studied.

We present a 2,93 1-subject study of password creation
in the presence of 14 password meters. We found that
meters with a variety of visual appearances led users to
create longer passwords. However, significant increases
in resistance to a password-cracking algorithm were only
achieved using meters that scored passwords stringently.

or write them down [28]. Password-composition poli-
cies, sets of requirements that every password on a sys-
tem must meet, can also make passwords more difficult
to guess (6, 38]. However, strict policies can lead to user
frustration [29]. and users may fulfill requirements in
ways that are simple and predictable [6].

Another measure for encouraging users to create
stronger passwords is the use of password meters. A
password meter is a visual representation of password
strength, often presented as a colored bar on screen.
Password meters employ suggestions to assist users in
creating stronger passwords. Many popular websites,
trom Googele to Twitter. emplov password meters.



The effect of strength meters on password
creation

* Phase 1: What kinds of meters are
being used by websites right

90000000 O0CFO medium

Show Password

nOW’? Password must include:
¢ Phase 2: What dare “gOOd” ¢ 8-20 Characters
. A At least one capital letter
measures of password quality? L
» Phase 3: How do different meter | & e

designs impact the passwords
created? If so, which meters
perform best?



Phase 1: What kinds of meters are being used by
websites right now?

» Reviewed login pages of Alexa top 100
most popular websites

90000000 O0CFO medium

Show Password

« 96 allowed a login

Password must include:

« 70 gave some type of password feedback # 8-20 Characters
A At least one capital letter
« Common types of meters 7 At least one number

¥ No spaces

« Bar-like (50%)

3 O

« Checkmark or X system (41.3\%)
« Text indicating problems (21.2\%)



Phase 1: Understand the security technology

« Good idea to start any security project by first understanding the
technology you are working with.

« Security concepts can often be non-obvious in how they work or interact
with other technology.

 Determine the current state-of-the-art.

« How do other people solve this problem now?

« Why are they doing it that way and has anyone decided what solution is
“best”™?

* Formulate a question about the technology based on what you
find.



Just colored words

Facebook
New: essee

ort

Re-type new: ["“'l ]

Passwords match

Baidu
Password: Confirm Password:
sessee cesnee

The structure of your password is too simple to replace the more complex the password, otherwise unable to register successfully

Password length of 6 1o 14, the letters are case-sensitive. Password is 0o simple hazards

Green bars / Checkmark-x

Twitter

ssscccee X Password is too obvious.

v’ Password is okay.

o v Password is perfect!

Checklists

Apple

Password must:

Have at least one letter
Have at least one capital letter
Have at least one number

Not contain more than 3

password strength: weak consecutive identical characters

Not be the same as the account
name

e
v
® ®¢ #800O

Be at least 8 characters

Segmented bars

a@e Strong

Weibo ==
38
* Create a eeesecee o B
o .
Mail.ru  Yposens croxmocri: € cnabuii
Yposens CnoXHOCTH: Q G;SQCMMN“

Paypal

@&  Fair

=08

Vv Include at least 8 characters -

v/ Don't use your name or email address

« Use a mix of uppercase and lowercase

letters, numbers, and symbois
v/ Make your password hard to guess - even
for a close friend

Yahoo.jp and Yahoo

INRAT—FDREH Stror

baseball 1 3 -'92 =

NRAT—FORLH Very strong

Aaaaaal! = -

Gradient bars

Wordpress.com [ Bea |

Live.com [Weak

[Medium

[Strong

Fair
Weak

Color changing bars
Mediafire

Password Strength  Too short

Password Strength Weak
CONSO——

Password Strength

Password Strength Good
—_———eee e ————

Password Strength  Strong
. __ __ _ _ _ _ __ __ _____ ________ __ __ _ ________.]

Blogger [eenesene |
Password strength: Weak
Google

Password strength: Weak

Use at least 8 characters. Don't use a
password from another site, or something
too obvious like your pet's name. Why?

Password strength: Strong

Password strength: Good

Password strength: Too short



Phase 2: What are “good” measures of
password quality?

- Look at scientific literature to understand * password
what other people have already learned. e P@sswOrd
* Two well known ways to measure - iloveyou123
password strength: . monkey
- Basic16 - password must have at least 16 o
characters. ¢ thISIsaSUpeHOngpaS
- Comprehensive8 - password must have at least swordthatisawesom
eight characters, including an uppercase letter, a e

lowercase letter, a digit, and a symbol. It must
also not already be in a wordlist of common
passwords.

« VV@yBetter123



Phase 3: How do different meter designs
impact the passwords created?

« Online survey study using Amazon Mechanical Turk
« 15 different conditions (next slide)

« 2931 participants

» 2 phase study:

« Setup a password
« 2 days later, log in using the original password



Conditions

« Control

 Baseline meter based on real ones - colored

No meter

bar with text hints

« Appearance variations

Three-segment

Green - bar is always green
Tiny — bar is very small
Huge - bar is very large

No suggestions — bar, but no helpful
feedback

Text-only — feedback, but no bar

« Scoring

« Half-score - bar shown half as full as would
be in baseline

* One-third-score
* Nudge-16 — score uses the Basic16 metric
» Nudge-comp8 - score uses Comprehensive8
metric
* Multiple variations
« Text-only & half-score
« Bold text-only & half score
* Bunny - running bunny instead of a meter



50% |

Weak o
5E+8

40%

30%

Percentage of Passwords Cracked
S
¥

10% |

it

0% —

1E+04

1E+05

1E+06

1E+07

1E+08 1E+09

Number of Guesses

1E+10

1E+11

1E+12

' no meter - 46.7%

text-only - 46.2%
green - 45.5%
tiny - 42.1%
huge - 41.6%

baseline meter - 39.4%
three-segment - 39.4%
no suggestions - 39.3%
nudge-comp8 - 39.2%

| text-only half - 34.7%

nhudge-16 - 33.7%
one-third-score - 27.9%
half-score - 26.3%

1E+13



Think-pair-share

50%

Interpret these
results

Mediumg
5E+10
| ‘ ;. 'no meter - 46.7%

ol © Will the best
scoring approach
remain best if
used by many
websites?

What do the
results tell us
about how people
construct
passwords?

ST

30%

Percentage of Passwords Cracked
S
N

10%

-

0% r:- Y
1E+04 1E+05 1E+06 1E+07 1E+08

Number of Guesses

text-only - 46.2%
green - 45.5%
tiny - 42.1%
huge - 41.6%

Ly baseline meter — 39.4%
. |three-segment - 39.4%

no suggestions - 39.3%
nudge-comp8 - 39.2%

. text-only half - 34.7%

nudge-16 - 33.7%
one-third-score - 27.9%
half-score - 26.3%

1E+09 1E+10 1E+11 1E+12 1E+13



Takeaway

« Stringency helps, but to some extent

« Combination of text and visual indicator works better than only
each of them

» People’s behavior changed through password creation with the
meter
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Questions?




Take-home

* (blog) Stephenson, S., Pal, B, Fan, S., Fernandes, E., Zhao, Y.
and Chatterjee, R., 2022, May. Sok: Authentication in
augmented and virtual reality. In 2022 IEEE Symposium on
Security and Privacy (SP) (pp. 267-284). IEEE.

* (blog) The register -- Fortinet: FortiGate config leaks are
genuine but misleading
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https://pages.cs.wisc.edu/~srstephenso2/publications/oakland22_arsec.pdf
https://pages.cs.wisc.edu/~srstephenso2/publications/oakland22_arsec.pdf
https://www.theregister.com/2025/01/17/fortinet_fortigate_config_leaks/
https://www.theregister.com/2025/01/17/fortinet_fortigate_config_leaks/

