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Overview

* Recap
 Human in the loop
» Planning studies - putting together

 Take-home



Give a try!




Give a try!

- Snapshot of an app on a phone
- Child playing with dog

- Edited picture

- Motion detection enabled




Give a try!

What are the privacy concerns?
- Children being monitored
- Camera placed in the living room




Codebook
Analysis of child safety and privacy-related features and information

Code/subcode Explanation

Webpage providing additional safety resources | The webpage provides extra links and resources for safety,

If safety is mentioned

(in text) Webpage not providing additional safety

—— The webpage provides no extra links or resources for safety, and it just mentions words about safety.

Webpage providing additional privacy resources|The webpage provides extra links and resources for privacy, and it just mentions words aboul privacy.

If privacy is mentioned

(in text) Webpage not providing additional privacy

The webpage provides no extra links or resources for privacy, and it just mentions words about privacy.

resources
Presence of product features addressing privacy or safety The webpage shows features, such as child safety lock or privacy shutter buttons.
Presence of parental control-related information The webpage shows how they offer parental control for the products, e.g., child-specific access control.

The webpage shows information on what parents could do or not do with the children and the device, e.g., parents

Presence of information for parents ; i i )
should supervise children when using the device.

Presence of child-specific content, features, functions, and profile The webpage shows products offering child mode, content, and child profiles.
The webpage shows potential safety risks or misuse, or explains what parents need to be aware of regarding the

Presence of information/disclaimer of potential risks . = i .
potential privacy or safety risks.

The webpage shows how the company handles child-related data. Examples include data collection and use, sharing,

Presence of information on child data collection and use .
and selling.

The webpage shows no children, but the image shows child-related signals, including children’s bedroom or toys/stuff

around the smart home device or in the room.

Indication of child existence (when child image is not presented)

Presence of smart home guide, e.g., teaching children about device use |The webpage shows instructions or materials directly addressing children, teaching children about device use.

« Read the data, iteratively refine the codes (in discussion with
others), organize codes in a hierarchy...



Inductive coding vs deductive coding

- Inductive: look for any ideas - Deductive: start with some
that interest you from different hypothesis
aspects - Children being monitored
- Snapshot of an app on a by app (privacy concern)
phone - Camera placed in the
- Child playing with dog living room (place of the
- Edited picture scene)

- Motion detection enabled



We often use inductive and deductive coding

together!




Reliability

 Stability (intra-rater reliability): whether the same coder codes
the data in a consistent way throughout the process

* Reproducibility (inter-coder reliability): whether different
coders code the same piece of data consistently (metric:
Cohen’s Kappa)



Do we still need a human coder?
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Collaborative Qualitative Analysis with Large Language Models
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Figure 1: CollabCoder, An Integrated Workflow for Collaborative Qualitative Analysis. The workflow consists of three key
stages: 1) Independent Open Coding, facilitated by on-demand code suggestions from LLMs, yielding initial codes; 2) Iterative
Discussion, focusing on conflict mediation within the coding team, producing a list of agreed-upon code decisions; 3) Codebook
Development, where code groups may be formed through LLM-generated suggestions, based on the list of decided codes.
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Alice

Y
=

Invitation

Bob

[;e-coding: Create Consistent Data

Create a new project

Project Name @

example_project_1

Add documents @
Only .csv and .ixt files are allowed.

Choose files | cleaned_business.csv

Level of coding

(O sentence @

(® Paragraph
Add collaborators
Emall/Username @

Bob &

Craate new project

E

Units
Raw Data

How A Business Works was an excellent book to read as | began my First
semester as a college student. Although my goal is to major in Business,

I started my semester of f with no idea of even the basic quidelines a Business
undergrad should know. This book describes in detail every aspect dealing
with business relations, and | enjoyed readingit, It felt great going to my
additional business classes prepared and knowledgeable on the subject
they were describing. Very well written, Professor Haeberle! | recommend
this book to anyone and everyone who would like additional knowledge
pertaining to business matters.

This is an inspirational and insightFul book that is well written and contains
some profound methods Lo improve your thinking and improve your life.

The ideas and methods that Robbins suggests are not just theory but I can
attest Ffrom personal experience that they really work as | have successfu-

Ily used some of the concepts. Fried summarizes the best personal develo- L

pment strategies and combines it with brilliant business principles to help
you become the entrepreneur of your own existence. | LOVED it.

Whether just starting out with a new business or being a seasoned owner
pregnancy will throw some curve balls. This book helps you navigate thro-
ugh business and pregnancy and how they relate to one another. Must read
for women who own their own businesses and want fare starting a Family.
Disclosure - | received a copy of this book For review purposes. However
all opinions are my own.

I read a lot of motivational, business and seif help books. This one is nothing
like the others, There's 3 ton of great advice in this book, much of it is coun-
ter to conventional wisdom. | Found it refreshing to read because the author
is not afraid to say things that may be unpopular. My only real complaint is
that it is such an easy book to read (feels like you are in the room listening
to him speakjthat you may end up Flying through some of the great points
without them registering fully. Read this one with a highlighter in hand.

Unitl

Unit2

Unit3

Split the raw data into pre-defined data units, e.g, sentence, paragraph, etc

(How A Business Works was an excellent book to read as I began my First R
semester as a college student. Although my goal is to major in Business,

1 started my semester off with no idea of even the basic quidelines aBusiness
undergrad should know. This book describes in detail every aspect dealing
with business relations, and | enjoyed reading it. It Felt great going ta my
additional business classes prepared and knowledgeable on the subject
they were describing. Very well written, Professor Haeberle! | recommend
this book to anyone and everyone who would like additional knowledge
\peftainlngtobusinessmatters )

[This is an inspirational and insightful book that is well written and containh
some profound methods to improve your thinking and improve your life.

The ideas and methods that Robbins suggests are not just theory but | can
attest from personal experience that they really work as | have successfu-
Ily used some of the concepts. Fried summarizes the best personal develo-
pment strategies and combines it with brilliant business principles to help
\you become the entrepreneur of your own existence. | LOVED it )

fw#\eth_er just starting out with a new business or being a s d owner )
pregnancy will throw some curve balls. This book helps you navigate thro-
ugh business and pregnancy and how they relate to one another. Must read
For women who own their own businesses and want/are starting 3 family.
Disclosure - | received a copy of this book for review purposes However

\aﬂ opinions are my own. J
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( Phase1: Open Coding )

| How A Business Works was an sxcellent baok 10 read as | began my

| first semester a a coliego student. Although my goal is to major in

| Business, | started my semester off with no idea of even the basic
guidelines a Business undergrad should know. This bock describes in
detal every aspect dealing with busness relations, and | enjoyed
teading it. It felt great gaing to my additional business classes

) Prep ared and knowledgeable on the subject they wee describing.

\ Very well written, Professor Haeberle! | recommend this book to

| @nyone and everyone who would like addtional knowledge pertaning

| 1o business matters

\

- e e e e e e

Thes is an Inspirational and nsightful bock that is well written and
comains some profound methods to improve your thinking and
Improve your life. The ideas and methods that Robbins suggests are
net just theory but | can attest from personal expenience that they
really wark as | have successfully used some of the concepts. Fned
summarizes the hest persanal qles and

It with brilkant business principles to help you become the
entrepreneur 0f your own existence. | LOVED L

Easyread A tale of buming and fiying, acceptance and soaring |
applavd 1his book describing 3 successiul businessman who decides
to chuck it all m hopes of findng out the big WHY. An almost
believable story that wiith spirituslity, ya know,
supar oneness and love. | appreciated the author's command of the
written word Itis alefling us to becomea aware we are on a journey of
light and love It's about meditation and where it can lead us. A story
built around seekng. Thank you Jacob Tor sharing this teaching veith

\m

|
Essential
read for
new
coliege
students
ChatGPT 1
Essential read for aspirin:

business students

Comprebensave guide (o
understanding business.

Highly recommended fee
business knowledge
saakers.

Simdl ar codes from Alice
Detailed intreducton la
business reiationa
Easy to read highlight-
S A - - -—-

Joumey of light
and love,

.=
J

- ———

Kaywords support

excelient beck (71

coliege sudents ()

- -

impeove O
attest from personal experience 0

best parsonal development sirategies £

per oneness

bove.

{ centaim

]
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Codebook
= Fiters &y Egon
e eecc s e e e e m e e e, .- -
L) Code Time

1o Detailed introduction to busines 20/08/2023
1

[

1 Inspiring guide to improwe life 21/03/2023,
[

[

12 Journey of light and Jove 21/03/2023,
1

[

L Essential for female enbeprene..  21/03/2023,
[

[

L Ensy 1o read, highlight-warthy 21/03/2023
[

1

: 5 Weolkwrition lesson on simpheity, 21/03/2023,
[

: 3 Conupt auto insurance mdustry .. 21/03/2023
|

: 7 Timeless principles baost botto..  21/03/2023
[l

[

| a Rodriguez telfls truth, Pelosi Ges. 21/03r2023,
1

1

1 9 Essentia! finance gude for stad.  21/03/2023,
[

[

) 10 Fun and nformative graphic nov..  21/03/2023,
1

[

VA1 Guide for tringing fat o werkp, _ 21/0/2023,

ng

100045

100232

100316

100352

100539

1006:55

100745

100931

101015

101107
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Alice workspace

Add Keywords Support:

< )

Raw Dota

How A Basiness Works was an e soellent book 1o read as | began oy
firs aamestar na & collage stugest Althougn I8 1o majer in
Busneas, 1 started my semester
guidelnes a Business undergrod
detsl every sspectdesiing with business relsti
reading It it felt great going to my s0disonal busineas closses
prepscad and knowiagaabia 0n the subjact they weee deserbing
Very weil written, Profeasor Hanbede! | rezommaend tis book 10
anyons and everyone who weuld e addricral knowledge pertaineng

|_o|_zno/

« Keywords & codes suggested by Al and crafted by human

(h‘mnﬂﬁ matters. )

keywords support

excellent beok

13



[ Phase2: Merge and discuss |
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student. Although my goel is to major in Business, | | l i !
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Thes ook describes in defall every aspect desling | axcellent book ] Distes e, p Essential college guide for faplece
0 with business relatont, nd | enjoyed reading . It | ) ! Blsiass shidents X
felt grest going to my sdditional business classes ) oollege shdents | *How A business works® | -
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that they really woek a5 | have successfully used experience seif-help quide 1 > personal development book
some of the concepls. Fried summarnzes the best | 1
personal developmant strategies and combinas it best personal | inspirationat and 1
With brilliant business principlas 1o help you become development | Insightful book 1
the entraprensur of your own existence, | LOVED i strategles | 1
| |
| |
Easy read. A tale of burning and fiying, acceptance ! !
and scaring | applaud this book describing a ! !
successful businessman who decides 1o chuck it all Joumeyot light and ! |
i hopes of finding aut the big WHY An aimost Yo : :
{ P Spiritual journey of Replace
L
1

\

D For Alice, Bob's coding task can only be displayed

Alice&Bob  Shared workspace after both of them Finish coding task

« Compute similarity scores for merging codes



fPhases: Code Group Generation]

L

<+ Add New Group

Gode Groups

Group1: Business knowledge

Simplified business knowledge

Effective lessons on simplicity

Timeless love principles improve business.

@ Create Code Groups By Al

Cautionary book on costly Google campaigns. {:ﬁ

Straightforward, actionable advice for digital business

Group?2: Inspiring and practical personal development book

A high school must-read for financial literacy.

Update/Save code groups

Balancing business and motherhood

Uar

Innovative leadership through Jugaad.

A 3 . . 9
Trial lawyer exposes insurance industry corruption .

Group3: Unconventional, but valuable business insights

Unconventional, but valuable business insights.

Politicians deceive for political gain.

§

/Code Decision List h

>> Double click to change the code. The codes in
‘comparision’ page will also be changed @

Balancing business and motherhood

Straight to the point, it's cheap, it tastes ¢ Is cheap. The good:
price, location, dessert (recommended food items are: baked
chicken, fried chicken, potatoes, Salad, meat and cheese, pizza)
also our waitress was great. The normal: behind the counter meat
slicing station, shrimp (not even deshelled), Mexican station. The
bad: breakfast -worst eggs ever, actually worst, eggs. The chef

can't even cut through ham or hard bread (tried on all 3 occasions),

beef, shrimp again. As for decoration, it's the 1970 nightmare you

can imagine.

Automatic grouping

-l

Alice&Bob  Shared workspace

-
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| find it effective to... Atlas.ti Web CollabCoder

come up with code 3

produce final code group:

u‘I

~N

identify disagreement
understand others’ thought
resolve disagreements and make decision

: SN

understand the current level of agreement

final quality confidence:

level of preference

level of control

level of understanding

learn to use quickly

easy to use

| feel confident/prefer... 0 2 4 6

-~

0
-
o
fa
N
-
F=y
=
o]

B Strongly Disagree W Disagree Neutral == Agree  EEE Strongly Agree




Discuss: can Al replace human in qualitative analysis?




A LANDSCAPE OF USER RESEARCH METHODS

BEHAVIORAL @ /M Eyetracking @ Clickstream Analysis
@ A/B Testing

B Usability Benchmarking (in lab)

M Usability Lab Studies ¥ Moderated Remote Usability Studies

T B Unmoderated Remote Panel Studies Bl Unmoderated UX Studies
@ Ethnographic Field Studies @ True Intent Studies

|

& < Concept Testing —>
@ Diary/Camera Studies

@ Participatory Design @ Customer Feedback

/\ Focus Groups @ <« Desirability Studies —> @ Intercept Surveys
ATTITUDINAL A\ Interviews [\ «<— Card Sorting——> /) Email Surveys

QUALITATIVE (DIRECT) QUANTITATIVE (INDIRECT)

KEY FOR CONTEXT OF PRODUCT USE DURING DATA COLLECTION

@ Natural use of product /\ De-contextualized / not using product
. S : https://www.nngroup.com/arti
I Scripted (often lab-based) use of product € Combination / hybrid cles/which-ux-research-

methods/

© 2014
Christian Rohrer



What do you want to know or learn?

What hypothesis do you want to test?

What metrics do you want to apply?




Is [my to<!] usable? Needs to be more specific to be

testable.
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Some of research questions:

« Can people differentiate between a subdomain and a domain when reading a
URL?

« Does [my new system] help people differentiate between malicious URLs and
safe ones?

« Can users use [my new password manager] faster and with less errors than
[the old password manager]?

* Does knowing how an app will use its permissions impact app installation
decisions?

« What factors impact end-users’ willingness to update software?

« Using [website], can users successfully opt-out of cookie tracking without
forming inaccurate mental models?



Why do Chrome
users ignore
malware errors
more often than
Firefox users?

@Chrome

The Website Ahead Contains Malware!

Google Chrome has blocked access to youtube.com for now.

Even if you have visited this website safely in the past, visiting
it now is very likely to infect your computer with malware.

Malware is malicious software that causes things like identity
theft, financial loss, and permanent file deletion. Leamn more

ome
/.9%

Advanced

Improve malware detection by sending additional data to Google when | encounter wamings like this, Privacy policy

0%

Table 1: User operati
ware and phishing wa

release) versions @ Deceptive site ahead

Firefox blocked t ou ir oing something dangerous fike installing software or
revealing person r credit cards.



Why do people
Ignore malware
warnings and
what can we do
about it?

Your Reputation Precedes You:
History, Reputation, and the Chrome Malware Warning

Hazim Almuhimedi
Carnegie Mellon University
hazim@cs.cmu.edu

ABSTRACT

Several web browsers, including Google Chrome and Mozilla
Firefox, use malware warnings to stop people from visit-
ing infectious websites. However, users can choose to click
through (i.e., ignore) these malware warnings. In Google
Chrome, users click through a fifth of malware warnings on
average. We investigate factors that may contribute to why
people ignore such warnings. First, we examine field data
to see how browsing history affects click-through rates. We
find that users consistently heed warnings about websites
that they have not visited before. However, users respond
unpredictably to warnings about websites that they have
previously visited. On some days, users ignore more than
half of warnings about websites they’ve visited in the past.
Next, we present results of an online, survey-based experi-
ment that we ran to gain more insight into the effects of rep-
utation on warning adherence. Participants said that they
trusted high-reputation websites more than the warnings;
however, their responses suggest that a notable minority of
people could be swayed by providing more information. We
provide recommendations for warning designers and pose
open questions about the design of malware warnings.

1. INTRODUCTION

Modern browsers such as Google Chrome and Mozilla

Adrienne Porter Felt
Robert W. Reeder
Sunny Consolvo
Google, Inc.
felt, rreeder, sconsolvo@google.com

www.youtube.com/w

@ chrome

The Website Ahead Contains Malware!

Google Chrome has blocked access to youtube.com for now.

Even if you have visited this website safely in the past, visiting
it now is very likely to infect your computer with malware.

Malware is malicious software that causes things like identity
theft, financial loss, and permanent file deletion, Leam more

Figure 1: Malware warning in Google Chrome 32

Amazon Mechanical Turk workers. We investigate the im-
pact of people’s familiarity with the website they are at-
tempting to visit, as well as how they found out about the
website. We also tested minor variations of the instrument
used in our survey-based experiment to determine how small
wording changes affected responses (e.g., whether or not par-
ticipants were primed with the word “warning”).

Our field data and Mechanical Turk experiment both sup-
port our familiarity hypothesis. In our analysis of 3.875.758

23







Frameworks help researchers structure their thinking
around problems. Frameworks are proposed by

experts in the field and represent how those people
think about and break up certain types of problems.
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Human in the Loop: Communication

Warnings alert users to avoid a
hazard

Notices inform users about
characteristics of an object

A Slack <nctification@slack.com>

tome ~

Be careful with this message

A

You're not receiving security updates

Mon, Aug 22, 45 AM (22 hours aga)

b R

Slack is similar to a name in your organization, but the email address does not belong to your domain or North
Carolina State University Mail couldn’t verify that it actuaily came from notification@slack.com. Avaid replying
to this emall unless you reach out to the sender by other means to ensure that this amail address Is legitimate.

1N https:/

Your version of Windows 10 has reached the end of service and isn't receiving security

= and data, we recommend you updal

version of Windows 10. Select ‘Learmn more’ for info on how to get this fre

about system info.

Training teaches users about threa*s

and mitigation

Policy informs users about what the
are expected to comply with

Learn more Remind me later I I_D

Terms of Service

March 1, 2019

These Terms of Service (the “Terma”) govern your use of ony website, mobile or table!
application, digital in-restaurant kiosk, or other online service or platform of Restaurant

Brands Internationol, Inc., or any of its companies, including without limitation the
BURGER K1 the TIM HORTONS® and the POPEY]
“RBL"), that provides an cuthorized link 1o the Terms (collectively, the “Services"),

regardless of who owns or operates the Servicas or the rastaurant you ultimataly visit, as

well 0s our Interections with you on third party platforms,

1. Binding Agreament

The Terms are a binding legal controct betwesn you and REL Please read the Terms

carsfully befara using the Scrvices. Your use of the Services meal ns that you agree fo be

bound by the Terms. Do not use the Seevices if you do not accepl the Terms.

restauront brands (collectively,

ct your PC from viruses, spyware, and malware. To

Status indicators inform users updts s s i

«  Open the Settings app @ G
« Tap Google
+  Select Google Account

4730 482341

9318169971

* Choose an account 10 get your code

+ Select the Security tab {you may nead to
scrol to the right)

*  Under ‘Signing In to Google' tap Security
code

®  Choose an account 1o get your code

security code

28
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Human in the Loop: Communication Impediments

« Environmental stimuli (either related or unrelated) may
divert users’ attention away

* Interference prevents communication from being received as
intended (can be malicious)
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Caution
Hot liquid

Human Receiver

Personal
Variables

Demographics
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Characteristics

Knowledge
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Motivation
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l
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l

Knowledge
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|

Knowledge
Transfer
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S
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<y
S &
Ee
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Application




Human in the Loop: Human Recelver

* Personal variables, e.g., demographics, personal
characteristics, knowledge , etc. — ability to comprehend and
apply communications

* Intentions like attitudes, impacting the decision of whether to
pay attention on a communication

« Capabilities to take proper actions

34



Human in the Loop: Human Recelver

« Communication delivery: should pay attention long enough
to process it

« Communication processing: comprehend and acquire
knowledge

» Application: retent the knowledge and knows when it’s
applicable and to apply it
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Human Receiver
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Human Receiver
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Human in the Loop
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Why do people
Ignore malware
warnings and
what can we do
about it?

Your Reputation Precedes You:
History, Reputation, and the Chrome Malware Warning

Hazim Almuhimedi
Carnegie Mellon University
hazim@cs.cmu.edu

ABSTRACT

Several web browsers, including Google Chrome and Mozilla
Firefox, use malware warnings to stop people from visit-
ing infectious websites. However, users can choose to click
through (i.e., ignore) these malware warnings. In Google
Chrome, users click through a fifth of malware warnings on
average. We investigate factors that may contribute to why
people ignore such warnings. First, we examine field data
to see how browsing history affects click-through rates. We
find that users consistently heed warnings about websites
that they have not visited before. However, users respond
unpredictably to warnings about websites that they have
previously visited. On some days, users ignore more than
half of warnings about websites they’ve visited in the past.
Next, we present results of an online, survey-based experi-
ment that we ran to gain more insight into the effects of rep-
utation on warning adherence. Participants said that they
trusted high-reputation websites more than the warnings;
however, their responses suggest that a notable minority of
people could be swayed by providing more information. We
provide recommendations for warning designers and pose
open questions about the design of malware warnings.

1. INTRODUCTION

Modern browsers such as Google Chrome and Mozilla

Adrienne Porter Felt
Robert W. Reeder
Sunny Consolvo
Google, Inc.
felt, rreeder, sconsolvo@google.com

www.youtube.com/w

@ chrome

The Website Ahead Contains Malware!

Google Chrome has blocked access to youtube.com for now.

Even if you have visited this website safely in the past, visiting
it now is very likely to infect your computer with malware.

Malware is malicious software that causes things like identity
theft, financial loss, and permanent file deletion, Leam more

Figure 1: Malware warning in Google Chrome 32

Amazon Mechanical Turk workers. We investigate the im-
pact of people’s familiarity with the website they are at-
tempting to visit, as well as how they found out about the
website. We also tested minor variations of the instrument
used in our survey-based experiment to determine how small
wording changes affected responses (e.g., whether or not par-
ticipants were primed with the word “warning”).

Our field data and Mechanical Turk experiment both sup-
port our familiarity hypothesis. In our analysis of 3.875.758
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Date CTR N || Date CTR N

i i Tu Oct 01 15% 97,585 || Tu Oct 15 16% 73,370
Daily Click We Oct 02  15% 96,076 || We Oct 16 18% 85,266
Through Rates Th Oct 03 15% 104,075 || Th Oct 17 15% 68,947
(CTR) for Fr Oct 04 16% 84,165 || Fr Oct 18 11% 132,410
igorning Sa Oct 05 15% 80,433 || Sa Oct 19 10% 99,778
Su Oct 06 BibA 77,931 || Su Oct 20  12% 95,163

Chrome Mo Oct 07 16% 80,640 || Mo Oct 21  14% 91,651
warning Tu Oct 08 17% 90,356 || Tu Oct 22  21% 131,700
We Oct 09  21% 145,893 || We Oct 23  18% 121,944

. Th Oct 10 21% 96,159 || Th Oct 24 24% 151,387
Notice how thgy Fr Oct 11 23% 93,059 || Fr Oct 25 27% 117,002
range from 10% Sa Oct 12 15% 79,295 || Sa Oct 26 14% 64,740
to 27% Su Oct 13 15% 79,134 || Su Oct 27 14% 70,713
Mo Oct 14 18% 89,180 || Mo Oct 28 15% 59,567

Somethlng IS Table 1: Chrome malware warning click-through

happening on
certain days

rates (CTRs) and sample sizes for October 2013.
Darker shaded values indicate higher CTRs. Note
the wide variance in daily CTRs.




Idea: Maybe Chrome is blocking popular websites on

g&r?t anmple On one day when YouTube was blocked,

CTR dropped from the normal 15% to 8%.

Because it was a large site being blocked, social media and
news both told users to heed the warning which they did.

The reality is more complex than popularity alone — news
media, word of mouth, and other factors might influence user
behavior




Idea: Maybe people ignore warnings on sites they visit

often and think are safe.
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Figure 3: Daily CTR, separated by whether the
website was already in the user’s browsing history.
" For 28 days in January-February 2014.
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50.00%

How might

you test if

this effect IS
Is really

due to 30.00%

familiarity
?

20.00%

10.00%

B Visited sites New sites

Figure 3: Daily CTR, separated by whether the
website was already in the user’s browsing history.
For 28 days in January-February 2014.




47

The paper’s approach:

* “We asked 1,397 Mechanical
Turk workers to tell us how
they would react to
screenshots of Google
Chrome malware warnings.”

« 2X2 study design. Varying the
reputation of the referring
source and the reputation of
the destination page.

Referring person or site reputation

High Low

L High | High, High High, Low
»

S c

2 6

£8® Low |[Low, High Low, Low
? 3

Qo
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L1 http://www.youtube.com/watch?v=2WQAI5n|]WHs

& chrome

The Website Ahead Contains Malware!

Google Chrome has blocked access to youtube.com for now.

Even if you have visited this website safely in the past, visiting
it now is very likely to infect your computer with malware.

Malware is malicious software that causes things like identity
theft, financial loss, and permanent file deletion. Learn more

m Details about problems on this website Proceed at your own risk  «

Improve malware detection by sending additional data to Google when | encounter warnings like this. Privacy policy




“YouTube is a well known website. | would assume
the malware block is an error.”

“Because | frequent youtube.com a lot and | have
never gotten any malware.”




Conclusion

» Users have complex decision making processes around
security

 Testing those processes requires thought and multiple rounds
of data gathering and testing.

« Studies need to be setup to handle correlation vs causation
concerns.

* Don’t stop digging if you get an easy answer, validate it.



Planning research studies
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Research Studies

1. Define your research question
2. ldentify your variables
3. Run your study

4. Evaluate the outcome



Step 1: Define your research question
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Some research questions:

« Can people differentiate between a subdomain and a domain when reading a
URL?

« Does [my new system] help people differentiate between malicious URLs and
safe ones?

« Can users use [my new password manager] faster and with less errors than
[the old password manager]?

* Does knowing how an app will use its permissions impact app installation
decisions?

« What factors impact end-users’ willingness to update software?

« Using [website], can users successfully opt-out of cookie tracking without
forming inaccurate mental models?



For task based lab studies
* First decide what “usable” means

« [dentify what you think your users need to be able to do using your
system or what kind of attitude you want them to have

* The goals need to be specific and easy to identify if they have or
have not been completed

« Examples:

» Find a stool on a shopping page and purchase it
» Be willing to give the app 5 stars after interacting with it for the first time

« Bad examples:
« Have fun using the site
* Find a bus to go somewhere



“Usable” could mean:

« User can accomplish a task in Y minutes
« User can accomplish task with no unrecoverable errors

 After interacting with an interface the user has an accurate
mental model of when their message is and is not encrypted

» User feels more confident in using secure messaging
« Users voluntarily select higher entropy passwords

» User creates a password that they can remember after a
month of not using it



Step 2: Identify your variables
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What kind of data do you want?

« Attitudinal — User attitudes and opinions
VS.

» Behavioral - What the user actually does or is capable of doing

« Qualitative — Unstructured data. Typically unstructured language data
VS.

« Quantitative — Structured data. Typically numerical data that can be
summed or counted
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QUESTIONS ANSWERED BY RESEARCH METHODS ACROSS THE LANDSCAPE

BEHAVIORAL WHAT PEOPLE DO
A
WHY & | How MANY &
HOW TO FIX How MUCH
Y
WHAT PEOPLE SAY
ATTITUDINAL

QUALITATIVE (DIRECT) © 2014 Christian Rohrer QUANTITATIVE (INDIRECT)

https://www.nngroup.com/articles/which-ux-research-methods/



For quantitative studies
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What are you going to measure?

* |[n statistics there are classically two types of measurements
(variables): dependent and independent

* Dependent
» Also known as the outcome variable
» “Dependent” on the study
« Measures the usability goal

* Independent
« Anything you are directly manipulating
* An element of the study which is under your control
» A pre-existing feature of your participant



Lets use this study as
an example

This app can access

Only with a button click

Without a button click

the gevice. profile

data  Used by Ads

Anytime the device 15 on




Research Question:
Can users reliably
identify if an app can
or cannot perform an
action directly tied to
a permission.

This app can access

Only with a button click

o Larmea

] : VBN o AT 3]
9 LOCELON
fseg the device's lncation

Without a button click

& ldenty

ACCOUMS 0N the gevice, o
gata. Usad by Ads




Awesome App

Can access

Q@ Location

Uses the device's location

¢€» Camera

Uses the device's camera(s)

Dependent variable:
Count of the number of
questions the participant
answered correctly

Awesome App

Can access

Without a button click
;!a Microphone
Record audio
© camera
Uses the device's camera(s)

@ Location

Uses the device's location. Used by Ads

Absolutely

Possible

Independent variable:
Which of the two interfaces

Charge purchases

to your credit card - § the participant was shown O
at any time.

Get your location. O O O O O
Allow ads to know

your location. O O O O O
Load ads. Q O O O O
Write on the SD card




Variables that would make sense

« Research Question: Can users reliably identify if an app can or cannot perform
an action directly tied to a permission?

* Dependent
« Number of permissions correctly/incorrectly read
« Time spent reading each permission screen

* Independent
« Study group (which screen shown)
« |f the permission was privacy sensitive or not
« Order of the tasks
« Time of day
« Type of most used device (laptop, mobile, PC)
« Demographics of the participants (gender, age, native language, ...)



50.00%

40.00%

10.00%
B Visited sites New sites

Figure 3: Daily CTR, separated by whether the
website was already in the user’s browsing history.
66 For 28 days in January-February 2014.
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Common dependent things to measure

 Number of dangerous errors made

* Time to complete task

* Percent of task completed

* Percent of task completed per unit of time
 Ratio of successes to failures

« Time spent in errors

» Percent or number of errors

* Percent or number of competitors better than it
* Frequency of help and documentation use



Step 3: Setup your study
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Between vs. Within subjects

« Between subjects
* Your study only shows one interface to one person

* You are measuring how well the people randomly assigned to the A interface
did compared to the people randomly assigned to the B interface

* Lots of variability with this method

« Within subjects
* Your study shows all interfaces to all people
» You are measuring the difference in how they do on the two interfaces
 Less variability (same person) but more learning effects and priming



Study design

® RQ: Does [my new interface] enable -

people to accurately determine what e
permissions an app will use?

® A/B test between the existing and new
iInterface

® Between SUbjeCtS Without a button click

® 10 Tasks shown in the same order to all Bite
participants

® Dependent variables
e Accuracy on task

® |Independent variables
e Which interface (A or B) P—

This app can access

wes the Jdey 4 ANy s)
9 SOCELON
lseg the device's location

ACCOUMS 0N the 0evice, D
gdata Usad by Ads




Step 4: Evaluate the outcome




Types of data

* Numeric

« Continuous - Any value on the range is possible including decimal (1-5)

 Discrete - Only certain values on the range are possible (1,2,3,4,5)

* Interval — Only certain values on the rage are possible and each has equal
distance from its neighboring values (strongly agree, agree, neutral, disagree,
strongly disagree)

« Categorical

« Binary - Only two possibilities (true, false)

 Ordinal - The values have an ordering (slow, medium, fast)

« Nominal - The values have no ordering (apple, pear, kiwi, banana)



Study design

® Accuracy on all tasks
e Discrete

® Which interface
e Categorical binary

This app can access

Only with a button click

Without a button click

2 laentty

ACCoums on the gevice, profile
gata. Usad by Ads

Anytime the device 15 on




Take-home

* (Blog) Habib, H., Zou, Y., Yao, Y., Acquisti, A., Cranor, L.,

Reidenberg, J., Sadeh, N. and Schaub, F., 2021, May. Toggles,

dollar signs, and triangles: How to (in) effectively convey
privacy choices with icons and link texts. In Proceedings of
the 2021 CHI Conference on Human Factors in Computing
Systems (pp. 1-25).

* (Blog) Guardian - UK’s Al Safety Institute ‘needs to set
standards rather than do testing’
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https://dl.acm.org/doi/pdf/10.1145/3411764.3445387
https://dl.acm.org/doi/pdf/10.1145/3411764.3445387
https://dl.acm.org/doi/pdf/10.1145/3411764.3445387
https://www.theguardian.com/technology/2024/feb/11/ai-safety-institute-needs-to-set-standards-rather-than-do-testing
https://www.theguardian.com/technology/2024/feb/11/ai-safety-institute-needs-to-set-standards-rather-than-do-testing

