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Think and Share: What are the NEW security, privacy 
or safety risks brought by new AI models, e.g., 
generative AI?



AI Lifecycle
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• The “cognitive” process of AI does not always align with how 
human perceive and think about the world 



Data collection – consent and term violation?
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• Consent and compliance issue: massive, unstructured, and 
unclean data collected on the web

• Ethics and fairness in labour-intense data labeling



Data processing

6

• Cleaning, anonymization: are they done properly against 
reidentification? 



Model training
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• Inherent bias in data, model training can be poisoned

• Who should we trust in using open models?

• How can we verify the model integrity, compared to software 
codes?



Data Poisoning

• Definition
• Introducing malicious data into the AI’s training set to corrupt its learning process.

• Impact 
• Results in a corrupted model that makes errors or biased decisions.

• Methodology
• Insertion of subtly incorrect or biased data points into the training dataset.

• Targeted manipulation to influence specific AI behaviors or outcomes.

• Countermeasures
• Regular audits of training data.

• Use of anomaly detection techniques to identify and remove corrupted data. -> what is the 
cost?
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Inversion Attack

• Definition 
• Techniques used to extract knowledge, sensitive data, or even the entire model from an AI system.

• Impact 
• Loss of intellectual property, exposure of sensitive training data, or compromising model integrity.

• Methodology
• Querying a model repeatedly to infer its structure or training data.
• Utilizing side-channel attacks to gain insights into the model's operations.

• Countermeasures
• Implementing rate limiting and query monitoring to detect and prevent extraction attempts.
• Using model hardening techniques to obscure internal operations and outputs.
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Inference and deployment
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• Non-deterministic, uncontrol outputs

• Misusing AI for malicious attempts, e.g., vulnerability exploit, unsafe 
content generation

• Integration with traditional and legacy software service



Vulnerabilities in the AI-(human) interfaces
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• The “cognitive” process of AI does not always align with how 
human perceive and think about the world 

• LLM/AI are not designed against adversarial input

Visual Prompt (natural 
language)

https://arxiv.org/pdf/2307.15043
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Prompt injection attack



Adversarial Examples
• Definition 

• Inputs to machine learning models that an attacker has 
intentionally designed to cause the model to make a 
mistake.

• Impact 
• Leads to incorrect AI decisions or misclassifications that 

seem correct to human operators.

• Methodology
• Creating input samples that are slightly altered but 

cause significant errors in AI outputs.
• Exploiting model vulnerabilities that are not easily 

detectable by humans.

• Countermeasures
• Employing adversarial training methods.
• Regularly updating and testing models against known 

adversarial attack techniques. 13
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Prompt vs jailbreaking

• Prompt injection: hiding malicious 
input (text, code playloads, etc.) 
into the prompts, e.g., reformatting, 
playload splitting 

• Jailbreaking: commands that 
bypass the safety guardrails
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https://www.paloaltonetworks.com/cyberpedia/what-
is-a-prompt-injection-attack



Prompt vs jailbreaking

• Prompt injection: hiding malicious 
input (text, code playloads, etc.) 
into the prompts, e.g., 
reformatting, playload splitting, to 
override instructions

• Jailbreaking: commands that 
bypass the safety guardrails
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https://www.paloaltonetworks.com/cyberpedia/what-
is-a-prompt-injection-attack



Roleplay jailbreaking
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Harfmul and misuses



AI coding agents
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AI overreliance
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Persuation and mental health issues

https://www.bbc.co.uk/news/articles/czx44p99457o



Dark patterns for AI agents
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https://arxiv.org/pdf/2510.18113



Who are involved in the threat model?



Privacy risks and harms of AI
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Objective

• Develop a privacy taxonomy for AI privacy risks

• What’s AI?
• “perform tasks or behaviors that a person could reasonably deem to 

require intelligence if a human were to do it” – an umbrella definition
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Method

• Materials: AI incident database

• Approach: qualitative coding and analysis
• Top-down/deductive coding: Solove’s privacy taxonomy
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Data flow 
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Takeaway

• New risks of phrenology/physiognomy
• New, unfounded traits users have little control

• New types of identification and aggregation risks 
(forecasting, low quality data…)

• Exacerbate other risks (secondary use, exclusion, 
insecurity…)
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Think and share: what could be the (new) approaches 
you use to mitigate these risks? What go fall short?



AI alignment

• Steering AI towards a human/group’s preferences, values, and 
ethical principles

• Rewarded in training with reinforcement learning

• What is the problem?
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AI sandbox and orchestration
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https://arxiv.org/pdf/2512.12594



Take-home
• Iqbal, Umar, Tadayoshi Kohno, and Franziska Roesner. "LLM platform security: Applying a 

systematic evaluation framework to OpenAI's ChatGPT plugins." In Proceedings of the 
AAAI/ACM Conference on AI, Ethics, and Society, vol. 7, pp. 611-623. 
2024. https://ojs.aaai.org/index.php/AIES/article/view/31664/33831

• West, Jack, et al. "A Picture is Worth 500 Labels: A Case Study of Demographic Disparities in 
Local Machine Learning Models for Instagram and TikTok." 2024 IEEE Symposium on Security 
and Privacy (SP). IEEE, 2024.
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https://ojs.aaai.org/index.php/AIES/article/view/31664/33831
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