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Stakeholder-based ethics analysis

• Stakeholders: You are expected to consider all possible 
stakeholders (people, including the research team and society at 
large, and entities including companies) that may be impacted by 
your research. You are expected to detail how each stakeholder 
may have been impacted by the research procedures you 
undertook and how those stakeholders may be impacted by the 
publication of your research now and in the future.

• For example, who are the stakeholders involved in a vulnerability 
disclosure?
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https://www.usenix.org/conference/usenixsecurity26/call-for-papers#ethics



Stakeholder-based ethics analysis

• Impacts:
• Ethical principles: You are expected to articulate the ethical principles you 

considered. A starting point is considering the principles in The Menlo Report in the 
context of each identified stakeholder: "Beneficence", "Respect for Persons", 
"Justice", and "Respect for Law and Public Interest".

• Harms: There are at least two broad categories of potentially negative outcomes 
from the research and publication process: tangible harms (e.g., financial loss or 
exposure to psychologically disturbing content) and violations of human rights even if 
there are no directly tangible harms (e.g., the violation of a participants' right to 
informed consent or the violation of users' right to privacy via the study of data that 
users expect and desire to be private).

• Thinking about the harms and impact throughout the research / 
publication lifecycle
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Stakeholder-based ethics analysis

• Mitigations: You are expected to detail both mitigated and 
unmitigated (potential) harms of your work. You are expected 
to detail the steps taken to mitigate harms.

• Thinking about mitigations proactively, not reactively
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Stakeholder-based ethics analysis

• Decision: You are expected to articulate why the decision to 
proceed with the research and the decision to publish the research 
was reached, respectively. One approach to reaching such a 
decision is to weigh ethical harms against ethical benefits; see the 
"Beneficence" principle in The Menlo Report. An alternative or 
additional approach is to focus on avoiding the violation of 
individuals' rights; see the "Respect for Persons" principle in The 
Menlo Report and the discussion of deontological ethics in the 
above-cited 2023 USENIX Security paper.
• Analysis may lead to the same, or different outcomes. A risk assessment 

(likelihood / impact severity) would help
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Example dimensions in computer security research 
ethics



7
https://socket.dev/blog/ethical-hacking-on-trial-german-court-fines-security-
researcher?utm_source=chatgpt.com

A German court handed down a chilling verdict in a recent case 
involving a security researcher who analyzed software on 
behalf of a client and found Modern Solution GmbH & 
Co.'s retail customer passwords stored in plain text. The 
court ruled that the programmer’s actions constituted 
unauthorized access to external computer systems and spying 
on data, and issued a €3,000 ($3,265) fine.

https://www.heise.de/news/Warum-ein-Sicherheitsforscher-im-Fall-Modern-Solution-verurteilt-wurde-9601392.html
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https://socket.dev/blog/ethical-hacking-on-trial-german-court-fines-security-
researcher?utm_source=chatgpt.com

• Disclosures. Vulnerabilities, if known to adversaries, can expose people to 
negative outcomes, such as harms or rights violations. Publicly disclosing 
vulnerabilities before they have been privately disclosed to the responsible 
parties, and hence before they have been mitigated, can therefore expose 
people to negative outcomes. 

• In this case, why disclosing the password risk still leads to a legal 
consequence?

• How can we mitigate the ethical and legal risks?
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• Experiments with live systems without informed consent. Researchers testing live services 
(e.g., for vulnerabilities) such as web services or APIs that give access to otherwise non-public 
algorithms or models must also consider ethics. Such experiments should only be performed 
after carefully analyzing the potential negative outcomes to the service provider, which may 
include cost (of CPU cycles or of human effort) or corrupting system state, and to end users who 
are using the same service provider for non-research purposes.

• What would you do instead if you want to study the persuasiveness of LLM in natural 
environments?
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https://about.fb.com/news/2021/08/research-cannot-be-the-justification-for-
compromising-peoples-privacy/?utm_source=chatgpt.com
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• Deception. In most cases, participants should be fully informed of the purposes and 
risks (among other things) of participating in experiments. If deception is used, the 
necessity of doing so should be carefully considered and the decision to use deception 
should be discussed in the ethics section. In general, participants in a deception study 
should be debriefed afterward to explain the necessity of the deception, even when the 
deception was mild.

• What are the (broader) risks in deception?

https://www.wired.com/story/jigsaw-russia-disinformation-social-media-stalin-
alphabet/?utm_source=chatgpt.com
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• Innovations with both positive and negative potential outcomes. Technologies that can positively impact one 
stakeholder group may negatively impact those same or other stakeholder groups. For example, advancements in 
anonymity systems could positively impact people that need anonymity under repressive regimes or excessive 
surveillance. At the same time, the mere use of those technologies could create negative impacts to those same 
people if the use of such technologies is detectable and hence subjects those individuals to additional 
scrutiny….Thus, researchers should think broadly about both the positive and negative potential impacts of their 
research throughout the research process, including during project selection and publication.

• Is there any good ways to mitigate risks from dual use?

https://www.reuters.com/technology/cybersecurity/britain-france-lead-35-nation-agreement-
controlling-spyware-mercenary-hackers-2024-02-06/?utm_source=chatgpt.com
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• Wellbeing for team members. In some cases, research activities have the potential to negatively 
impact team members. For example, research on hate speech could expose team members to 
disturbing content and negatively impact their psychological wellbeing. Or, crawling morally 
questionable websites from a home network could cause an ISP to (incorrectly) make inferences 
about the researcher that may not be true or that may be undesirable to the researcher.
• Research teams are expected to articulate how they considered the wellbeing of their researchers and the steps 

taken to mitigate identified risks as well as what risks remained unmitigated.

• It should be clear that the team's decision accounts for power dynamics, e.g., that the most junior people on the 
team were empowered to make decisions that were right for them
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Think: we want to study how cybercriminals use 
generative AI to enable new crimes. What study 
methods we could use? What are the ethics risks and 
alternatives? How do we justify our decisions and 
tradeoffs?
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https://www.youtube.com/watch?v=qX5hsuH2_QM



Discuss: Who are at-risk users?
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“We define a user(s) as being at-risk if they face an elevated 
likelihood of an attack to their digital safety, have factors that 
influence or exacerbate their chances of being targeted, and/or 
experience heightened harm as a result of a digitally-mediated 
attack”

• Survivors of intimate partner violence

• Political activist

• Identity based marginalization (e.g., queer, women, people of 
color….)

Some examples of at-risk groups



Research questions

• What digital-safety risks are associated with research 
involving at-risk users? 

• What practices do researchers report employing to help 
mitigate digital-safety risk in at-risk research? 

• What pragmatic guidance might researchers follow to reduce 
the risk of harm in their digital-safety research involving at-risk 
users?
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Method

• Materials: 196 peer-reviewed papers in premier S&P and HCI 
venues after this initial dataset was collected - CCS, CHI, 
CSCW, IEEE S&P, NDSS, PETS, SOUPS, and USENIX Security

• Approach: qualitative coding and analysis
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Agrafiotis, I., Nurse, J.R., Goldsmith, M., 
Creese, S. and Upton, D., 2018. A 
taxonomy of cyber-harms: Defining the 
impacts of cyber-attacks and 
understanding how they 
propagate. Journal of Cybersecurity, 4(1), 
p.tyy006.
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A Unified Taxonomy of Harmful Content

https://aclanthology.org/2020.alw-1.16.pdf


What are the risks in research?
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What are the practices?



What are the practices?
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Better practices?



Safer practices

29


