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CrowdStrike IT outage affected 8.5
million Windows devices, Microsoft

says

® 20 July 2024
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South Western Railway ticket machines still
down

Ben King
Business reporter

SouthWestern
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» Experts are warning of a risk of

more disruption as cyber- 18:25 20 July 2024

criminals seek to take advantage

of Friday's global IT outage We're closing our covera:
* The boss of CrowdStrike, the Businesses and services are continuin
cyber-security firm responsible, Friday's global IT outage, and althoug W
warned of "bad actors" that "will appears to be easing, it's likely the imj |
tl’y tO explOit EVEI’ItS l.lke thlS" coming days Train services are "generally running normally", despite issues with ticket machines,
South Western Railway says

™ Georqe KU rtz al.SO encouraqed L T A sign that not every IT system has been fixed yet — South Western
Railways which runs trains out of London's Waterloo to Surrey,

h-t-tps ://WWW. b bC . CO . u k/ news/l ive/Cn 056371 5611: Hampshire, Dorset and beyond says its ticket machines are still not

working.



Do you know what does Crowdstrike do?



&ROWDSTRIKE

Eliminating silos acro

Register now -

Platform Services

Explore Platform -

Why CrowdStrike

Learn

The Definitive Al-Native Cybersecurity Platform

Company

Endpoint Security

The leader in EPP and EDR, backed by
pioneering adversary intelligence and
native Al.

Exposure Management

The leader in exposure management
with complete attack surface visibility &
Al-powered vulnerability management.

Generative Al

Turn hours of work into minutes or
seconds with generative Al workflows

Identity Protection

Stop modern attacks in real time with
the only unified platform for identity
protection and endpoint security.

Saa$ Security

Leading SaaS Security (SSPM) that
delivers deep visibility into identities
and misconfigurations.

IT Automation

Unify security and IT with one platform,
agent, and console to cut complexity

Threat Intelligence &
Hunting

The leader in cyber threat intelligence
with world-class research and elite
threat hunting to disrupt adversaries.

Cloud Security

The most complete CNAPP with
unified agent and agentless protection,
from code to cloud.

Workflow Automation

Build your own workflows with native
security orchestration, automation, and

Next-Gen SIEM

Break down security silos and
transform your SOC with Al-powered
Next-Gen SIEM.

Data Protection

Unified data protection that deploys
instantly on existing agents to stop the
theft of sensitive information.

View b

for cybersecurity and IT. and cost. response (SOAR). 9
Your compan
for our cloud se
Let's get started!
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How the outage of Crowdstrike may
impact end user security?



How do we keep bad software
off from computers without upsetting
users?



“Bad ? SOﬂwa I'e .. The Morris Internet Worm

source code
X Thvis sk courtadis the it e codd af B bdawrrin Berm
' This wlivy, Pi-biner v binsaghil lar, il
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- Self-propagating malicious software that “crawls” | e e i oy i s o e

through the internet o A
* Morris Internet Worm first example
« Dangerous because no human involvement needed

Pl 1 amapntvn (it s Mlbanriin

* \irus

 Malicious software that hides in other files and then
infects the target.

- Often viruses require some human interaction (click a link,
plug in a USB, download a file)

 Potentially Unwanted Programs (PUP)

« Full programs that provide functionality but the user may
not actually want them.

« Require some type of human interaction to install, but are
often sneaky in how they explain themselves

 Ask Toolbar




BUSINESS 01.17.02 12:00 PM

BILL GATES:
TRUSTWORTHY
COMPUTING

Security: The data our software and services store on behalf
of our customers should be protected from harm and used or

*This is the e-mail Bill Gates sent to every full-time
employee at Microsoft, in which he describes the company’s
new strategy emphasizing security in its products.*From:
Bill Gates

Sent: Tuesday, January 15, 2002 5:22 PM

To: Microsoft and Subsidiaries: All FTE

Subject: Trustworthy computing

Every few years I have sent out a memo talking about the
highest priority for Microsoft. Two years ago, it was the
kickoff of our .NET strategy. Before that, it was several
memos about the importance of the Internet to our future
and the ways we could make the Internet truly useful for
people. Over the last year it has become clear that ensuring
NET is a platform for Trustworthy Computing is more
important than any other part of our work. If we don’t do
this, people simply won’t be willing - or able - to take
advantage of all the other great work we do. Trustworthy
Computing is the highest priority for all the work we are
doing. We must lead the industry to a whole new level of
Trustworthiness in computing.

modified only in appropriate ways. Security models should
be easy for developers to understand and build into their
applications.

Privacy: Users should be in control of how their data is used.
Policies for information use should be clear to the user.
Users should be in control of when and if they receive
information to make best use of their time. It should be easy
for users to specify appropriate use of their information
including controlling the use of email they send.

Trustworthiness is a much broader concept than security,
and winning our customers’ trust involves more than just
fixing bugs and achieving "five-nines” availability. It's a
fundamental challenge that spans the entire computing
ecosystem, from individual chips all the way to global
Internet services. It’s about smart software, services and
industry-wide cooperation.
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Solving worms

 Firewalls prevent all
unsolicited incoming
connections

* They also block outgoing
“phone home” behavior of
viruses

* Internet Connection Firewall
released in 2001 with Windows
XP but disabled by default

 Windows Firewall released
with Windows XP SP2 in 2004
default on

Gererdl | Euceplions: | Advanced
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https://en.wikipedia.org/wiki/Code_Red_(computer_wor .



Still solving worms

 WannaCry and NotPetra were both

worms released in 2017

« They targeted an open priter port,
thereby avoiding the first defense of a

firewall

* Open ports

Payment will be raised on

SNE201T 00:47:55

Time Lelt

les will be lost on
S20r2017 00:47:55
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Qoops, your files have been encrypted! T

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service

Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

AL E . adasa

Send §3 worth of bitcoin to this address
bitcoin

ez il 4 | 1209YDPgwueZ9NyMgw519p7AABIsjr6 SMw
L CleskByment ____JNN ___Deewt______J
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Solving Viruses

* Antivirus tries to match known bad
patterns against code on the
computer

* Requires end user to spend money
« Can expire

* When expired keeps running, but no
longer downloads lists of known bad
code

« 2006 Windows Defender made freely
available
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Lenovo PCs ship with man-in-the-middle

] .
Potential |y adware that breaks HTTPS connections
[Updated]
U nwa nted I rog ra ms Superfish may make it trivial for attackers to spoof any HTTPS website.
(PU P ) DAN GOODIN - FEB 19, 2015 4:36 PM UTC
victim web server
* Do people really want things like copy X S
S 'S - °
protection and SuperFish? O X
« Should we auto—-uninstall things that
are not technically attacking?
attacker
Lenovo is selling computers that come preinstalled with adware that hijacks encrypted Web
sessions and may make users vulnerable to HTTPS man-in-the-middle attacks that are trivial for
attackers to carry out, security researchers said.
The critical threat is present on Lenovo PCs that have adware from a company called Superfish
o installed. As unsavory as many people find software that injects ads into Web pages, there's
something much more nefarious about the Superfish package. It installs a self-sighed root HTTE
o certificate that can intercept encrypted traffic for every website a user visits. When a user visits

HTTPS site, the site certificate is signed and controlled by Superfish and falsely represents itself
as the official website certificate.

13



So...are we secure enough today?



Who are the “bad guys” and “good
guys!!



Adversaries

 Malicious actors
 Hacker

 Users (your family, your friend, your customer, etc.)

» Service providers
« Company
* App developers

- “Big brother”

e ... (depending on your position)

16



What are your protecting?



Assets

 Computer hardware: phone, laptop, server...

« Computer software: apps, operating systems, database...

* Physical assets: house, car.....

* Information: health record, your profile/identity, business
info...

 Emotion, reputation, user experience....

18



Attack on loT devices

fuld

Client using the 0

Proxy Server CC Server
, *e % | Infected loT Devices

Vulnerable

loT Device Internet

https://www.hackread.com/website—streams—
from—private—security—cameras/

» loT devices can be overlooked
and lacked proper
protection/management

19



What can the bad guys do?



Risk, threat and vulnerability

* Vulnerability: the weakness of X (system/human) that can be
exploited
« The program is overprivileged to access things

* The user reuses their password across applications

* Threat is an action performed by the adversary to damage
the asset by exploiting a vulnerability

* Risk = asset X threat X vulnerability

21



What is the threat model here?

Q

Me trying to wipe out my log in
record from Mom’s computer
after playing computer games

Mom coming hoﬁme and
suspecting kid playing games
without permission again

- Adversary = ?
 Asset =?
 Threat = ?

* Vulnerability = ? 22




Stuxnet: a worm that targets nuclear facilities

« Jan 2010 — International
Atomic Energy Agency
found out a nuclear plant in
Iran is malfunctioning

* Five months later, people
confirmed that it is a result
of an intended cyber attack.
How?

https://www.wired.com/2014/11/countdown—to—zero—day-stuxnet/

23



Stuxnet: a worm that targets nuclear facilities

mmm HOW STUXNET WORKED m—

UPDATE FROM SOURCE 7

 [EE00EE
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1. infection 2. search 3. update

Stuxnet enters a system via a USB stick and Stuxnet then checks whether a given Ifthe system isn't a target,
proceeds to infect all machines running machine is part of the targeted indus- Stuxnet does nothing; if it is,
Microsoft Windows. By brandishing a digital trial control system made by Siemens. the worm attempts to
certificate that seems to show that it comes Such systems are deployed in Iran to access the Internet and
from a reliable company, the worm is able to run high-speed centrifuges that help download a more recent
evade automated-detection systems. to enrich nuclear fuel. version of itself.
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4, compromise 5. control 6. deceive and destroy
The worm then compromises the In the beginning, Stuxnet spies on the Meanwhile, it provides false feed-
target system’s logic controllers, operations of the targeted system. Then it back to outside controllers, ensur-
exploiting “zero day” vulnerabilities- uses the information it has gathered to ing that they won't know what's
software weaknesses that haven't take control of the centrifuges, making going wrong until it’s too late to do
been identified by security experts. them spin themselves to failure. anything about it.

https://spectrum.ieee.org/the-real-story—of-stuxnet/



Are we still falling behind?



You're not receiving security updates

Your version of Windows 10 has reached the end of service and isn't receiving security updates. These updates help protect your
PC from viruses, spyware, and malware. To maintain the security of your device and data, we recommend you update to a newer
version of Windows 10. Select ‘Check for updates’ for info on how to get this free update.

Don't show again Remind me later  Check for updates

Lack of support/security update




Geographical difference of
malware infection

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

https://securelist.com/it-threat-evolution-in-q2-2021-pc-statistics/103607 [caspersly

» |oT devices can be overlooked
and lacked proper
protection/management

27



Gap in security literacy and behavior

“...no one can hack my mind”: Comparing Expert and
Non-Expert Security Practices

lulia lon Rob Reeder Sunny Consolvo
~ Google Google Google
iuliaion@google.com rreeder@google.com sconsolvo@google.com

ABSTRACT

The state of advice given to people today on how to stay safe online
has plenty of room for improvement. Too many things are asked
of them, which may be unrealistic, time consuming, or not really
worth the effort. To improve the security advice, our community
must find out what practices people use and what recommenda-
tions, if messaged well, are likely to bring the highest benefit while
being realistic to ask of people. In this paper, we present the re-
sults of a study which aims to identify which practices people do
that they consider most important at protecting their security on-
line. We compare self-reported security practices of non-experts (o
those of security experts (i.e., participants who reported having five
or more years of experience working in computer security). We
report on the results of two online surveys—one with 231 security
experts and one with 294 MTurk participants—on what the prac-
tices and attitudes of each group are. Our findings show a discrep-
ancy between the security practices that experts and non-experts
report taking. For instance, while experts most frequently report
installing software updates, using two-factor authentication and us-
ing a password manager o stay safe online, non-experts report us-
ing antivirus software, visiting only known websites, and changing
passwords frequently.

1. INTRODUCTION

Frightening stories about cybersecurity incidents abound. The

carefully considering the most worth-while advice to recommend is
imperative. Even if users accept some responsibility for protecting
their data [23, 43] and want to put in some effort [41], we should be
thoughtful about what we ask them to do [20] and only offer advice
that is effective and realistic to be followed.

Existing literature on giving good advice suggests that for recip-
ients to follow it, the advice should be (a) useful, comprehensible
and relevant, (b) effective at addressing the problem, (c) likely to
be accomplished by the recipient, and (d) not possess too many
limitations and drawbacks [34]. Therefore, to improve the state of
security advice, we must assess which actions are most likely to
be effective at protecting users, understand what users are likely
and willing to do, and identify the potential challenges or incon-
veniences caused by following the advice. Furthermore, lessons
from health advice in outreach interventions suggest that people
will not initiate certain actions if they do not believe them to be
effective [53]. Therefore, to learn how to best deliver the advice to
users, we must also understand how users perceive its effectiveness
and limitations.

In preliminary work, we surveyed security experts to identify
what advice they would give non-tech-savvy users. The most fre-
quently given pieces of advice were, in order of frequency: (1)
keep systems and software up-to-date, (2) use unique passwords,
(3) use strong passwords, (4) use two-factor authentication, (5) use
antivirus software, and (6) use a password manager. In this paper,
we report on results of a study which tries to identify what security

28



Gap in security literacy and behavior

* Types of security behaviors

« Security updates

 Bundled with undesirable features; not sure about the benefits of it...
* Antivirus software

« Whether people install and how they configure it
« Account security

« Password use...

 Mindfulness

« Website visits; email habits; phishing notices...

29



Gap in security literacy and behavior

How soon do you install updates?

Experts (N=221)
Non—experts (N=289)

ol |
171 71
0 20 40 60 80 100

Percentage of Participants

B Automatic M Immediately B Soonafter [ Eventually [ Never

Advice: Update applications
How effective?
How ety e
. _r & ¥ ¥ 1]

you to follow?
0 20 40 60 80 100

Percentage of Non—Experts (N=294)

Advice: Turn on automatic updates

How effective?
Ho ke are
T T L

you to follow?
0 20 40 60 80 100

Percentage of Non—Experts (N=294)

5(Very..) W 4 = 3 o 2 O 1(Notatall) O IDon'tknow

* Non—experts consider
installing security updates not
effective, but they will likely to
follow if they heard it was

effective

30



Gap in security literacy and behavior

Do you use antivirus software?

Non-experts (N=289)

* More non—-experts use anti—
virus software than experts

0 2 4 w0 80 10 and consider it very effective
Percentage of Participants R . .
e — likely because it is a one—

Advice: Use antivirus
0 20 40 60 80 100

stop solution for them

How effective?

How likely are
you to follow?

Percentage of Non—Experts (N=294)
B S5(Very..) H 4 O 3 m 2 O 1 (Not at all) O IDon't know

Is it still true today?

31



Gap in security literacy and behavior

I remember passwords I write down passwords I use a password manager I use the same password

Experts (N:23 1) - I - I
Non_experts (N=294) _ . .
I T

T T T 1 T T T T T 1 \ T T T T 1 T T T \ T
0 20 40 60 80 100 0 20 40 60 &80 100 0 20 40 60 80 100 0 20 40 60 80

Percentage of Participants Percentage of Participants Percentage of Participants Percentage of Participants

M For ALL of my accounts B For MOST of my accounts [ For SOME of my accounts [0 For NONE of my accounts

password and changing password frequently

1
100

More experts mention strong password, using password manager, and
two—factor authentication; more non—experts mention using unique

* Only one expert mentions writing down passwords is fundamentally bad

32



Gap in security literacy and behavior

Do you enter your password on links from emails? Do you open emails from unknown senders? Do you click on links from unknown people?

Experts (N=231)

Non—expens (N=294) _ _ _
T T T T T 1 T 1 T T T 1
0 20 40 60 80 100

I T T T T T
0 20 40 60 80 100 0 20 40 60 80 100

Percentage of Participants Percentage of Participants Percentage of Participants
0O Other O Often B Sometimes B Rarely H No

« Paradoxically, more experts clicks on links from unknown senders than
non—exp WhY?

» Other mindfulness aspects include checking HTTPS, clearing browser
cookies, and email habits.

33
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SECURITY NONEXPERTS TOP
ONLINE SAFETY PRACTICES

1. USE ANTIVIRUS
SOFTWARE

s o o e o o o o E o O o = .

2. USE STRONG
PASSWORDS

3. CHANGE PASSWORDS
FREQUENTLY

4. OMLY VISIT WEBSITES
THEY KNOW

5. DON'T SHARE
PERSONAL INFORMATION

SECURITY EXPERTS TOP

ONLINE SAFETY PRACTICES

1. INSTALL SOFTWARE

UPDATES

_— O R R O R O O .

2. USE UNIQUE
PASSWORDS

3. USE TWO-FACTOR

AUTHENTICATION

4. USE STRONG
PASSWORDS

3. USE A PASSWORD
MANAGER

https://googleonlinesecurity.blogspot.com.au/2015/07/new-research—comparing—how-security.htmi
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How to read and review (USEC)
research paper?



Where should | look for them?

(*it’s not an exhaustive list below)

« Computer security and privacy
» |EEE Symposium on Security and Privacy
« USENIX Security Symposium
« ACM Computer and Communications Security Conference

« Network and Distributed System Security (NDSS) Symposium

 Human computer interaction
« ACM Conference on Human Factors in Computing Systems (CHI)

« ACM Conference on Computer Supported Cooperative Work (CSCW)

 More dedicated USEC and privacy conferences
« USENIX Symposium on Usable Privacy and Security
« Privacy Enhancing Technologies Symposium (PETS)
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How do | read a paper?

(*you may have more personalized way to read them)

« Understanding what is the problem being solved and the impact?

* Title, abstract, and introduction

- What are the (technical) innovation being made?
* Method and design

 What are the state—of-arts and competing solutions?

 Related work and evaluation

« What are the future (research and practical) implications?

* Discussion

Start from the high—level ideas, dig into interesting details, iterate and
reflect on them.
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Take—-home

* Worlds Shoretest Threat Modelling Course — Adam Shostack

 Munyendo, C., Acar, Y. and Aviv, A.J., 2023, May. “In Eighty Percent
of the Cases, | Select the Password for Them”. Security and Privacy
Challenges, Advice, and Opportunities at Cybercafes in Kenya.
In 2023 IEEE Symposium on Security and Privacy.

* Hielscher, J. and Parkin, S., 2024. " What Keeps People Secure is
That They Met The Security Team": Deconstructing Drivers And
Goals of Organizational Security Awareness. In 2024 USENIX
Security and Privacy.
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https://www.youtube.com/playlist?list=PLCVhBqLDKoOOZqKt74QI4pbDUnXSQo0nf

