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Overview

• Warm-up discussion

• Fighting virus

• Threat modeling

• How to read and review a research paper?

• Take-home
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3https://www.bbc.co.uk/news/live/cn056371561t



Do you know what does Crowdstrike do?
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How the outage of Crowdstrike may 
impact end user security?
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Problem: How do we keep bad software 
off from computers without upsetting 
users?
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“Bad” software 
• Worm

• Self-propagating malicious software that “crawls” 
through the internet

• Morris Internet Worm first example

• Dangerous because no human involvement needed

• Virus
• Malicious software that hides in other files and then 

infects the target. 

• Often viruses require some human interaction (click a link, 
plug in a USB, download a file)

• Potentially Unwanted Programs (PUP)
• Full programs that provide functionality but the user may 

not actually want them. 

• Require some type of human interaction to install, but are 
often sneaky in how they explain themselves 

• Ask Toolbar
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Solving worms
• Firewalls prevent all 

unsolicited incoming 
connections

• They also block outgoing 
“phone home” behavior of 
viruses

• Internet Connection Firewall 
released in 2001 with Windows 
XP but disabled by default

• Windows Firewall released 
with Windows XP SP2 in 2004 
default on
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Still solving worms
• WannaCry and NotPetra were both 

worms released in 2017

• They targeted an open priter port, 
thereby avoiding the first defense of a 
firewall

• Open ports 
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Solving Viruses
• Antivirus tries to match known bad 
patterns against code on the 
computer

• Requires end user to spend money

• Can expire

• When expired keeps running, but no 
longer downloads lists of known bad 
code

• 2006 Windows Defender made freely 
available 
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Potentially 
Unwanted Programs 
(PUPs)
• Do people really want things like copy 

protection and SuperFish?

• Should we auto-uninstall things that 
are not technically attacking?
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So…are we secure enough today?
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Who are the “bad guys” and “good 
guys” 
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Adversaries

• Malicious actors

• Hacker

• Users (your family, your friend, your customer, etc.)

• Service providers

• Company

• App developers

• “Big brother”

• … (depending on your position)
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What are your protecting?
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Assets

• Computer hardware: phone, laptop, server…

• Computer software: apps, operating systems, database…

• Physical assets: house, car…..

• Information: health record, your profile/identity, business 
info…

• Emotion, reputation, user experience….
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Attack on IoT devices 

• IoT devices can be overlooked 
and lacked proper 
protection/management

https://www.hackread.com/website-streams-
from-private-security-cameras/



What can the bad guys do?
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Risk, threat and vulnerability

• Vulnerability: the weakness of X (system/human) that can be 
exploited 

• The program is overprivileged to access things

• The user reuses their password across applications

• Threat is an action performed by the adversary to damage 
the asset by exploiting a vulnerability 

• Risk = asset X threat X vulnerability

21



What is the threat model here?
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Me trying to wipe out my log in 
record from Mom’s computer 
after playing computer games

Mom coming home and 
suspecting kid playing games 
without permission again
• Adversary = ?

• Asset = ?

• Threat = ?

• Vulnerability = ?



Stuxnet: a worm that targets nuclear facilities

• Jan 2010 – International 
Atomic Energy Agency 
found out a nuclear plant in 
Iran is malfunctioning

• Five months later, people 
confirmed that it is a result 
of an intended cyber attack. 
How?

23https://www.wired.com/2014/11/countdown-to-zero-day-stuxnet/



Stuxnet: a worm that targets nuclear facilities

24https://spectrum.ieee.org/the-real-story-of-stuxnet/



Are we still falling behind?
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Lack of support/security update



27

Geographical difference of 
malware infection  

https://securelist.com/it-threat-evolution-in-q2-2021-pc-statistics/103607/

• IoT devices can be overlooked 
and lacked proper 
protection/management
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Gap in security literacy and behavior
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Gap in security literacy and behavior

• Types of security behaviors

• Security updates

• Bundled with undesirable features; not sure about the benefits of it…

• Antivirus software

• Whether people install and how they configure it

• Account security

• Password use…

• Mindfulness

• Website visits; email habits; phishing notices…
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Gap in security literacy and behavior

• Non-experts consider 
installing security updates not 
effective, but they will likely to 
follow if they heard it was 
effective 
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Gap in security literacy and behavior

• More non-experts use anti-
virus software than experts 
and consider it very effective 
– likely because it is a one-
stop solution for them

Is it still true today?
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Gap in security literacy and behavior

• More experts mention strong password, using password manager, and 
two-factor authentication; more non-experts mention using unique 
password and changing password frequently

• Only one expert mentions writing down passwords is fundamentally bad
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Gap in security literacy and behavior

• Paradoxically, more experts clicks on links from unknown senders than 
non-experts

• Other mindfulness aspects include checking HTTPS, clearing browser 
cookies, and email habits.

Why?



34
https://googleonlinesecurity.blogspot.com.au/2015/07/new-research-comparing-how-security.html 34



How to read and review (USEC) 
research paper?
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Where should I look for them?
(*it’s not an exhaustive list below)

• Computer security and privacy

• IEEE Symposium on Security and Privacy

• USENIX Security Symposium

• ACM Computer and Communications Security Conference

• Network and Distributed System Security (NDSS) Symposium

• Human computer interaction

• ACM Conference on Human Factors in Computing Systems (CHI)

• ACM Conference on Computer Supported Cooperative Work (CSCW)

• More dedicated USEC and privacy conferences

• USENIX Symposium on Usable Privacy and Security

• Privacy Enhancing Technologies Symposium (PETS)
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How do I read a paper?
(*you may have more personalized way to read them)

• Understanding what is the problem being solved and the impact?

• Title, abstract, and introduction

• What are the (technical) innovation being made?

• Method and design

• What are the state-of-arts and competing solutions?

• Related work and evaluation

• What are the future (research and practical) implications?

• Discussion

Start from the high-level ideas, dig into interesting details, iterate and 
reflect on them.



Take-home

• Worlds Shoretest Threat Modelling Course - Adam Shostack

• Munyendo, C., Acar, Y. and Aviv, A.J., 2023, May. “In Eighty Percent 
of the Cases, I Select the Password for Them”: Security and Privacy 
Challenges, Advice, and Opportunities at Cybercafes in Kenya. 
In 2023 IEEE Symposium on Security and Privacy.

• Hielscher, J. and Parkin, S., 2024. " What Keeps People Secure is 
That They Met The Security Team": Deconstructing Drivers And 
Goals of Organizational Security Awareness.  In 2024 USENIX 
Security and Privacy.
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https://www.youtube.com/playlist?list=PLCVhBqLDKoOOZqKt74QI4pbDUnXSQo0nf

