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Overview

 Reminder, warm-up, and recap
» Authentication and password

e Take—home



Zoombombing

Michael Muderick

Frances Novack Joseph Barnett Zoom Admin

« BBC - Black and LGBT Edinburgh University students attacked in Zoom meeting
(https://www.bbc.co.uk/news/technology—-56100079)

« CNN - NYC classrooms cancel Zoom after trolls make ‘Zoombombing’ a thing
(https://thenextweb.com/news/nyc—-classrooms—cancel-zoom-after—trolls—make—-zoombombing—a—-thing)



How do we prevent zoombombing from happening?



Defining Security
« Confidentiality

* Ensures that computer—
related assets are accessed
only by authorized parties.

Confidentialit

« Secrdty
* Privacy

* Integrity
« Assets can be modified only

by authorized parties or only
in authorized ways.

Integrity

* Write protection
* Deletion
protection

Availability

» Correct people
can access
* Online

 Availability
 Assets are accessible to

authorized parties at
appropriate times.
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Cyber Security (CIA)

Security properties

Confidentiality No improper information gathering

Integrity Data has not been (maliciously) altered

Availability Data/services can be accessed as
desired
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Cyber Security (CIA)

Security properties

Confidentiality No improper information gathering

Integrity Data has not been (maliciously) altered

Availability Data/services can be accessed as
desired

Accountability Actions are traceable to those
responsible

Authentication User or data origin accurately
identifiable

Usable Security and Privacy — Kami Vaniea



Authentication vs. Authorization

» Confidentiality: Ensures that computer—related assets are
accessed only by authorized parties.

 Authentication — Process of ensuring that a person or device
is who they claim to be.

» Authorization — Rules that specify who is allowed to do what.
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Authentication

< measure ads and provide a safer experience, we use cookies. By dicking on or navigaling he site, you agree to alow us o collect
ation on and off Facebook thraugh cookles. Learn more, including about avaliable controis: Cookie Policy.

Emall or Phone Password

e

| HIIIII\ I Il ] |

Library 201 50038429003
Google

connect and share with the create an account
Signin

b What you have
0
Use your Google Account | ! f i k

Email or phone

Forgot email?

Not your computer? Use InPrivate windows to !
Learn more

OFemale ©Male O Custom @

Create account I

Create a Page for a celebrity, band or business.

English (United States) ~

Sign up now.

Who you are
What you know



Multi—factor authentication

* Requiring two or more separate and distinct forms of
authentication methods

PASSWORD ACCESS

Is that v

you?

Success!

https://news.mit.edu/2015/two—factor—authentication-duo-security—0130

[



Other features than identity
can be authenticated

' fone IN = 17:24 @ 3 ()

Q Search ﬁ 4

sl o
048174

Dropbox O
mega@mediafire.com

Evernote

835328




Usable Authentication is:

*User friendly
*Reasonable to implement

*Protects against attacks

Bonneau, Joseph, et al. "The quest to replace passwords: A framework for comparative evaluation of web authentication schemes." 2072 IEEE Symposium on Security and
Privacy. |EEE, 2012.



Is your university
ID card “usable”?

Easy to use?

Easy for the
university to
implement?

Protects against
attacks?

— Who wants to
attack it?

Getting your first card

P : Y =3 M
15003

Library 20150038429003

Information on getting your first University card and guidelines on
submitting a photo.

If your University card or Library card has expired or is lost, stolen or
damaged it can be replaced by a Card Help Desk.

University card functions

! | e e
u173/01

Your University card provides identification, library membership,
printing, cashless catering and building access.

Card Help Desks

Replacement cards can be requested at any of the University Library
Card Help Desks.
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A good authentication method:

User friendly Reasonable to implement
 Memory effortless « Accessible

« Scalable for users » Negligible cost per user
* Nothing to carry « Server compatible

» Physically effortless <« Browser compatible

« Easy to learn * Mature

« Efficient to use * Non-proprietary

* Infrequent errors

« Easy to recover from
loss

Protects against
attacks

¢ Resilient to:
e Physical observation

® Targeted
Impersonation

Throttled guessing
Unthrottled guessing
Internal observation

Leaks from other
verifiers

® Phishing
® Theft

e No trusted third party

e Requiring explicit
consent

e Unlinkable



Passwords

Text string that
is theoretically
only known by
the end user.
The user
authenticates by

providing the
string to the
server which
then verifies that
it is the correct

one.




Top 25 most common passwords by year according to SplashData

Rank = 2011[ 20120 201301 2014l7] 2015(] 2016! 201701 20187
1 password | password | 123456 123456 123456 123456 123456 123456
Pa sswo rds 2 123456 123456 password password | password password password | password
Text S-t ri n -t h a -t 3 12345678 | 12345678 | 12345678 | 12345 12345678 | 12345 12345678 | 123456789
g 4 qwerty abc123 qwerty 12345678 | qwerty 12345678 qwerty 12345678
i S 't h e O re‘t i C a | | y 5 |abc123 | qwerty abc123 qwerty 12345 football 12345 12345
6 monkey monkey 123456789 | 123456789 | 123456789 | qwerty 123456789 | 111111
O n |y kn Own by 7 | 1234567 |letmein 111111 | 1234 football | 1234567890 | letmein 1234567
-t h e e n d u Se r . 8 letmein dragon 1234567 baseball 1234 1234567 1234567 sunshine
9 | trustno1 11111 iloveyou dragon 1234567 princess football gwerty
T h e u Se r 10 | dragon baseball adobe123@! | football baseball 1234 iloveyou iloveyou
° 11 | baseball |iloveyou 123123 1234567 welcome | login admin princess
a u t h e n t I C a tes by 12 111111 trustno1 admin monkey 1234567890 | welcome welcome | admin
p r‘ovi d i n g ‘t h e 13 | iloveyou | 1234567 1234567890 | letmein abc123 solo monkey welcome
. 14 | master sunshine | letmein abc123 111111 abc123 login 666666
St rl n g to th e 15 | sunshine | master photoshopl?l 111111 1qaz2wsx [z abc123 abc123
h - h 16 | ashley 123123 1234 mustang dragon 121212 starwars football
Se rve r W I C 17 | bailey welcome monkey access master flower 123123 123123
't h e n Ve r i fi eS 't h a‘t 18 | passwOrd | shadow shadow | shadow monkey | passwOrd dragon monkey
o o 19 | shadow ashley sunshine master letmein dragon passwOrd | 654321
I t I S t h e C O rre Ct 20 | 123123 football 12345 michael login sunshine master |@#$%N&*
O n e 21 | 654321 jesus password1 | superman | princess master hello charlie
* 22 | superman | michael princess 696969 gwertyuiop | hottie freedom aa123456
Wlklpedla, List of the most common 23 | gazwsx | ninja azerty | 123123 solo | loveme whatever | donald
PasSSwWo rds 24 | michael |mustang | trustnot batman passwOrd zaql1zaq1 qazwsx password1
AigS il peelia il 4 H S e oS Lo TP pEse 25 | Football password1 | 000000 trustno1 starwars password1 | trustno1 gwerty123

words



Attackers use a variety of techniques to discover passwords, including using powerful tools

@%‘g:ggn@ 822?; Passwo rd secu rity freely available on the internet. The following advice makes password security easier for your
it

users — improving your system security as a result.

How passwords are cracked... ...and how to improve your system security

Interception ul*138 av Help users cope with
*|* *| ‘ ‘password overload’

Passwords can be
intercepted as they are
transmitted over a network.

Only use passwords where they are really needed.

—
Brute Force TR i : _ :
|n ¥ ‘ Use technical solutions to reduce the burden on users.

D D D Automated guessing of
— billions of passwords until

Allow users to securely record and store their passwords.

*
FededeR ek ok Fedede ek R *
-y foddodob btk fobobodobodobobok]

the correct one is found. Only ask users to change their passwords on indication

. . Average number of Average number of L a0
. . X e i of suspicion of compromise.
s see websites users access UK citizen's online
using the same password passwords _ Allow users to reset password easily, quickly and cheaply.
Help users generate
Searchin et s i
o ¢ ] ) gt Steallng ‘ approprlate passwords
infrastructure can be e » = =
searched for electronically = Passwords —_— Put technical defences in place so that simpler
stored password information. Insecurely stored passwords passwords can be used.
can be stolen — this includes Steer users away from predictable passwords
hgndwr\tten passwords — and ban the most common.
hidden close to a device. Blacklist the most E ; d
. e ah e ncourage users to never re-use passwords
Manual Guessmg ® & oicas P between work and home.
Personal information, such " 3 ® Train staff to help them avoid creating passwords
as name and date of birth [ ] . [ ] : : : that are easy to guess.
o be used fo guess é Shoulder Surfing Monitor failed login eSS
— ) ‘ attempts. .. train Be aware of the limitations of password strength meters.
common passwords. Observing someone typing users to report
their password. suspicious activity

Prioritise administrator @ lLJsT aclc(t);lntm‘ O
ockout, throttling

Change all default vendor or monitoring to m

Social and remote user
Engineering Kev Loddin 2L : help prevent brute
Yy gging (TTTITTTIT] supplied passwords before force attacks

Attackers use social An installed keylogger SEEEEEes B e devices or software
engineering techniques to intercepts passwords (I T TT1T) ; ; are deployed

trick people into revealing saEEEmEs nEinteseanet

passwords.

as they are typed.

For more information go to o www.ncsc.gov.uk ¥ @ncsc



What do people think a “good” password looks like?
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Do Users’ Perceptions of Password Security Match Reality?

Blase Ur, Jonathan Bees’, Sean M. Segreti, Lujo Bauer, Nicolas Christin, Lorrie Faith Cranor
Carnegie Mellon University, "The Pennsylvania State University
{bur, ssegreti, Ibauer, nicolasc, lorrie} @cmu.edu, 'jfb5406 @psu.edu

ABSTRACT

Although many users create predictable passwords, the ex-
tent to which users realize these passwords are predictable
is not well understood. We investigate the relationship be-
tween users’ perceptions of the strength of specific passwords
and their actual strength. In this 165-participant online study,
we ask participants to rate the comparative security of care-
fully juxtaposed pairs of passwords, as well as the security
and memorability of both existing passwords and common
password-creation strategies. Participants had serious miscon-
ceptions about the impact of basing passwords on common
phrases and including digits and keyboard patterns in pass-
words. However, in most other cases, participants’ perceptions
of what characteristics make a password secure were consis-
tent with the performance of current password-cracking tools.
We find large variance in participants’ understanding of how
passwords may be attacked, potentially explaining why users
nonetheless make predictable passwords. We conclude with
design directions for helping users make better passwords.

chosen to exhibit particular characteristics, as well as com-
mon strategies for password creation and management. We
compare participants’ perceptions to the passwords’ actual re-
silience to a variety of large-scale password-guessing attacks.

In the first of four tasks, we showed participants 25 pairs of
passwords differing in specific characteristics (e.g., appending
a digit, as opposed to a letter, to the end of the password). We
asked participants to rate which password was more secure, if
any, and to justify their rating in free text. In the second and
third tasks, we showed participants a selection of passwords
from the well-studied breach of the website RockYou [72], as
well as descriptions of common password-creation strategies.
We asked participants to rate both the security and the memora-
bility of each password or strategy. In the fourth task, we had
participants articulate their model of password attackers and
their expectations for how attackers try to guess passwords.

We observed some serious misconceptions about password se-
curity. Many participants overestimated the benefits of includ-
ing digits, as opposed to other characters, in a password. Many



Which one is stronger, “questionnaires” or
“iloveliverpool”?



Misconception of password security

 Adding digits to letters is better than letters only (not really,
as adversaries already exploited this tendency)

« Keyboard patterns are more secure? Wrong.

« Changing certain characters, e.g. 0—>0, may not always
work!

* People misjudging the popularity of certain words and
phrases — “questionnaires” is more secure than

€Co . b
Ur, él%\égs“ye&%%g)ISM Bauer, L., Christin, N. and Cranor, L.F., 2016, May. Do users'
perceptions of password security match reality?. In Proceedings of the 2016 CHI Conference on
Human Factors in Computing Systems (pp. 3748-3760).
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NCSC Good password practices

* Avoid the common passwords and using your personal info

 Long and strong (e.g., some combination of three random
words)

« Using password managers

« Changing certain characters, e.g. o—>0, may not always
work!

https://www.ncsc.gov.uk/collection/top—tips—for—staying—secure—online/three—-random-

words#:~:text=A%20good%20way%?20to%20make,(like%20'password'). o4



A good authentication method:

User friendly Reasonable to implement
 Memory effortless « Accessible

« Scalable for users » Negligible cost per user
* Nothing to carry « Server compatible

» Physically effortless <« Browser compatible

« Easy to learn * Mature

« Efficient to use * Non-proprietary

* Infrequent errors

« Easy to recover from
loss

Protects against
attacks

¢ Resilient to:
e Physical observation

® Targeted
Impersonation

Throttled guessing
Unthrottled guessing
Internal observation

Leaks from other
verifiers

® Phishing
® Theft

e No trusted third party

e Requiring explicit
consent

e Unlinkable



Passwords

User friendly
 Memory effortless

» Scalable for users

* Nothing to carry

* Physically effortless
« Easy to learn

» Efficient to use

* Infrequent errors

e Easy to recover from
loss

Good Poor Bad

Reasonable to implement
« Accessible

* Negligible cost per user
« Server compatible

* Browser compatible

« Mature
 Non—proprietary

Protects against
attacks

¢ Resilient to:
e Physical observation

e Targeted
Impersonation

Throttled guessing
Unthrottled guessing
Internal observation

Leaks from other
verifiers

e Phishing
e Theft

e No trusted third party

e Requiring explicit
consent

e Unlinkable



Are SMS-based
one time
passwords more
or less usable
than normal
passwords?

Mobile Security Key

2. Verify by SMS

We've sent a verification code to you at this
R

mobile number: ***

Enter verification code

(01)67830198 |

| haven't received a code »

3. Setup the password

 HSBC: (01)67830198 is your Mobile

Security Key one-time activation code.

Thank you for using HSBC Digital
Banking. Enquiry: 22333322

27



Good Poor Bad

One time password over SMS

User friendly Reasonable to implement g{g‘ggs against
4 Memory effortless ¥ Accessible ¢ Resilient to:
& . Scalable for users ¥ :: ?fgzlglec%gldobservatlon
. : impersonation
Nothing to carry & | 4 Throttled guessing
« Browser compatible 4 » Unthrottled guessing
. B Internal observation
« Easy to learn « Mature 2° Leaks from other
, verifiers
J L « Non—proprietary 4@+ Phishing
* Infrequent errors .@' Ul
\
¥« Easy to recover from e Requiring explicit
loss consent

e Unlinkable
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To help personalise content, tailor and measure ads and provide a safer experience, we use cookies. By clicking on or navigating the site, you agree to allow us to collect
information on and off Facebook through cookies. Learn more, including about available controls: Cookie Policy.

Passwords e——
Text string that facebook I E—

Forgotten account?

I S th eO ret I Ca | |y Facebook helps you connect and share with the Create dan accou nt
O n |y kn OWﬂ by people in your life. It's quick and easy.
the end user. gk e
Th e u Se r ~ _ o Mobile number or email address
providing the

1 22 v Sept v 1994 @
string to the
Se rver Wh iCh O Female OMale O Custom @
then verifies that
it is the correct
one.

fime.

‘ Sign Up

To help personalise content, tailor and measure ads and provide a safer experience, we use cookies. By clicking on or navigating the site, you agree to allow us to collect
information on and off Facebook through cookies. Learn more, including about available controls: Cookie Policy.
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A good authentication method:

User friendly Reasonable to implement
 Memory effortless « Accessible

« Scalable for users » Negligible cost per user
* Nothing to carry « Server compatible

» Physically effortless <« Browser compatible

« Easy to learn * Mature

« Efficient to use * Non-proprietary

* Infrequent errors

« Easy to recover from
loss

Protects against
attacks

¢ Resilient to:
e Physical observation

® Targeted
Impersonation

Throttled guessing
Unthrottled guessing
Internal observation

Leaks from other
verifiers

® Phishing
® Theft

e No trusted third party

e Requiring explicit
consent

e Unlinkable



Cookies + Passwords

User friendly
I\/Iemory effortless

Reasonable to implement
« Accessible
* Negligible cost per user
. 8 * Server compatible
* Browser compatible
* Easy to learn * Mature
» Efficient to use

*

e Easy to recover from
loss

 Non—proprietary

31

Good Poor
Bad

Protects against
attacks

e Resilient to:

[

e Targeted
Impersonation
Throttled guessing
Unthrottled guessing

e No trusted third party

e Requiring explicit
consent

e Unlinkable



Passwords

Text string that
is theoretically
only known by
the end user.
The user
authenticates by
providing the
string to the
server which
then verifies that
it is the correct
one.

Draw Your Password

GO D)

Draw Your Password

(&) (»)

()
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Graphical Passwords

User friendly

Reasonable to implement

4

* Negligible cost per user

* Nothing to carry -

* Browser compatible

 Easy to learn J L
- Efficient to use

* Infrequent errors

e Easy to recover from
loss

 Non—proprietary

Protects against
attacks

e Resilient to:

o
4 * Targeted

impersonation

4+ Throttled guessing

o

o

® | eaks from other
verifiers

e Phishing

e Theft

e No trusted third party

e Requiring explicit
consent

e Unlinkable
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A good authentication method:

User friendly Reasonable to implement
 Memory effortless « Accessible

« Scalable for users » Negligible cost per user

* Nothing to carry « Server compatible

» Physically effortless <« Browser compatible
« Easy to learn * Mature

« Efficient to use * Non-proprietary

* Infrequent errors

« Easy to recover from
loss

Find it out!

Protects against
attacks

e Resilient to:

Physical observation

Targeted
Impersonation

Throttled guessing
Unthrottled guessing
Internal observation

Leaks from other
verifiers

Phishing
Theft

e No trusted third party

e Requiring explicit
consent

e Unlinkable



How to nudge people to pick stronger passwords?



How Does Your Password Measure Up?
The Effect of Strength Meters on Password Creation

Blase Ur, Patrick Gage Kelley, Saranga Komanduri, Joel Lee, Michael Maass,
Michelle L. Mazurek, Timothy Passaro, Richard Shay, Timothy Vidas,
Lujo Bauer, Nicolas Christin, Lorrie Faith Cranor
Carnegie Mellon University
{bm; pgage, sarangak, jlee, mmaass, mmazurek, tpassaro,
rshay, tvidas, lbauer, nicolasc, lorrie} @cmu.edu

Abstract

To help users create stronger text-based passwords, many
web sites have deployed password meters that provide
visual feedback on password strength. Although these
meters are in wide use, their effects on the security and
usability of passwords have not been well studied.

We present a 2,93 1-subject study of password creation
in the presence of 14 password meters. We found that
meters with a variety of visual appearances led users to
create longer passwords. However, significant increases
in resistance to a password-cracking algorithm were only
achieved using meters that scored passwords stringently.

or write them down [28]. Password-composition poli-
cies, sets of requirements that every password on a sys-
tem must meet, can also make passwords more difficult
to guess [6,38]. However, strict policies can lead to user
frustration [29], and users may fulfill requirements in
ways that are simple and predictable [6].

Another measure for encouraging users to create
stronger passwords is the use of password meters. A
password meter 1s a visual representation of password
strength, often presented as a colored bar on screen.
Password meters employ suggestions to assist users in
creating stronger passwords. Many popular websites,
from Gooele to Twitter. emplov password meters.



The effect of strength meters on password
creation

* Phase 1: What kinds of meters are
peing used by websites right now?

00000O0CPOOOO medium

Show Passwaord

¢ Dhase 2: What are “gOOd” Password must include:
measures of password quality? / 820 Characters
. A At least one capital letter
¢ Phase 3: HOW dO dlffel‘ent metel‘ v’ At least one nhumber

v No spaces
S Fra——

designs impact the passwords
created? If so, which meters
perform best?



Phase 1: What kinds of meters are being used by
websites right now?

» Reviewed login pages of Alexa top 100

. 00000 OGOOOO medium
most popular websites

Show Passwaord

* 96 allowed a login

Password must include:

« 70 gave some type of password feedback #/ 8-20 Characters
A At least one capital letter
° Common types Of meters v At least one number

v No spaces
S Fra——

 Bar-like (50%)
« Checkmark or X system (41.3\%)
 Text indicating problems (21.2\%)



Phase 1: Understand the security technology

« Good idea to start any security project by first understanding the
technology you are working with.
« Security concepts can often be non-obvious in how they work or interact
with other technology.
» Determine the current state—of-the-art.
 How do other people solve this problem now?
 Why are they doing it that way and has anyone decided what solution is
“best”?

« Formulate a question about the technology based on what you
find.



Just colored words

Facebook

New: ssnns

Re-type new: [--...| ]

Passwords match

Baidu
Password: Confirm Password:
sesnne AL E L L]

The structure of vour password is too simple to replace the more complex the password, otherwise unable to register successfully.

Password length of 6 to 14, the letters are case-sensitive. Password is too simple hazards

Green bars / Checkmark-x

Twitter

Checklists

Apple

[ | (1

Password strength: weak

X Password is too obvious.

- v’ Password is okay.

o -/ Password is perfect!

Password must

Have at least one letter
Have at least one capital letter
Have at least one number

Not contain more than 3
consecutive identical characters

Not be the same as the account
name

® ¢ 29008@

Be at least 8 characters

Segmented bars

Weibo o=
EE
¥ Create a sssssoee o — T
Q@ .. 4
Mail.ru  Yposeis cnoxocri: Q cnabbii
YDDMHB CNOMCHOCTIAL QE\\SQ CHABHBLIA
Paypal
e  Fair
S8
v Include at least 8 characters -
v Don't use your name or email address
» Use a mix of uppercase and lowercase
letters, numbers, and symbols
v Make your password hard 10 guess - even
for a close friend
Yahoo.jp and Yahoo
JQR'?—FUJ ﬁﬁ Strong
basebulll e = 3 SRS
;\ZO—FQEQQ Vary strong
Aaaaaall | - g IC ] ] - - -

Gradient bars
Wordpress.com

Live.com [Weak |
[ Medium |

[Strong .|

@& Strong

Fair
Weak

Color changing bars
Mediafire

Ty

Password Strength Too short

Password Strength Weak
]

Password Strength

Password Strength Good
L]

Password Strength  Strong
p—-——-——- =]

Blogger [..l.l... J
Password strength: Weak
Google
Create a password
Password strength: Weak l Ly
————————

Use at least 8 characters. Don't use a
password from another site, or something
too obvious like your pet's name. Why?

Password strength: Strong

Password strength: Good

Password strength: Too short



Phase 2: What are “good” measures of
password quality?

* Look at scientific literature to understand * password
what other people have already learned. e P@sswOrd
« Two well known ways to measure « iloveyou123
password strength: . monkey
« Basic16 — password must have at least 16 o
characters. » thisisasuperlongpas
- Comprehensive8 — password must have at least swordthatisawesom
eight characters, including an uppercase letter, e

a lowercase letter, a digit, and a symbol. It must

) RIS S B ey . VW@yBetter123
also not already be in a wordlist of common
passwords.



Phase 3: How do different meter designs
impact the passwords created?

* Online survey study using Amazon Mechanical Turk
- 15 different conditions (next slide)

« 2931 participants

« 2 phase study:

« Setup a password
« 2 days later, log in using the original password



Conditions

e Control

No meter

Baseline meter based on real ones —
colored bar with text hints

- Appearance variations

Three—segment

Green — bar is always green
Tiny — bar is very small
Huge — bar is very large

No suggestions — bar, but no helpful
feedback

Text—only — feedback, but no bar

« Scoring

 Half-score — bar shown half as full as would
be in baseline

* One-third-score
* Nudge-16 — score uses the Basic16 metric

* Nudge—-comp8 — score uses
Comprehensive8 metric

« Multiple variations
« Text-only & half-score

« Bold text-only & half score
* Bunny — running bunny instead of a meter
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Takeaway

« Stringency helps, but to some extent

« Combination of text and visual indicator works better than only
each of them

 People’s behavior changed through password creation with the
meter
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Questions?



Take—-home

» Stephenson, S., Pal, B., Fan, S., Fernandes, E., Zhao, Y. and
Chatterjee, R., 2022, May. Sok: Authentication in augmented
and virtual reality. In 2022 [EEE Symposium on Security and
Privacy (SP) (pp. 267-284). |EEE.

* The Register —— Fortinet: FortiGate config leaks are genuine
but misleading

48


https://pages.cs.wisc.edu/~srstephenso2/publications/oakland22_arsec.pdf
https://www.theregister.com/2025/01/17/fortinet_fortigate_config_leaks/

