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What is a cookie? 

What does “opt-out” mean?



Designing the web cookie

Heavily based on Lou Montulli’s “The reasoning behind Web Cookies”

3



The year is 1994 and 
there is a problem… the 
internet has no ability to 
remember a person 
between page reloads.

4

My name is 
Bob

Hi Bob

Hi new person, 
what is your 
name?

1 day later

Hello web 
server

My name is 
Bob

Hi Bob

Hi new person, 
what is your 
name?

Hello web 
server



There is an obvious easy 
solution…

Give each browser a 
unique identifier that 
gets sent with every 
page request.
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My name is 
Bob

Hi Bob.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server my ID 
is 1234

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server my ID 
is 1234



The problem with the 
obvious solution is 
privacy. Tracking would 
be possible with no 
visibility or control. 
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My name is 
Bob

Hi Bob.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server my ID 
is 1234

Hello web 
server 2 my 
ID is 1234

Hi Bob, your ID 
is known for 
liking shoes. 

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server my ID 
is 1234



Instead Netscape 
implemented cookies. 
Small text strings the 
server could ask the 
browser to remember and 
give back to it later.
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My name is 
Bob Hi Bob. Please 

set a cookie 
with “Bob” as 
the string.

Hi new person, 
what is your 
name?

1 day later

Hello web 
server

Hello web 
server 2

Hi new user. 
What is your 
name?

Hi Bob, would 
you like to buy 
the shoes you 
looked at 
yesterday?

Hello web 
server.  
Cookie: Bob
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Who is tracking you?



3rd party cookie reasoning

“Any company that had the ability to track users across a large 
section of the web would need to be a large publicly visible 
company. 

Cookies could be seen by users so a tracking company can't 
hide from the public.    

In this way the public has a natural feedback mechanism to 
constrain those that would seek to track them.” 

-- Lou Montulli 



Websites are 
made up of 
many elements 
from many 
sources
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Sites I went to 
intentionally 

All the     are 
trackers or content 
sources contacted 
by the main site.



Third party 
cookies
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So I went to 
BlueKai’s opt-
out page and 
asked to opt-
out. 

Doing so set a 
cookie so that 
the next time I 
visit a site using 
BlueKai tracker 
the cookie tells 
the site not to 
track me.
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BEFORE OPT-OUT AFTER OPT-OUT
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BTW, why “cookie”?

• “Magic cookie”: a token or short packet of data 
passed between communicating programs

18

• (Web) cookie



Opting out causes the page to set an “opt out” 
cookie that is typically blank or all 0’s. 

Instead of sending a cookie with a tracking number, 
your browser will now instead send the blank cookie, 
preventing the site from tracking you. 



Are Cookie opt-out options really effective? How do 
people actually configure opt-out options?



Why we need to conduct a study?
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• Assess needs: what should we build?

• Examine trade-offs: which features/approaches best fit needs?

• Evaluate: are requirements met? what can we improve?

• Finding root causes: what underlying problems need to be fixed?



Why we need to conduct a study?
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• Assess needs: a better cookie notice?

• Examine trade-offs: which placement is more accessible?

• Evaluate: how fast/accurate people do opt-out?

• Finding root causes: dark pattern?



Why we need to conduct a study?
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• Assess needs

• Examine trade-offs

• Evaluate

• Finding root causes

*CMU USEC



Project lifecycle 

What is 
wanted / 
needed

Analysis Design
Implement 
and deploy

Prototype
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Before we actually start
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• Identify research questions 

• Decide on the type of study and demographics

• Design study protocol

• Obtain ethics approval

• Design study

• Pilot studies

• Revise study….



Ethics guidelines
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https://uoe.sharepoint.com/sites/inf-researchservices/SitePages/Ethics-and-integrity.aspx



Testing Usability…How?



Many ways to test usability

• A/B Testing

• Affinity Diagraming

• Card Sorting

• Case Studies

• Cognitive Walkthrough

• Competitive Testing

• Critical Incident Technique

• Customer Experience Audit

• Desirability Testing

• Diary Studies

• Ergonomic Analysis

• Experience Sampling

• Experiments

• Eye tracking

• Fly-on-the-wall Observation

• Focus Groups

• Graffiti Walls

• Heuristic Evaluation

• Interviews 

• KJ Technique

• Observation

• Participatory Action Research
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Behavioral – 
measures how 
people actually 
behave, what 
they do.

Attitudinal – 
measures what 
people say they 
think or how 
they say they 
behave.

https://www.nngroup.com/articles/which-ux-research-methods/



Qualitative – 
unstructured 
data such as 
natural language.

Quantitative – 
numerical data. 
Anything that 
can be counted 
or measured 
with numbers.

https://www.nngroup.com/articles/which-ux-research-methods/



Qualitative – 
unstructured 
data such as 
natural language.

Quantitative – 
numerical data. 
Anything that 
can be counted 
or measured 
with numbers.

https://www.nngroup.com/articles/which-ux-research-methods/



Interviews – users 
express their 
attitudes by 
providing 
qualitative 
answers to 
questions.

Clickstream 
Analysis – 
measure the links 
users click on to 
get quantitative 
data on what 
users do.

https://www.nngroup.com/articles/which-ux-research-methods/



Lab Studies – 
users perform a 
set of tasks 
often talking 
about their 
experience as 
they do so.

Surveys – Ask 
about user 
opinion often 
with multiple 
choice answers.

https://www.nngroup.com/articles/which-ux-research-methods/

Artefact 
Analysis



Think-pair-share

For each of the following problems, name one behavioral 
question you could ask and one attitudinal question. 

• Mobile phone login 

• Cookie dialogs

• Fake news

• Encryption of all webpages by default
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Lab studies are a simple idea. You ask a user to 
come into a physical space and ask them to interact 
with the interface there. 
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Lab Study

• Basic idea: Have a participant come to a physical place (lab) and 
interact with the interface there

• You setup the lab so it mimics the situation you want to test

• Pros
• Full control over the environment so limited confounds
• Detailed data from each subject 
• Ability to ask them why they did something

• Cons
• Small sample sizes
• Being in the lab changes user behavior. They feel safer and their normal distractions 

are gone. That can be bad for deception studies.
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Is it really simple?
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What is different about security

• Large information asymmetry between participant and 
researcher

• The researcher likely understand security of their tool 

• Participant likely doesn’t even know that security problem exists 

• Deception studies are common

• You told the participant to accomplish task A, but you are really 
looking to see if they do B activity
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Why Johnny Can’t 
Encrypt



Why Johnny Can’t 
Encrypt



Users need to:

• understand that privacy is achieved by 
encryption, and figure out how to 
encrypt email and how to decrypt email 
received from other people

• understand that authentication is 
achieved through digital signatures, and 
figure out how to sign email and how to 
verify signatures on email from other 
people

• understand that in order to sign email 
and allow other people to send them 
encrypted email a key pair must be 
generated, and figure out how to do so

• understand that in order to allow other 
people to verify their signature and to 
send them encrypted email, they must 
publish their public key, and figure out 
some way to do so

• understand that in order to verify 
signatures on email from other people 
and send encrypted email to other 
people, they must acquire those 
people’s public keys

• manage to avoid such dangerous errors 
as accidentally failing to encrypt, 
trusting the wrong public keys, failing to 
back up their private keys, and 
forgetting their pass phrases

• be able to succeed at all of the above 
within a few hours of reasonably 
motivated effort



Tested usability using two methods

• Cognitive Walkthrough

• A set of experts review and the experts make an informed guess 
about what will be problematic

• Paired with heuristics – The experts state how the user interface 
supports or violates common HCI principles (Heuristics) 

• Lab Study

• Ask the participant to perform a set of tasks

• Very similar to a think aloud, but without the talking aloud part
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Cognitive walkthrough outcomes

• Visual metaphors – Do key and lock 
pictures make sense? 

• Different key types – Public vs 
private keys, or maybe signing and 
encryption keys?

• Key server – Used for sharing keys

• Key management policy – Trust 
and validity ratings

• Consistency – Use of the same 
terms everywhere

• Too much information – 
Information like key size, hashes, 
and trust

• Irreversible actions
• Accidentally deleting the private key

• Accidentally publicizing a key

• Accidentally revoking a key

• Forgetting the pass phrase

• Failing to back up the key rings
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Lab study

• 12 participants with CS 
backgrounds

• Participant had to send several 
emails to team members (the 
researchers) 
• Creating a key pair
• Sending their public key to team 

members
• Getting team members’ public keys
• Sending the email
• Decrypting response email

• 3 – emailed the private key to the 
team member
• 1 never realized the error

• 1 – forgot their pass phase and 
had to re-generate keys

• 1 – never figured out how to 
encrypt 

•  7 – used their public keys to 
encrypt
• 1 created a separate key pair for each 

team member

• 3 – successfully sent an encrypted 
email to the whole team and were 
able to decrypt an response email
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Whitten and Tygar evaluated PGP encryption in 
1999, surely it must be more usable now.



A personal story during my PhD
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Privacy Implications of Eye Tracking

Eye gazes from people 
with high social anxiety

Eye gazes from people 
with low social anxiety

Avoiding eye contacts as 
shown by the gaze locations



Some background

• Test out whether/how user experience is impacted by a 
privacy control we designed in an eye tracking game setting
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Kal�ido off Kal�ido on



How to do user studies?
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My original plan in 
03/2020 to do lab 
studies with a VR 
setup

Then…Guess what?
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“The remote user study design was approved by the 
Institutional Review Board (IRB) of our institution... 
Each remote session took 35 minutes on average, and 
we provided each participant with $15 worth of 
supplies as a token of appreciation for participating.”



Questions



Take-home

• Zhang, Z., Jia, M., Lee, H.P., Yao, B., Das, S., Lerner, A., Wang, 
D. and Li, T., 2024. " It’s a Fair Game", or Is It? Examining How 
Users Navigate Disclosure Risks and Benefits When Using LLM-
Based Conversational Agents. In Proceedings of the CHI 
Conference on Human Factors in Computing Systems, CHI 2024, 
Honolulu, HI, USA, May 11-16, 2024 (pp. 156-1). ACM.

• Reuters - DeepSeek hit by cyberattack as users flock to 
Chinese AI startup
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https://www.reuters.com/technology/artificial-intelligence/chinese-ai-startup-deepseek-overtakes-chatgpt-apple-app-store-2025-01-27/

