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Overview

• Warm up and reminder

• Phishing: overview, elements, and countermeasures

• Fraud overview

• Take-home

2



Overview

https://www.youtube.com/watch?v=3tI_4QzyhE8
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Phishing: when criminals attempt to trick people in 
doing  “the wrong thing” 
(https://www.ncsc.gov.uk/files/Phishing-attacks-dealing-
suspicious-emails-infographic.pdf)





HMG Department for Digital, Culture, Media & Sport. Cyber Security 
Breaches Survey 2019. July 2019. 

Phishing is very 
common and 
very disruptive 
to UK 
businesses 



Commonalities 
among 
breaches in 
2018.
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Verizon. 2019 Data Breach Investigation Report. p5



8 Proofpoint. State of the Phish 2019 Report. http://proofpoint.com/security-awareness



Email phishing



What on this 
email can be 
trusted when 
judging if it is 
legitimate or 
not?



What on this 
email can be 
trusted when 
judging if it is 
legitimate or 
not?



I asked my 
Computer 
Security class 
what info they 
were using to 
decide phishing 
or not phishing



Lots of 
interesting bits 
in this email

Email from 
“office.com” my 
email is through 

Office365

Appeal to authority by 
using a well known anti-
virus name and claiming 

it has already been 
checked for viruses

Clearly explains what 
it wants the user to 
do. “Explained” and 
“Actionable” from 

SPRUCE

Uses my email address 
as a way of saying that it 

knows who I am and 
therefore can be trusted



Common phishing elements

• Automated – Typically directed against many people. 

• Impersonation – Communication claims to be from someone 
trusted or that they are not. For example, from a bank. 

• Direction to a website – Links that look like they go somewhere 
legitimate but in fact go somewhere controlled by the attacker. 

• Contain an attachment – Attachment asks for information to be 
sent back or contains malicious code. 

• Authentication info requested – The communication aims to get 
authentication information. 
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End User

Phisher

Email 
Server

List of known 
phishing 

sites

Bank

Potential 
phishing 

sites

Voluntee
rs

Web browser

Fake 
Login

Help 
Desk

Trash

Web 
Servers

More potential 
victims

The Phishing 

Local Rules Universit
y

ISP

Verizon. 2019 Data Breach 
Investigation Report. p16

59%
Of end-user reported 
emails were classified 
as potential phishing 

emails.

Proofpoint. State of the Phish 2019 
Report. 

APWG. Phishing Activity Trends Report, 2nd Quarter 2019.
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Who are the adversaries?
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https://edition.cnn.com/2023/12/19/china/myanmar-conflict-china-

scam-centers-analysis-intl-hnk/index.html
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https://www.theregister.com/2023/12/06/fancy_bear_
phishing_microsoft/



Solving phishing
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Main “solutions”

• Automatically block attacks using filters
• Stop email from even arriving in inboxes 
• Block people from visiting known bad websites 

• Train users
• Provide users with training on how to identify phishing attacks 

• Support users
• Show UI indicators to help users tell the difference between real and fake sites 

• Also known as “passive indicators”, like the lock icon 

• Provide feedback when phishing is reported or blocked

• Improve protection of authentication credentials
• Make it harder to impossible for a user to give away credentials
• Limit the damage of credential sharing to one transaction



Automation 
• Automatically scan all 

incoming emails for features 
• Attachments for malware

• URLs for links to phishing pages 

• Spoofed from addresses from 
highly targeted companies 
(Paypal)

• Low tolerance for errors 

• Low delay also important 
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Features for phishing URL detection
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Kholoud Althobaiti, Ghaidaa Rummani, and Kami Vaniea. A Review of Human- and Computer-Facing URL 
Phishing Features. In the European Workshop on Usable Security (EuroUSEC), June 2019. 



Automation + Encryption
• “Going dark” due to encryption isn’t 

just a problem for law enforcement. 

• Encryption also makes scanning 
for phishing more challenging. 

• Do users know that their more 
private WhatsApp chats may have 
more dangerous content than in 
web browsers or emails?

25



Main “solutions”

• Automatically block attacks using filters
• Stop email from even arriving in inboxes 
• Block people from visiting known bad websites 

• Train users
• Provide users with training on how to identify phishing attacks 

• Support users
• Show UI indicators to help users tell the difference between real and fake sites 

• Also known as “passive indicators”, like the lock icon 

• Provide feedback when phishing is reported or blocked

• Improve protection of authentication credentials
• Make it harder to impossible for a user to give away credentials
• Limit the damage of credential sharing to one transaction



The older 
generation is 
surprisingly 
aware of 
phishing as 
compared to 
younger people. 

The difference 
is likely due to 
life experience 
with fraud. 

27Proofpoint. State of the Phish 2019 Report. http://proofpoint.com/security-
awareness



Training users
• Up-front training

• Games 
• Advice web pages 
• Training videos 

• Embedded training 
• Information provided in websites
• Feedback given by help desk to 

phishing reports

• Evaluate impact of training
• Send out fake phishing emails to test 

staff
• Measure reporting behaviors 

Anti-Phishing Phil Game

NoPhish anti-
phishing training 
app



Who want to/is responsible to train users?
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Proofpoint. State of the Phish 2019 Report. http://proofpoint.com/security-awareness



Managing phishing
• Block people from visiting sites

• Browser blocks sites automatically

• ISPs take down sites

• Provide indicators to help people 
differentiate between intended and 
malicious websites
• Lock icon

• Plugins with feedback

• Show only the URL domain to reduce 
confusion

• Stating what email server sent an email

Active Warning

Passive Warnings



A well 
designed 
phishing site 
fools 90% of 
people. 
Security cues 
in the browser 
are not seen, 
ignored, or 
not 
understood.





Developers and 
admins are 
users too. 

Provide help for 
those who are 
trying to 
counter 
phishing at their 
organizations.

35http://phish-education.apwg.org/r/how_to.h



Common phishing elements

• Automated – Typically directed against many people. 

• Impersonation – Communication claims to be from someone 
trusted or that they are not. For example, from a bank. 

• Direction to a website – Links that look like they go somewhere 
legitimate but in fact go somewhere controlled by the attacker. 

• Contain an attachment – Attachment asks for information to be 
sent back or contains malicious code. 

• Authentication info requested – The communication aims to get 
authentication information. 
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Lots of 
interesting bits 
in this email

Email from 
“office.com” my 
email is through 

Office365

Appeal to authority by 
using a well known anti-
virus name and claiming 

it has already been 
checked for viruses

Clearly explains what 
it wants the user to 
do. “Explained” and 
“Actionable” from 

SPRUCE

Uses my email 
address as a way of 
saying that it knows 

who I am and 
therefore can be 

trusted



What are the other types of online fraud?
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https://longevity.stanford.edu/financial-fraud-research-center/wp-content/uploads/2016/03/Full-
Taxonomy-report.pdf

Mary, age 67, reports that her online relationship 
started out as a friendship. Mary found the man on a 
social networking site. The two “lovers” would tell 
each other about themselves and later spoke to one 
another over the phone. He told her he was stuck in 
Nigeria and needed help to fly home. Mary started 
mailing checks to help her lover. She blew through her 
own money and eventually had to start taking out 
loans to help him.



“Pig butchering” scam

41

https://longevity.stanford.edu/financial-fraud-research-center/wp-content/uploads/2016/03/Full-
Taxonomy-report.pdf

Mary, age 67, reports that her online relationship started out as 
a friendship. Mary found the man on a social networking site. 
The two “lovers” would tell each other about themselves and 
later spoke to one another over the phone. He told her he was 
stuck in Nigeria and needed help to fly home. Mary started 
mailing checks to help her lover. She blew through her own 
money and eventually had to start taking out loans to help him.

Scam scheme that lasts long, across different 
platforms 



What kind of practical measures we can use to 
govern and mitigate these scams and online frauds 
across platforms? 



Overview of Stanford Fraud Taxonomy
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• Consumer Investment Fraud
• Securities fraud

• Equity investment fraud 
• Penny stock fraud
• …

• …
• … 

• Consumer Products and Services Fraud
• …

• Phishing websites/emails/calls 
• Employment Fraud
• Prize and Grant Fraud
• Phantom Debt Collection Fraud
• Charity Fraud
• Relationship and Trust Fraud



Overview of Stanford Fraud Taxonomy
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• Consumer Investment Fraud
• Investors gain and lose money in financial markets for a variety of legitimate reasons, yet the 

following definitions refer to investment fraud, where someone knowingly misleads an investor on 
the basis of false information. While many investment vehicles listed below have legitimate 
versions, they can also be used in investment scams where the earnings are grossly 
misrepresented or the investment itself is nonexistent.

• Consumer Products and Services Fraud
• This broad category covers all fraud related to the purchase of tangible goods and services. It also 

includes vacations and travel, house/apartment rentals, purchase of pets, concerts/performances, 
and other events or items the victim paid for but did not receive as promised.

• Employment Fraud
• In this broad category of fraud schemes, the expected benefit is employment or training to develop 

a profitable business. Fraudsters advertise work opportunities that require few skills or 
qualifications, but claim to provide above average financial rewards

• Prize and Grant Fraud
• The hallmark of this category of fraud is that victims are led to believe they will receive winnings in 

the form of a prize, lottery, grant, or windfall of money, provided that they first purchase certain 
products or make advance payments to cover fictitious fees and taxes.



Overview of Stanford Fraud Taxonomy
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• Phantom Debt Collection Fraud
• This category of fraud refers to fake debt collectors who deceive and possibly threaten individuals 

to convince them to pay debts they don't owe.
• Charity Fraud

• This category of fraud involves scam artists collecting money by posing as a genuine charity. There 
is no expected benefit or product/service resulting from the transaction. Instead, the expected 
outcome from the perspective of the victim is organized charitable giving.

• Relationship and Trust Fraud
• In these schemes, the fraudster exploits a personal relationship with the victim and there is no 

expectation of a product or service from the interaction. Instead, the expected outcome from the 
perspective of the victim is the fostering of a personal relationship. 



Take-home

• Gabriele, S. and Chiasson, S., 2020, April. Understanding 
fitness tracker users' security and privacy knowledge, 
attitudes and behaviours. In Proceedings of the 2020 CHI 
Conference on Human Factors in Computing Systems (pp. 1-
12). 

• Guardian - The privacy paradox: why do people keep using 
tech firms that abuse their data?
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https://dl.acm.org/doi/pdf/10.1145/3313831.3376651
https://dl.acm.org/doi/pdf/10.1145/3313831.3376651
https://dl.acm.org/doi/pdf/10.1145/3313831.3376651
https://www.theguardian.com/commentisfree/2019/may/05/privacy-paradox-why-do-people-keep-using-tech-firms-data-facebook-scandal
https://www.theguardian.com/commentisfree/2019/may/05/privacy-paradox-why-do-people-keep-using-tech-firms-data-facebook-scandal
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